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C
onsider this: if you are in charge of recruit-

ing patients for clinical trials and you aren’t 

harnessing the full power of social media and 

the web, you are seriously compromising your 

trial’s ultimate recruitment goals. In the digital 

era, 80% of people using the web reportedly 

seek healthcare information, with the most 

commonly researched topics being specific 

diseases or conditions; treatments or proce-

dures; and doctors or other health profession-

als. Digital media reach all age groups, not just 

younger ones; 71% of U.S. adults between the 

ages of 50 to 64 look online for health informa-

tion and 58% of those over age 65 do so.

Statistics like these make it plain that there 

is a vast potential recruitment population that 

can be found online. Using digital media and 

social platforms is quite cost-effective com-

pared to traditional mass media; in addition, 

online messages can be targeted to specific 

groups, both demographically and geographi-

cally, and there are no regulations or case 

laws that restrict which media may be used to 

reach prospective trial subjects.

Some pharma companies already have 

Twitter accounts, Facebook pages, and fol-

lowers—but it is worth assessing whether 

they are using such social media tools ef-

fectively when it comes to patient recruit-

ment, giving potential trial subjects and their 

caregivers information they can understand 

and trust.

N O T E W O R T H Y

Go to:

appliedclinicaltrialsonline

.com to read these 

exclusive stories and 

other featured content.

Social Media
Do you follow us on 

Twitter or belong to our 

LinkedIn group? Here’s our 

most popular content on 

Twitter if you missed it:

1. Can Facebook Hurt 

Your Clinical Trial?

bit.ly/FBandCT

2. How Will mHealth 

Transform Clinical Trials?

bit.ly/mHealthTransform 

3. mHealth and Big 

Data Tech Can Improve 

Data Quality

bit.ly/mHealthBigData

Our top 3 most-read 

LinkedIn posts:

1. Top 6 Reasons for 

Phase III Trial Failures

bit.ly/1UZiTj1

2. Challenges to 

Implementing mHealth

bit.ly/mHealthChallenges

3. Is There a Link 

Between Recruitment 

and Social Media? bit.ly/

RecruitingSocialMedia

eNewsletters
ACT Direct delivers every 

Tuesday and ACT Social 

Media Trends will deliver 

8/26, 9/9, 9/23, and 

10/14. Oncology, RBM, 

Patient Engagement, 

and Regulatory are 

special topics that alter-

nate every Thursday.

Subscribe at 

bit.ly/NBvcNx to receive 

directly to your inbox.

Clinical Trial Recruitment in the Digital Era

Visit bit.ly/ACTrecruitment for the full version of this article

eBooks
The latest eBook from Applied Clinical 

Trials is Risk-Based Monitoring in Clinical 

Trials, our third version. Download 

your copy at http://bit.ly/1dYOks5

Webcasts
From our OnDemand Webcasts archive, regis-

ter to watch “eSource—Easier than you Think.” 

This webinar will provide summary results 

from a comprehensive survey on eSource con-

ducted by Applied Clinical Trials (in collaboration 

with OmniComm Systems). Among the areas 

highlighted will be opportunities for adoption 

in the light of current regulatory guidance. 

Register for free at: http://bit.ly/1CEPFA0

eLearning

Don’t know, 4%

No, 31%

Yes, 66%

Source: ISR’s CRO Quality Benchmarking - Phase II/III Service Providers

CRO Quality Benchmarking
ÒDoes your company have formal preferred provider agreements for 

Phase II/III services?Ó

Two-thirds of respondents relay that their company 

uses formal preferred provider agreements for its 

Phase II/III work. However, when these data are exam-

ined by company size, it becomes obvious that large 

sponsor companies rely on these lists much more so 

than their smaller counterparts.  

ES651084_ACT0815_006.pgs  08.04.2015  23:49    ADV  blackyellowmagentacyan



eClinicalOS® is a registered mark of Merge Healthcare Incorporated. © 2015 All rights reserved.866.387.4257  |  eClinicalOS.com

Scalable Cost Management
Talk to us about running trials with exceptional  

EDC at the most competitive price.

  

Class-Leading, Modular Capabilities
Build full, robust EDC or integrate modules like Endpoint  

Adjudication or Randomization.

  

Easy To Use, Faster To Deploy
Reduce training costs and gain competitive advantage  

through faster implementation.

Have Trials
Take Flight
Visit eClinicalOS.com to get started

ES650872_ACT0815_007_FP.pgs  08.04.2015  19:04    ADV  blackyellowmagentacyan



8    APPLIED CLINICAL TRIALS   appliedclinicaltrialsonline.com August/September 2015

NEWS

V I E W  F R O M  W A S H I N G T O N

R
egulators and sponsors increasingly 

are looking at the experiences and 

recommendations of individuals suf-

fering from a disease or condition in de-

veloping and testing new therapies, and 

new legislation and user fee initiatives are 

poised to further this approach. A more 

formal patient-focused drug development 

(PFDD) framework was established by the 

2012 FDA Safety & Innovation Act (FDA-

SIA), and the Prescription Drug User Fee 

Act (PDUFA V) has provided support for 

incorporating patient viewpoints into a 

clearly articulated benefit-risk assessment 

of emerging treatments. Sponsors ap-

plaud this model, in that clear patient ac-

ceptance of greater risks of adverse events 

or limited efficacy in a new therapy can 

support greater leniency in FDA approval 

decisions.

The role of patients in shaping clinical 

research may be strengthened further by 

the “21st Century Cures” legislation, which 

gained House approval last month due 

to strong support from some 250 patient 

groups, as well as hundreds of research 

organizations, medical societies, and bio-

pharma companies. The bill establishes 

a “structured framework” to more fully 

incorporate patient experiences in con-

sidering a drug’s benefits and risks, while 

also aiming to expedite new drug approv-

als through biomarker qualification, in-

centives for developing antibiotics and 

treatments for rare diseases, and speedy 

designation of breakthrough drugs. The 

Association of Clinical Research Orga-

nizations (ACRO) also cites specific pro-

visions in the bill to modernize clinical 

trials, namely, enhancements in the clini-

caltrials.gov website, streamlined institu-

tional review board processes, and sup-

port for data sharing.

More fee support

The House measure now will be debated 

and revised in the Senate, a process that 

could extend to next year and become 

enmeshed in efforts to renew FDA user 

fees in 2017. FDA launched the PDUFA VI 

negotiating process with a public meeting 

in July; regular discussions with industry 

begin this fall, along with monthly meet-

ings with patient, consumer, and health 

professional groups to hear their views on 

relevant issues.

A main topic on the PDUFA VI agenda 

is to more systematically incorporate pa-

tient views into drug development from 

early discovery through clinical testing 

and regulatory approval. FDA expects to 

discuss strategies for advancing the sci-

ence of patient input and methodologi-

cally sound approaches for shifting from 

PFDD meetings to a more systematic col-

lection of the experiences of people living 

with a disease, said Theresa Mullin, direc-

tor of the Office of Strategic Programs 

(OSI) in the Center for Drug Evaluation 

and Research (CDER), at the June annual 

meeting of the Drug Information Asso-

ciation (DIA). Mullin noted interest from 

sponsors and disease groups in devising 

new approaches for capturing and com-

municating patients’ experiences on dis-

ease burden over time.

More disease meetings

Meanwhile, FDA is continuing to hold 

PFDD meetings with patient groups to 

discuss disease burden and treatment op-

tions for specific conditions. The agency 

has held 14 PFDD meetings since 2013, 

addressing conditions ranging from lung 

and breast cancer to hemophilia and 

Chagas disease; three more sessions are 

scheduled for this fall, and seven more 

in 2016-2017. FDA announced last month 

that those final meetings will consider 

autism, alopecia areata, hereditary angio-

edema, organ transplant patients, psoria-

sis, neuropathic pain, and sarcopenia.

FDA looks to these sessions to ask pa-

tients about which symptoms have the 

greatest impact on daily life, how well cur-

rent therapies treat significant symptoms, 

what an ideal treatment would look like, 

and what most spurs individuals to use 

a treatment or to participate in a clinical 

trial. PFDD meetings have been relatively 

small, Mullins commented, but have led 

to revisions in CDER policies and to new 

FDA guidance on developing treatments 

for certain diseases and to new patient-re-

ported outcomes (PRO) tools. A compen-

dium of PROs is scheduled for publication 

by FDA in September; it will list PROs that 

have been identified as important to pa-

tients and whether these have been used 

to support labeling claims.

Sponsors find that the PFDD program 

have encouraged earlier interactions 

with patient groups, which can facilitate 

subject enrollment in clinical trials and 

help identify relevant clinical endpoints, 

noted Mary O’Donovan, executive direc-

tor of BioMarin Pharmaceuticals, at the 

DIA conference. Pre-FDASIA, sponsors 

often did not hear patient viewpoints 

until advisory committee meetings; now 

such engagement occurs well before 

those sessions.

Looking ahead, O’Donovan expects 

PDUFA VI to further industry engage-

ment with patients and to provide more 

resources to support PFDD meetings 

and better systems for identifying suit-

able patient representatives for advisory 

committees and other FDA programs. 

A white paper from the Biotechnology 

Industry Organization, which is chang-

ing its middle name to “Innovation”) 

describes the value of PFDD meetings. 

It (see  https://www.bio.org/fdawhitepa-

per) advises sponsors to start a dialogue 

with patient representatives early in de-

velopment in order to establish a com-

plete benefit/risk framework by the end-

of-Phase II meeting with FDA that can 

help shape Phase III studies.

— Jill Wechsler

Patients Gain Added Prominence in Shaping R&D
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D A T A  A N A LY S I S

A
fter almost a decade of the European 

Union’s pediatric regulation and nearly 

2,000 submitted pediatric investiga-

tion plans (PIPs), attention must now shift 

to the continued problems that can result 

in delayed access by children to inno-

vative medicines, according to the Drug 

Information Association (DIA), European 

Forum for Good Clinical Practice (EFGCP), 

and European Medicines Agency (EMA).

“Pediatric needs are recognized as an 

integral part of drug development, with 

the inclusion of children now accepted as 

standard procedure. However, challenges 

remain,” the three groups noted in a joint 

statement in advance of their annual pe-

diatric conference, to be held in London 

October 1-2.

To overcome these challenges, the 

groups believe more international col-

laboration is vital, particularly between 

the EMA and FDA. They call for more 

discussion about convergence on tim-

ing between the EU and U.S., as well as 

the greater use of extrapolation, model-

ing, and simulation techniques and the 

implementation of adaptive pathways.

The main goal of the London confer-

ence is to promote interaction between 

the EMA’s pediatric coordinators and 

members of the Paediatric Committee 

(PDCO), plus other stakeholders inter-

ested in pediatric drug development. The 

views of patients and healthcare profes-

sionals will be presented, along with re-

ports based on practical experience. 

Other objectives are to update del-

egates on current pediatric regulatory 

requirements, scientific and operational 

success and challenges, to share experi-

ences with regulatory authorities, aca-

demia, and industry, and to discuss the 

long-term vision, challenges with imple-

mentation, and potential ways to improve 

processes for pediatric drug development.

There will be an update on PDCO/EMA 

initiatives and a Q&A session on regula-

tory issues. Also, the perspective of a con-

tract research organization (CRO) will be 

provided on the feasibility of, and hurdles 

facing, pediatric trials. A panel discussion 

will elaborate on the need for early pedi-

atric interaction and look back at a decade 

of pediatric legislation, and plenary lec-

tures will concentrate on innovative pe-

diatric plan design and facilitating data 

sharing, extrapolation, and clinical trial 

design/modeling and simulation, look-

ing at new approaches in ICH E11.

— Philip Ward

More Collaboration Sought in Pediatric Drug Development

A
n increasing amount of public data 

on clinical trial research has become 

available, including ClinicalTrials.

gov and Open Payments. In addition, 

Europe has developed equivalent data-

bases, or is in the process of developing 

them. The FDA has made its global site 

audit results available for some time 

to the public. The number of audits in-

creased substantially, growing from 

1,185 in 2008 to 10,264 in 2013, the last 

full year available. The summary results 

do indicate that up to 2010, the FDA 

increased the number of audits outside 

the U.S. However, since 2011, the per-

centage of sites audited outside the U.S. 

has remained stable at 26% to 28%.

The FDA reports results in three catego-

ries: no action indicated (NAI), official ac-

FDA Audits and Protocol Complexity

Source: FDA.gov, BIMO Inspection Classification Database, March 2015

FDA Audit Results

tion indicated (OAI), and voluntary action 

indicated (VAI). Since 2008, there has been 

virtually no change in the audit results.

— Harold E. Glass, PhD
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Quality Metrics for Clinical Trials

F
inding ways to effectively and effi-

ciently manage quality is one of the 

central issues faced by clinical de-

velopment teams today. A great deal 

of effort is devoted to associated pro-

cesses, systems, and metric collection, 

and analysis. However, the industry still 

struggles when it comes to measuring 

quality, making it difficult not only to 

ascertain whether adequate quality is 

being achieved, but also to verify that 

processes designed to promote qual-

ity are doing so. To that end, Pfizer and 

The Avoca Group recently collaborated 

on a review of Pfizer’s quality metrics 

and related procedures, with the goal 

of implementing a framework for the 

oversight and analysis of clinical trial 

quality.

At the outset of the project, Pfizer’s 

strengths in this area included: a com-

prehensive set of existing metrics; an 

infrastructure for metric aggregation; 

defined responsibilities for process-

oriented metrics; strong senior man-

agement support for the idea of a more 

efficient approach; and a high level of 

motivation throughout the organiza-

tion. Issues to be dealt with as part 

of the consulting project included the 

following:

• The existing catalog of “qual-

ity metrics” focused on 

process/“compliance” metrics (“was 

a task performed?”), with relatively 

little representation of “outcome” 

metrics (“did we achieve adequate 

quality?”)

• There was no clear definition of “qual-

ity metrics” that differentiated these 

from “operational metrics.”  

• The metrics were not organized into a 

conceptual framework that provided 

an understanding of the purpose 

of each metric, the expected rela-

tionships between metrics, and the 

level(s) at which each metric should 

be reviewed and actioned, nor did 

the process for introduction of a new 

metric involve a systematic evalua-

tion of any of these factors. 

• Numerous, and often unsuitable, 

metrics were being reviewed by too 

many parties, resulting in a burden-

some and inefficient review process. 

For example, since most metrics 

were presented only at the study 

level, reviewers beyond the study 

management level (e.g., program 

and resource management) found it 

challenging to access metric data in 

a manner that directly spoke to their 

accountabilities. 

• Methods for continuous data analysis 

that would identify meaningful trends 

in metrics, as well as relationships 

between metrics, were underutilized. 

For example, there was no systematic 

approach to examining either the fit-

for-purpose of the metrics themselves 

(do they predict what they should?) or 

the rationale for action thresholds.

• Given Pfizer’s large quantity of metric 

data, the underdeveloped analytic 

strategy represented substantial 

untapped potential for predictive 

modeling and ultimately, for process/

resource optimization strategies.

To address these issues, The Avoca-

Pfizer team developed an overarching 

strategy for Pfizer’s quality metrics. 

Framework for organization of 

quality metrics

To meet Pfizer’s needs, The Avoca Group 

sought to develop a framework for the 

organization of Pfizer’s quality metrics 

based on the fundamentals of the defi-

nition of quality. This framework was 

intended to define a core set of quality 

outcomes that required management, 

and then to classify Pfizer’s metrics 

such that each bore a defined relation-

ship to one or more of these outcomes. 

Classification of metrics into this frame-

work was intended to:

• Ensure that Pfizer’s suite of quality 

metrics contained the most important 

things that needed to be measured.

• Expose excess or poorly designed 

metrics (i.e., those that weren’t truly 

quality metrics but rather operational 

metrics or that weren’t designed in a 

fit-for-purpose manner).

• Promote the development of more 

targeted and rational review pro-

cedures, with clear drill-up (to “up-

stream” metrics) or drill-down (to 

“downstream” metrics) cascades for 

analysis of status/issues and for pro-

active (e.g., risk) management.

An added benefit was that the frame-

work would also provide a structure for 

organizing other (non-metric) quality-re-

lated findings (e.g., textual information 

about SOP deviations, audit findings, 

etc.), thus allowing various sources of 

information to be logically assembled 

so as to promote comprehensive evalu-

ation of quality management findings.

The first task in developing this 

framework was to define quality met-

rics in a way that distinguished these 

from other types of metrics (e.g., opera-

tional), and thus set bounds around the 

framework and the catalog.

MORE ONLINE: To read about the 

remaining steps involved in framework 

design—including  the establishment of 

three specific quality metrics categories 

(outcome, predictor, and contributor)—

as well as Pfizer’s initial implementation 

of the strategy, view the full report here: 

http://bit.ly/1h8juiY.  

— Denise Calaprice-Whitty, Senior Consul-

tant, The Avoca Group; Jonathan Rowe, Head 

of Clinical Quality Performance Management, 

Pfizer
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W
ith Europe’s chief architect of 

health policy approaching his 

first anniversary in office, it is 

a good time for assessing per-

formance and refining the definition 

of objectives. And that is just what the 

European health commissioner, Vyte-

nis Andriukaitis, did as the Brussels 

summer rose to a brief peak in July.

Outlining his “aspirations and 

hopes” for the four years that he is 

due to remain in post, the commis-

sioner placed most of his emphasis 

on prevention in a set-piece speech 

he delivered to a Brussels think tank. 

At first glance that may not appear 

to throw much light on his ambitions 

for the activities that preoccupy most 

readers of this publication—clinical 

trials, research and development, di-

agnosis and treatment, product au-

thorization, and, arguably, pricing and 

reimbursement.

Perhaps not so surprising. Because 

although Andriukaitis is titular head 

of health policy, his role is circum-

scribed by the underlying constitution 

of the EU: its treaty. Healthcare sys-

tem reform is, he admitted openly, “a 

responsibility of the member states.”

Maximizing his role

But the commissioner is determined 

to maximize his role—and that could 

have a positive impact, too, on those 

whose job is designing, developing, 

Europe’s Health Chiefs Look 
Ahead on Drug R&D
Officials tackle such 
areas as patient access 
and personalized 
medicine

and delivering care. “I want to see real 

results at the end of my mandate, not 

only talk,” he said, citing his tangible 

achievements as a practicing physician 

for 27 years, as a member of the Lithu-

anian parliament, and as his country’s 

health minister. “I produced practi-

cal solutions, and I want to believe 

that I have an added value at the EU 

level,” he insisted. So he has commit-

ted himself to “striving for health to 

be included in all policy areas, and en-

suring that the European Commission 

puts the health of European citizens 

first.”

Andriukaitis’ focus was on “healthy 

citizens, efficient and equitable health 

systems, and a thriving health sec-

tor.” And he did not shy away from the 

recognition that this needs expendi-

ture—but he made it clear that he re-

gards health expenditure not as a cost 

but as an investment. It is time, he 

said, for “a serious discussion about 

economic language.”

It is also time, he said, for govern-

ments to pay more attention to early 

access to screening, diagnosis and 

treatment, and vaccination, he said. 

He has already launched an expert 

study assessing health systems per-

formance across the member states, 

which is developing tools to influence 

policy-making at national and Euro-

pean levels, with a focus this year on 

quality of care.

Access to medicines

The commissioner is also responding 

to what he sees as “an increasing inter-

est among member states to reflect 

jointly on how to increase patient ac-

cess to innovative medicines and foster 

discussion on pricing.” That is almost 

certainly good news for drug develop-

ers dismayed at Europe’s increasingly 

evident confusion over pricing and re-

imbursement. And the good news is 

further embellished by his commitment 

to “promote cooperation among mem-

ber states on health technology assess-

ment.” The situation won’t change dra-

matically tomorrow, but a start to some 

more coordinated thinking on these 

most thorny of issues is long overdue. 

And it cannot do any harm that Andriu-

kaitis is—as he says— “ready to sup-

port such reflections.”

There is also some potentially good 

news in the commissioner’s attach-

ment to creating a series of centers 

of excellence for highly-specialized 

healthcare providers—known as Eu-

ropean Reference Networks. A major 

conference in Lisbon in October will 

spell out just where progress is being 

made, and an invitation will be issued 

early next year for organizations to 

sign up to the scheme. Ultimately, this 

could provide some top-level treat-

ment centers combining the best of 

Europe’s often scattered expertise, 

with a positive impact on drug de-

Peter O’Donnell

is a freelance journalist who 

specializes in European 

health affairs and is based 

in Brussels, Belgium.

To see more View From Brussels articles, visit 

appliedclinicaltrialsonline.com

It is time, Andriukaitis 

said, for governments to 

pay more attention to 

early access to screening, 

diagnosis and treatment, 

and vaccination. 

ES650832_ACT0815_014.pgs  08.04.2015  16:00    ADV  blackyellowmagentacyan



appliedclinicaltrialsonline.com   APPLIED CLINICAL TRIALS    15August/September 2015

NEWS

V I E W  F R O M  B R U S S E L S  

velopment and delivery. “Cooperation 

across national borders will serve 

to spur innovation in healthcare,” he 

predicted.

The commissioner’s forthright com-

mitment to tackling antimicrobial re-

sistance also bodes well for drug de-

velopers. He promised to review what 

the EU can do to remedy the defi-

ciencies in antibiotics, and undertook 

to continue the Commission’s active 

involvement on the issue “internation-

ally, including through G-7, WHO, and 

other organizations.”

For the record, he also noted what 

he had been doing over the past 

year—notably helping tackle Ebola 

virus in Africa, confronting the health 

challenges raised by migration, and 

exploring the health dimension of the 

EU’s new strategy to create a digital 

single market—including e-health, 

telemedicine, electronic prescriptions, 

and mobile health applications. And 

for this, he added, the EU dilemma 

over data protection “must be ad-

dressed without delay.”

But Andriukaitis concluded with a 

plea—one that the clinical trial com-

munity might like to take account of: “I 

am here to drive the issues at a Euro-

pean level, but the discussions have to 

make their way through you as well. ... 

I am here to steer the policy but I can-

not do it alone.”

Luxembourg leadership

There were some further signals of 

things to come—although over a 

shorter time frame—when the newly-

appointed president of the EU council 

of health ministers (regular readers 

will recall the bizarre EU custom of 

rotating the council presidency every 

six months—it is Luxembourg until 

December) briefed the European Par-

liament just days later on plans for 

the rest of this year. Lydia Mutsch, the 

Luxembourg health minister, empha-

sized the importance of innovation, 

Lydia Mutsch, the president of the EU council of health ministers, recently briefed the 

European Parliament in Brussels on the importance of patient-centered innovation, includ-

ing related efforts in personalized medicine.

and particularly patient-centered in-

novation.

She focused on personalized medi-

cine; the presidency already held a 

conference on this at the start of the 

month, and Mutsch said the aim is 

to build on the messages from that 

meeting to produce formal conclu-

sions at the meeting of health min-

isters in December. Innovation, she 

said, should be integrated into clinical 

practice so everyone can obtain ac-

cess to advanced personalized medi-

cine. Prospects for this are enhanced 

by the fact that the Dutch presi-

dency—which will follow the Luxem-

bourgers for the first half of 2016—

also plans to focus on innovation in 

medicines.

Presidency conference

The conference was entitled “Making Ac-

cess to Personalized Medicine a Reality 

for Patients,” and its avowed aim was to 

assess the obstacles to integrating per-

sonalized medicine into Europe’s health-

care systems.

The Luxembourg initiative has won 

praise and support from the Euro-

pean Alliance for Personalized Medi-

cine, which has already scheduled an-

other conference on the theme for next 

spring—during the Dutch presidency of 

the council. Mary Baker, of the European 

Brain Council and a leading figure in 

EAPM, underlined the need for collabo-

ration “to help speed a process that cur-

rently takes a medicine around 13-and-a-

half years to get from bench to bedside.”

Maggie de Block, Belgium’s Minister 

of Public Health, added her support, 

too. She said that developing personal-

ized medicine is not only a challenge 

for scientists and innovators, but also 

a call for creative policymakers to in-

troduce more effective early diagno-

ses, and safer and better tailored treat-

ments for patients.

As the saying goes, one swallow 

does not make a summer. But there 

is some consolation to be derived 

from the readiness of at least some of 

the EU’s top people on health to look 

ahead at medicines development.
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B
y now there are few individuals 

remaining in the clinical research 

enterprise who are not familiar with 

the concept of patient-centric drug 

development and the many tactics and 

initiatives to support it. The mission is 

to engage patients and the healthcare 

community as partners and to engender 

in them a sense of connection and 

ownership in the success of new medical 

treatments. There are four core principles 

that frame the growing arsenal of patient-

centric initiatives:

1. Relevance: Patient-centric research 

targets unmet medical needs identified 

in collaboration with, and based 

on input from patients and their 

healthcare support network.

2. Pragmatism: R&D agendas and trial 

designs recognize real-life patient and 

healthcare community needs.

3. Feasibility: Trials minimize the 

burden of study participation and are 

supported by initiatives that improve 

convenience.

4. Interactiv ity/Participation: The 

planning and execution responds to 

the patient’s voice, receives support 

from the patient community, and gives 

the patient community an opportunity 

to be actively involved and respected 

partners throughout the research 

process.

Through adherence to these principles, 

patient-centric drug development strives 

to minimize non-critical research activity 

and support the sharing of precompetitive 

information and drug development 

risk among a broader community of 

external partners (e.g., academic and 

basic research groups, co-development 

sponsors, development operations 

alliances, and patient advocacy groups). 

Clinical research professionals look 

to conduct not only great science, but 

also more feasible trials that enhance  

volunteer participation experiences and 

reduce the burden of participation. In this 

approach, contract research organizations 

(CROs), sites, healthcare providers, and 

payers each play important roles as R&D 

partners and supporters helping to ensure 

that the four core principles are upheld.

During the past 24 months, a large and 

growing number of companies have turned 

their attention to piloting initiatives that 

touch all areas of the drug development 

continuum of activity. Regulatory agencies 

and quasi-regulatory groups such as the 

Clinical Trials Transformation Initiative 

(CTTI) and the Patient Centered Outcomes 

Research Institute (PCORI) have been 

involved in soliciting patient input to 

define meaningful study endpoints and in 

establishing broad guidelines for patient 

engagement, respectively. 

A rising number of biopharmaceutical 

companies are beginning to solicit patient 

input into specific study designs through 

the use of patient advisory boards, 

one-on-one interviews, crowdsourcing, 

and social media. Sponsors and CROs 

are evaluating and piloting approaches 

designed to make study participation 

more convenient, including the use of 

telemedicine, home nursing networks, 

direct-to-patient platforms, and wearable 

technologies. Sponsors are also routinely 

disseminating lay language non-technical 

clinical trial results summaries to 

volunteers at the completion of studies.

Possible ROI measures

As clinical teams begin implementing 

patient-centric initiatives across multiple 

studies, it will be beneficial to centrally 

monitor and coordinate activity. Doing 

so will promote greater awareness 

within the organization and will better 

assist in communicating lessons learned 

from earlier implementations and from 

peer companies. This central function 

or mechanism, with the assistance of 

internal patient-centricity champions, can 

also play a key role in deriving consensus 

metrics to evaluate the impact of various 

initiatives on organizational and study-

level processes and performance.

Ret ur n  on  inve s t ment  (ROI) 

expectations need to take a reasonably 

long-term view. Clinical teams and their 

partners need time to gain experience 

with patient-centric initiatives, learn from 

mistakes, and refine their use. Benchmark 

measures from multiple representative 

studies should be gathered two to three 

years pre- and post-implementation of 

initiatives. Stakeholders have been using 

a number of key implementation and ROI 

metrics to measure three broad areas: 

reach; patient/study volunteer feedback; 

and performance.

Reach measures

Reach measures are typically quantitative. 

Their primary purpose is to assess the 

extent of adoption and usage within 

organizations and the number of 

patients and study volunteers who have 

participated in a given initiative. Internal 

reach measures include:

• The total number of initiatives being 

Kenneth A. Getz

MBA, is the Director of 

Sponsored Research at 

the Tufts CSDD and 

Chairman of CISCRP, both 

in Boston, MA, e-mail: 

kenneth.getz@tufts.edu

ROI for Patient-Centric 
Drug Development 

While still in the early 
days, key metrics 
can be collected in 
three broad areas
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piloted or implemented within a 

particular time frame.

• The number of studies for which a 

specific initiative has been piloted or 

implemented.

• The total number of initiatives in 

planning stages within a particular 

time frame.

• The total number of studies for which 

a specific initiative is planned within a 

particular time frame.

• The total number of studies for which 

all patient-centric initiatives have been 

completed within a particular time 

frame.

• The total number of studies for which a 

specific initiative has been completed 

within a particular time frame.

External reach measures include:

• The total number of patients/study 

volunteers reached by all patient-

centric initiatives within a particular 

time frame.

• The total number of patients/study 

volunteers reached by a specific 

initiative across all studies in which it 

was implemented within a particular 

time frame.

• The total number of patients/study 

volunteers reached by each specific 

initiative in a given study.

Patient/study volunteer feedback

Primarily qualitative in nature, many 

companies have added a few quantitative 

feedback measures to the mix. Their 

purposes are to assess subjective reports 

of satisfaction; sense of involvement 

in a given study or in association with 

a specific initiative; and the perceived 

relevance of specific trials. Quantitative 

measures have sought to show how well 

patient/study volunteer participation 

is facilitating change. Patient/study 

volunteer feedback measures include:

• Ratings (e.g., “Very,” “Somewhat,” 

“Not Very,” “Not at All”) of overall 

satisfaction among participants in a 

particular study.

• Aggregate ratings (e.g.,  “Ver y,” 

“Somewhat,” “Not Very,” “Not at 

All”) of overall volunteer satisfaction 

across multiple studies in which 

patient-centric initiatives have been 

implemented.

• Comparison of pre- and post ratings 

of volunteer satisfaction between 

multiple studies that did, and did not, 

implement patient-centric initiatives.

• Ratings (e.g., “Very,” “Somewhat,” “Not 

Very,” “Not at All”) of the impact that 

specific patient-centric initiatives had 

on study volunteer attitudes about 

aspects of the participation process 

(e.g., ease of understanding the 

informed consent form; convenience of 

study visits and procedures) compared 

with those studies that have not 

implemented initiatives.

• Ratings of perceived relevance or 

importance of studies that have and 

have not solicited patient input into 

study design, to understanding disease 

conditions and addressing unmet 

medical needs.

• Total number of protocol design and 

schedule of assessment changes that 

have been made as a result of patient/

study volunteer feedback.

• Total number of changes that 

have been made to clinical trial 

communications as a result of patient/

study volunteer feedback.

Performance

Performance measures are quantitative 

and they largely compare studies that do 

and do not include use of patient-centric 

initiatives. Many organizations are using 

consensus metric definitions developed 

and compiled by the Metrics Champion 

Consortium (www.metricschampion.org). 

The primary objectives of these measures 

are to gather hard outcomes data 

demonstrating improvements in feasibility 

and convenience. Performance metrics 

include:

• Screen failure rates.

• Number of procedures per visit.

• Number of protocol amendments.

• Number of missed visits.

• Number of study volunteers who drop 

out prematurely for reasons other than 

adverse/serious adverse reactions.

• Number of study volunteers completing 

participation as a percentage of those 

who enrolled.

Areas of resistance

Some are already discounting patient 

centricity as simply a “buzz-worthy” label 

for practices that certain professionals 

have long embraced. There is some basis 

for this view. However, the major difference 

is that this is the first time where broad 

consensus has been reached among 

stakeholders throughout the clinical 

research enterprise and where there is 

widely shared motivation to change.

Some have raised concern that the 

patient-centricity movement will result in 

the incremental addition of new practices 

and solutions onto already overburdened 

and demanding scientific and operating 

processes. In order for patient centricity 

to succeed, clinical research professionals 

will need to challenge, rethink, and redo 

certain conventional processes using the 

four-core principles as a guide. 

Critics fear that the patient-centricity 

movement is inviting too many cooks. 

Some professionals are reluctant to invite 

yet another voice to the table for fear that 

patients, healthcare payers, and providers 

will be hard to accommodate and will 

introduce more complexity. Others hold 

the traditional view that physicians and 

scientists know what is best for their 

patients and study subjects. Sponsors 

and CROs will need to set expectations 

among all stakeholders that all input is 

valued but that scientific integrity and 

safe and ethical principles must be met. 

Sponsors and CROs will also need to 

establish new processes that enable them 

to solicit and prioritize ideas and input.

It is still the early days and there is 

limited data demonstrating the extent and 

impact of patient-centric initiatives. As 

more is learned, select initiatives will take 

hold and many will not. At a minimum, 

the patient-centricity movement is 

inspiring the drug development enterprise 

to challenge and transform the traditional 

drug development paradigm by putting 

the patient at its core.
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Developing & Optimizing a 
Logical Sourcing Strategy
Lee S. Scheible, Chris Bodurow, PhD, Karin Daun

A
s the biopharmaceutical industry contin-

ues to move down an outsourcing path, 

it is essential that logical sourcing strat-

egies and operational processes exist 

and align with corporate strategy. This 

alignment will ensure desired outcomes are 

realized, such as shorter timelines, enhanced 

trial enrollment, and reduced overall costs while 

maintaining quality. Sponsors are often so fo-

cused on specific clinical deliverables that they 

often overlook the essential need for sourcing 

strategies, detailed deliverable specifications 

along with robust operational and oversight pro-

cesses. In a report by Booz & Company based 

on interviews with top-20 pharmaceutical com-

panies, it found that while sponsor companies 

have expanded their level of outsourcing and 

embraced deeper and more integrated third 

party organization (TPO) relationships, sponsors 

have done so without carefully thinking through 

the necessary support mechanisms and without 

aligning their outsourcing and corporate strate-

gies.1 This lack of proper planning and oversight 

can often lead to operational efficiency, quality, 

and regulatory issues as regulatory bodies are 

now heavily focused on TPO oversight. This arti-

cle discusses the essential steps for developing 

and implementing a logical sourcing strategy.

Step 1: Developing a logical sourcing 

strategy (what is needed and when)

In order to have a truly logical and effective 

sourcing strategy, the sponsor must first have 

a clear understanding of its current and near 

future portfolio. This includes not only under-

standing therapeutic area needs, but also un-

derstanding the portfolio at the compound and 

trial levels, including trial volume and design. 

A logical sourcing strategy must be developed 

that provides f lexibility in order to meet a 

variety of therapeutic study designs and com-

pound-development needs while also ensuring 

consistency, quality, and timeliness of data and 

clinical processes, ultimately ensuring patient 

safety, data integrity, and the on-time delivery 

of the portfolio while controlling developmen-

tal costs. 

A portfolio analysis is needed initially to 

develop the initial strategy, and then periodi-

cally in order to proactively plan and adjust the 

sourcing strategy as the portfolio changes. The 

analysis should be conducted over a suggested 

three-year time span in order to proactively set 

the sourcing plan and to ensure that the proper 

number and types of vendors are selected to 

meet the projected work volume. Contingency 

plans may easily be added to the overall strat-

egy to buffer for any sudden portfolio shift. 

Critical trial criteria for successfully conducting 

the study need to be determined in order to 

fully understand the true clinical and sourcing 

needs for each trial type making up the port-

folio. Trial types might include trial phase (IA, 

IB, IIA, III, etc.), trial size, complexity, specialty 

design needs (i.e., adaptive design) and regis-

tration needs. 

The four essential steps to ensuring optimal clinical 
deliverable specifications and process controls. 
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The critical trial criteria might include clinical exper-

tise, operational expertise, access to patients, investiga-

tor connectivity, site interface, recognized areas of thera-

peutic expertise, geographical presence, service capacity, 

timeliness, and strategic advantage. See Table 1 for an 

example of a critical trial criteria table.

Vendor and sourcing model analyses are now needed 

to align with the previously determined portfolio needs. 

Vendor models would include the larger, full-service con-

tract research organization (CRO), the smaller specialized 

niche CRO, and the full-service clinical network. Sourcing 

models such as full (or project), functional (or process), 

and role-based sourcing also should be compared and 

aligned to the portfolio needs. The detailed analysis 

information needs to be collected using a request for in-

formation (RFI) process. It is crucial that a well-designed 

RFI document with specific questions measuring for criti-

cal trial criteria, cross-functional services, vendor capa-

bility, and capacity is utilized to ensure an accurate ven-

dor and sourcing model analysis is performed. Questions 

seeking the same information should also be placed in 

multiple sections of the RFI document to serve as an 

accuracy check. The RFI document should also include 

standardized definitions and data collection templates 

to ensure data entry consistency. The RFI data collection 

process should be a completely web-based process with 

data aggregation, filtering, and reporting functionality. 

The RFI should be reviewed by a cross-functional analysis 

team to ensure that an accurate vendor model analysis 

occurs in order to ensure optimal trial-model alignment 

within the overall strategy summary. See Table 2 on page 

22 for an example of a vendor capability table.

Analysis of the detailed portfolio and critical trial cri-

teria data compared to the vendor capability data will 

allow for the preparation of a sourcing strategy summary 

including optimal vendor model types and target vendor 

pool numbers used to finalize the vendor pool. The ven-

dor pool numbers are extremely important, ensuring that 

there are not too many vendors not allowing for steady 

stream utilization, but not too few in order to allow for 

portfolio/trial-need flexibility. A Phase I/II adaptive de-

sign trial has very different needs compared to a large, 

global, Phase III registration trial. The summary should 

also be written in a user-friendly manner listing out the 

primary and secondary options or models by therapeutic 

A logical sourcing strategy must 

be developed that provides 

flexibility in order to meet a variety 

of therapeutic study designs and 

compound-development needs.

Critical Trial Criteria Table 

CRITICAL TRIAL CRITERIA FHD PHASE IA NON-FHD PHASE IB, IB/II PHASE IIA, IIB, III, IV 

Clinical oncology expertise *** ** * 

Operational oncology expertise *** ** * 

Access to patients *** ** * (multisite buffer) 

PI connectivity *** ** * 

Site interface *** ** * 

Recognized areas of oncology 

expertise
*** ** * 

Geographical presence Primarily US only Primarily US, but some global Global/US mixture 

Service capacity * ** ***

Timeliness *** ** *

Key Requirements

- Patient safety 

- Timeliness

-  Focused/Direct Communication 

Channels 

- Direct data access

- Oncology CRUs

- Oncology expertise

Same as FHD Ph IA, except

level of severity/need is less 

due to more established dosing/

safety/compound knowledge 

Less oncology expertise b/c 

highest level of dosing/safety/

compound knowledge already 

established

Multisite

Global service capacity

Mid-to-late transition

FHD = First Human Dose        *** = Most Critical

CRU = Clinical Research Unit       * = Least Critical

Source: Scheible et al.

Table 1. An example of a critical trial criteria table for an oncology study.
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Vendor Capability Table

VENDOR 

CAPABILITIES PREFERRED/LARGER NICHE/SMALLER NETWORK 

Clinical oncol-

ogy expertise 

*

(avg = 2 FHD/year)

(Avg = 8 TLs – Total on staff)

(17% Avg. of all onc trials are EP)

**

(avg = 3 FHD/year)

(Avg = 3 TLs – Total on staff)

(39% Avg. of all onc trials are EP) 

***

(avg = 9 FHD/year)

(avg =  100+ TLs – on EPM staff)

(41% Avg. of all onc trials are EP) 

Operational 

oncology 

expertise

**

No  Onc Phase I CRUs

Avg % staff with 5+ yrs. Onc Exp 

= 15%

Avg. CRO service experience = 

18 years

Avg. CRO service trials/year  = 

158 trials

***

No  Onc Phase I CRUs

Avg % staff with 5+ yrs. Onc Exp = 25%

Avg. CRO service experience = 16 years

Avg. CRO service trials/year  = 64 trials

**

Onc Ph I CRUs at 3 out of 4 networks

Avg % staff with 5+ yrs. Onc Exp = 64%

Avg. CRO service experience = 2 years

Avg. CRO service trials/year = 6 trials 

Access to oncol-

ogy patients

*(FHD/IB)  *** (IIA, IIB, III)

Avg = 40 pts/year – FHD only

Avg = 1700 pts/year – early 

phase only

* (FHD/IB)  ** (IIA, IIB, III)

Avg = 50 pts/year – FHD only

Avg = 850 pts/year – early phase only

*** (FHD/IB)  ** (IIA, IIB, III) 

Avg = 120 pts/year – FHD only

Avg = 400 pts/year – Early phase CRU only

Avg = 1000 pts/year – early phase only

Avg = 3000+ new oncology pts in trials/year

Avg = 50,000 oncology pts. treated/year 

(growth potential)

(does not include extended network) 

PI connectivity

*

No direct TL relationships

**

No direct TL relationships

Oncology focused – more attractive/

respected by TLs 

***

(avg =  100+ TLs – on EPM staff; >150 for 

the big 3 networks) 

avg = 300+ TLs – entire network 

(Does not include extended network)

Site interface

*

No  direct site relationships 

**

No  direct site relationships

Oncology focused – more attractive/ 

respected by sites 

*** 

Avg = 125 sites/network

(Does not include extended networks) 

Recognized 

areas of oncol-

ogy expertise

*

Avg tumor types treated: 12 

(expertise is at the site) 

**

Avg tumor types treated: 12

(expertise is at the site)

***

Avg tumor types treated: 17

(expertise is within the network) 

Geographical 

presence
Global Global, but with some limitations Primarily US, but OUS – under development

CRO Service 

Capacity 

***

EP Onc Trial avg = 27 trials/year

Onc  Trial avg = 158 trials/year

Avg # of CRO staff = 900/CRO

Avg. # all Onc CRO trials/CRO 

staff = 0.2

(highly staffed) 

**

EP  Trial avg = 25 trials/year

Onc  Trial avg = 64 trials/year

Avg # of CRO staff = 110/CRO

Avg. # all Onc CRO trials/CRO staff = 0.6

(intermediate staffed)

*

EP  Trial avg =  24 trials/year

Onc  Trial avg = 58 trials/year

Onc CRO service trials avg = 6 trials 

Avg # of CRO staff = 30/network

Avg. # all Onc CRO trials/CRO staff =  0.2

(Network CRO services are new and growing) 

Timeliness 

*

Avg = 3.7 months 

(reg. readiness for a single site) 

**

Avg = 3.1 months 

(reg. readiness for a single site) 

***

Avg = 1.5 months

(reg. readiness for multi  network sites) 

Strategic 

advantage 

Preferred Pricing

Mid to late transition

Service capacity

Service expertise 

Therapeutic expertise

Bundling of work

Geographical breadth

Therapeutic expertise

Access to patients

Process efficiencies with centralized model

Oncology CRUs

Timeliness 

FHD = First Human Dose                                                                                     *** = Highest capability/experience

CRU = Clinical Research Unit                                                                                   * = Lowest capability/experience               

EPM = Early Phase Management

TL = Thought Leader

Source: Scheible et al.

Table 2. An example of a vendor capability table for an oncology study.
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area (if applicable) and trial type, along with a brief jus-

tification explaining the benefits and reasoning of the 

suggested options. To optimize use, the strategy sum-

mary needs to be converted into a very simple, user-

friendly tool. Figures 1 and 2 illustrate examples of a 

user-friendly, logical decision tree and a vendor selection 

consideration tree, respectively. 

Step 2: Implementing using logical operational 

processes (how to make it happen)

In order to optimize the benefit of the sourcing strategy 

and ensure delivery of the portfolio, a logical opera-

tional process flow must be developed and implemented 

consistently across all study teams within the sponsor 

organization. The first key step in the process is the se-

lection of an optimal TPO from the TPO pool based on 

the trial design or program needs. It is recommended 

that both a primary and secondary TPO choice be made 

in case the primary TPO choice has capacity issues or 

competing trials at that time. The selected TPO must 

be checked and verified for proper qualification depen-

dent on which services are being outsourced. It is highly 

recommended that all TPOs or at least the core set of 

primary TPOs within the overall pool be periodically re-

viewed and qualified prior to being assigned a project in 

order to minimize trial startup delays. Periodic portfolio 

reviews are recommended and as the portfolio and sourc-

ing strategy shifts, the TPO pool and qualifications may 

need to adjust as well. Next, a request for proposal (RFP) 

packet must be compiled for the project. The RFP packet 

must include a draft or final protocol, detailed specifica-

tions and operational plan(s) dependent on the services 

being outsourced. These detailed documents are critical 

to ensure optimal TPO comprehension of service expec-

tations, compliance, and ultimately delivery of the key 

deliverables. This includes the development of an accu-

rate service budget/proposal to avoid future trial delays, 

issues, and change orders. Once the final contract and 

budget are negotiated and executed, the project kick off 

meeting may occur where the operational plan is further 

discussed along with the development of mutually agreed 

upon communication and risk plans. Communication 

flow is extremely important to ensure that the trials are 

implemented and managed in an effective and stream-

lined manner. Optimal flow would need to flow from 

function to function, sponsor to vendor, and from vendor 

to vendor, especially if functional/process sourcing is be-

ing utilized to ensure compliance with functional process 

requirements and to avoid duplication and other issues. 

The flow must also be coordinated and facilitated by one 

primary function (i.e., project management or external 

sourcing), though all functional areas will have partial 

ownership. 

Recent publications have reported on a lot of dialogue 

and activity on many fronts on how to improve overall 

Sponsors must conduct ongoing 

portfolio and performance indicator 

reviews to adjust the strategy and third- 

party organization pool accordingly.

Source: Scheible et al.

Figure 1. An example of a sourcing strategy deci-

sion tree tool.

Sourcing Strategy

Source: Scheible et al.

Figure 2. An example of a vendor selection consid-

eration tree.

Vendor Evaluation
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efficiencies in clinical trials and how sponsors may en-

gage properly with their outsourcing partner(s) so that 

efficiencies and cost containment are a priority on both 

sides. Collaborative clinical/technical interactions be-

tween the select vendor pool and the sponsor need to 

occur. These interactions optimally need to occur at the 

portfolio, compound, and trial levels in order to ensure 

logical trial designs and trial placements occur for each 

compound that makes up the overall sponsor portfolio 

and to ensure a priority exists on both sides. Most spon-

sors only interact with their vendors at the trial level. 

In order to allow for proactive resource planning, the 

vendor-sponsor interactions need to occur at the portfo-

lio and compound level. Tables 3 and 4 illustrate both the 

typical and proactive interaction models.

Step 3: Measuring and maintaining through efficient 

control processes (how to ensure it truly happens 

and continues to happen)

Once the project services have been implemented, effec-

tive control processes must be put into place to ensure 

the deliverables are consistently delivered as specified 

in the contract.  The first control process is efficient TPO 

oversight implemented in a manner to maximize qual-

ity while also minimizing sponsor and TPO staff impact 

to help control costs. An oversight plan will be needed 

to ensure consistent implementation across the spon-

sor staff. Functional areas may need to develop separate 

oversight plans or a separate section within an overall 

plan to ensure their unique deliverable requirements are 

being met. Effective oversight needs to include both lag-

ging and leading indicators. Lagging indicators would 

be used to measure historical results telling the sponsor 

how well the TPO has performed, while leading indicators 

would tell the sponsor if its sourcing strategy is effective 

and logical. Lagging indicators may include enrollment-

to-plan and data-transfers-to-plan, while corresponding 

leading indicators might be number of initiated sites, 

countries with FPV, or outstanding monitoring visits 

(backlog). Clinical processes can start to go wrong well 

before the TPO performance turns the lagging indicator 

red. It is crucial that the right indicators be measured, 

Source: Scheible et al.

Table 3. An example of a typical vendor-sponsor interac-

tion model.

Source: Scheible et al.

Table 4. An example of a modified (proactive) vendor-

sponsor interaction model.

Typical Interaction Model Proactive Interaction Model
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paired, and analyzed or investigated to tell an accurate 

performance story—and then acted upon in a timely 

manner by the sponsor to ensure the TPO is performing 

at a level to deliver the trial and justify continued inclu-

sion into the select vendor pool. In addition, positive 

trends need to be continued through shared learning and 

negative trends mitigated through corrective action pre-

ventative action (CAPA) development.  

Indicators must be standardized across all TPOs gov-

erned by the strategy in order to have fair and accurate 

cross-TPO performance analyses. Indicator categories 

might include site selection, regulatory readiness, en-

rollment to plan, financial, dataflow, and compliance. In 

addition, it is recommended that an overall value model 

be developed and tracked along with the performance 

indicators looking at not only TPO performance, but TPO 

service fees and sponsor staff oversight that impact the 

overall value to the sponsor. The actual TPO service fees 

may be easily monitored by tracking the TPO invoices, 

while the actual sponsor staff oversight may be tracked 

using a time entry process (i.e., database, excel sheet) by 

service categories. The goal of the value model analysis 

is not to pick the least expensive TPOs, but rather the 

TPOs with the best overall value. Figure 3 (see page 28) 

illustrates the typical vendor value model.

Two additional areas important to the overall oversight 

plan are quality/compliance management and TPO gover-

nance. Quality /compliance management would include 

ensuring that all TPOs within the TPO pool have been 

properly assessed prior to use for proper procedures 

being in place, staff qualifications, system validations, 

security, privacy, and other key requirements. In order to 

ensure timely project initiations, the TPO pool must be 

qualified at all times and ready for use. To ensure this 

“state of readiness,” periodic reviews of the TPO pool, 

TPO services, service locations, and staffing must oc-

cur. These reviews could be incorporated into a periodic 

portfolio review, since the portfolio needs are directly 

correlated to the TPO pool needs. Thus, as the portfolio 

needs shift, the TPO pool would be reviewed, including 

TPO services, service locations, performance indicators, 

and need for additional assessments. Periodic checks 

for TPO service changes and needs for additional as-

sessment could also be incorporated into the TPO audit 

cycle, which the sponsor’s quality department would 

periodically conduct usually based upon a risk-based 

approach. Quality indicators could also be added to the 

periodic performance reviews as an alert mechanism to 

the sponsor. 

These alerts could be discussed at the TPO governance 

meetings, which are also part of the oversight plan. The 

key to having effective TPO governance is having the 

“right size” governance. Similar to performance indica-

tors, excessive governance can be counter-productive, 

where the resource costs outweigh the benefit to the TPO 

and the sponsor. The key to determine the optimal level 

of governance is to have a risk management plan in place 

to determine the TPO’s relationship impact on the spon-

sor’s portfolio. Key risk factors to consider include work/

project volume, service/project complexity and impact, 

safety and quality impact, budgetary impacts, and com-

petitive advantages. Typical TPO governance levels start 

at the project team operational level, focused on a spe-

cific project, and then escalating to the enterprise opera-

tional level, focused on multiple projects, and, finally, to 

the executive operational level, focused on strategic de-

velopment and efficiency. All of the levels focus to some 

degree on relationship development. The level and inten-

sity of governance (i.e., meeting frequency, length, com-

mittees, communication channels, etc.) all depends on 

the risk determination so that the “right size” is applied.

In order to have effective uptake and compliance to the 

oversight plan and control processes, it is crucial that a 

positive TPO relationship be maintained throughout the 

entire process. TPO relationship management is not easy, 

especially when managing multiple TPOs within the TPO 

pool. The key to a positive relationship is to create and 

maintain a collaborative environment between the spon-

sor and TPO staff. An effective communication plan and 

open channels are the first step to creating a collabora-

tive environment, ensuring that both the TPO and spon-

sor staff is kept updated at all times, making them feel 

like an actual team member. A collaborative approach 

should be utilized for the development of the final, stan-

dardized indicators, so that the TPOs feel they contrib-

uted to the development of logical and fair indicators. 

These indicators will allow for cross-TPO performance 

analysis in a de-identified, confidential format, and all 

trial or project work with the sponsor will be measured 

and analyzed in one standardized manner. 

Not all TPO specific indicator suggestions or requests 

will be met; this point needs to be stressed during the 

collaborative development process. The performance 

indicators must be reviewed on a periodic basis (i.e., an-

nually, biannually) and user feedback collected for defi-

nition and analysis criteria enhancements based on the 

actual cross-TPO performance trends from the previous 

performance period. In addition, as business processes 

It is crucial that the right indicators 

of TPO performance be measured, 

paired, and analyzed to tell an 

accurate performance story.
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change, performance indicators may require additional 

modifications to remain applicable and effective. A final 

point to stress on performance expectations and indica-

tor development is that a sponsor should never expect 

more from a TPO’s performance than it would expect 

from their own performance.

Step 4: Replication using a logical document 

architecture (how to ensure it is all properly 

documented to allow for compliance and 

replication)

A logical, streamlined third party management (TPM) 

document architecture is essential to ensure optimal 

process and deliverable specification comprehension 

and, ultimately, efficient service delivery. All too often 

the sponsor will create very detailed, function-specific 

operational plans and other TPM governing documents 

in silos (i.e., in a specific functional areas like data man-

agement or statistical services) without consideration of 

other functional area impacts. This cross-function over-

sight omission will often lead to conflicting process and 

specification conflicts. Excessive, duplicative details and 

content will often be included in the TPM document(s). 

Over time, as regulations, business processes, and re-

quirements change—leading to needed document revi-

sions—conflicting content will often arise as different 

functional areas update at different times and in different 

manners. These issues clearly illustrate the difference 

between having TPM documents versus a true TPM docu-

ment architecture. A true architecture will consist of mul-

tiple standardized documents that are written in a man-

ner to clearly define, govern, and manage both the work 

and relationship between the sponsor and the TPO. Each 

document that makes up the overall architecture must 

have a clear purpose and proper connectivity among the 

other documents. This will then allow for a logical hier-

archy and standardized content landscape, helping to 

ensure optimal content comprehension and management.

So, how many TPM documents make up a logical ar-

chitecture? The first step to developing a logical archi-

tecture hierarchy is listing out the key content categories 

such as privacy, confidentiality, escalation, governance, 

onboarding, training, and records management, as well 

as several other categories that need to be covered 

within the hierarchy. The category listing needs to be 

developed by a cross-functional team ensuring all func-

tional needs are considered and based upon all TPM 

regulations, requirements, and applicable business pro-

cesses to ensure overall compliance. Once the list is 

reviewed and confirmed by the functions, the next step 

is to determine the logical combinations and overall 

placement of the content categories to ensure wide ac-

cessibility and optimal user comprehension. The over-

arching content landscape and hierarchy, including the 

logical number of documents, will then be finalized, 

always keeping accessibility, comprehension, and compli-

ance in mind. Though architecture consistency across the 

TPOs is extremely important for optimal-user compre-

hension, not all TPO architectures may be exactly alike. 

Lower-volume TPOs may not require an extensive archi-

tecture, such as a high-volume TPO, and thus the sponsor 

needs to determine what approach is optimal for each 

TPO category, always keeping accessibility, comprehen-

sion, and compliance in mind.

Using the content landscape as a guide or road map, 

the cross-functional team would then need to focus on 

the development of logical architecture templates. It is 

essential that key instructions are written in a manner 

that is user-friendly and allows TPO relationship manag-

ers and study teams to convert the templates to TPO-

specific and trial-specific documents. The standardized 

templates would be developed by functional area subject 

matter experts (SME). Once approved, a template owner 

would be assigned to each template in order to ensure 

the templates are periodically reviewed and the content 

maintained as regulations, requirements, and business 

processes change. 

To help ensure proper architecture utilization, and 

maintenance, a content maintenance and change-control 

Source: Scheible et al.

Figure 3. The typical vendor value model.

Value Distribution

All too often the sponsor will create 

very detailed, function-specific 

operational plans and other TPM 

governing documents in silos.
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process must be implemented as 

the architecture is developed. These 

processes are crucial to ensure the 

architecture content does not gradu-

ally drift back into silos, ultimately 

leading to duplicative, conflicting, 

and ambiguous content. In addition, 

a TPO conversion checklist tool or 

process flow mapping all of the con-

version tasks is highly recommended 

to help ensure consistent and com-

pliant implementation. Once TPO-

specific and trial-specific documents 

have been created and finalized, the 

TPO relationship manager (enter-

prise level) and study team (opera-

tional level) would be responsible 

for document content maintenance 

and periodic reviews. It is highly rec-

ommend that all periodic reviews 

and document content decisions are 

recorded and filed in the trial mas-

ter file showing a complete decision 

trail and oversight, in case of future 

audits or inspections.

Centralized storage, maintenance, 

and accessibility are extremely im-

por tant to ensure optimal archi-

tecture utilization and compliance 

across the sponsor and TPO staff. If 

staff is not able to easily access the 

key documents, then compliance will 

be negatively impacted, as well as 

inspection readiness. The end-user 

needs to know where to quickly ob-

tain the most current version of the 

architecture documents and who to 

contact for assistance. Proper archi-

val of previous document versions 

is also extremely important in order 

to have the ability to show the full 

document and oversight history. A 

centralized website with document 

management functionality, includ-

ing proper metadata, which meets 

21CFR Part11 requirements, is highly 

recommended. Proper account man-

agement and, thus, access to the site 

and site folders will also be impor-

tant, so that sponsor staff may ac-

cess all applicable documents while 

TPO staff may only access their TPO-

specific documents for proper con-

fidentiality. Site development and 

validation will be an important step 

to ensure all access and functional-

ity is properly functioning.

Summary

During these changing times as the 

biopharmaceutical industry is facing 

increasing healthcare reform chal-

lenges, sponsors are quickly focus-

ing on the development of a more 

ef f icient clinical research model, 

where sourcing is an essential and 

strategic component. Use of a stra-

tegic, collaborative approach, in-

cluding management of a pre-qual-

ified TPO pool all based upon the 

true portfolio needs, is essential. 

Sponsors must conduct ongoing 

portfolio and performance indica-

tor reviews to adjust the strategy 

and TPO pool accordingly, while 

also enforcing the utilization of the 

strategy across the study teams and 

functions. Development and main-

tenance of proper control and over-

sight processes clearly defined in a 

logical document architecture will 

help to ensure ongoing utilization of 

the overall strategy.       

References

1.  Getz, K. “Peril and Promise of Risk 

Imbalance,” INSIDE Outsourcing 

- Guide to Strategic Outsourcing - 

Trends, Surveys, Analysis (10-16) (Dec., 

2012).

Lee Scheible is an External Sourcing 

Relationship Manager (at the time of 

research); Chris Bodurow, PhD, is a Senior 

Director of External Sourcing; Karin Daun is 

a Director of External Sourcing (at the time of 

research); all with the Development Center of 

Excellence, Eli Lilly and Co.

When you’re passionate about what  
you do, it doesn’t feel like work.

At WCG, we’re more than an IRB; we’re a clinical services  

organization. We’re passionate about protecting others, and  

committed to optimizing the performance of clinical trials.

www.wcgclinical.com/careers.Join the team. Join the revolution.

ES650826_ACT0815_029.pgs  08.04.2015  15:59    ADV  blackyellowmagentacyan



30    APPLIED CLINICAL TRIALS   appliedclinicaltrialsonline.com August/September 2015

CLINICAL TECHNOLOGY 

30    APPLIED CLINICAL TRIALS   appliedclinicaltrialsonline.com

PEER

REVIEW

eSource Records in Clinical 
Research: Keeping it Simple
Jules T. Mitchel, Jonathan Helfgott, Tom Haag, Silvana Cappi, Imogene 

McCanless Dunn, Yong Joong Kim, Joonhyuk Choi, Timothy Cho, Dean Gittleman 

T
here has been a recent thrust within the phar-

maceutical industry to promote the transfor-

mation of the clinical trial process. In 2008, 

the Clinical Trial Transformational Initiative 

(CTTI), a public-private partnership with the 

FDA and Duke University, was established to iden-

tify practices that, through broad adoption, will in-

crease the quality and efficiency of clinical trials. A 

major publication by CTTI of monitoring practices 

has helped to transform the monitoring of clinical 

trials.1

According to the Food and Drug Administra-

tion (FDA) eSource Guidance of 2013: “Electronic 

source data are data initially recorded in electronic 

format. They can include information in original 

records and certified copies of original records of 

clinical findings, observations, or other activities 

captured prior to or during a clinical investigation 

used for reconstructing and evaluating the inves-

tigation.”2 Saying it differently, eSource data are 

original subject data that are collected digitally 

without having to record the data on a piece of 

paper first, and then transcribe it to an electronic 

data capture (EDC) system.

It has been shown by many that changes made 

to the study database as a result of source docu-

ment verification (SDV) affect neither study results 

nor the interpretation of those results.3,4,5 There-

fore, despite the support of regulators, including 

the FDA2,6 and the European Medicines Agency 

(EMA)7, it is difficult to explain 1) why many of 

those managing clinical research operations they 

still respond to a perceived risk, instead of adopt-

ing systematic and scientifically substantiated ap-

proaches for data management and cleaning, and 

2) why there has been tepid adoption of eSource 

solutions coupled with “intelligent” monitoring of 

clinical trials. Perhaps failure to appreciate the wis-

dom contained in the quotes below explains why 

those doing clinical research spend a lot of their 

time on non-productive activities.

• Confucius: “Life is really simple, but we insist on mak-

ing it complicated.”

• Leonardo da Vinci: “Simplicity is the ultimate sophis-

tication.”

• William James: “The art of being wise is the art of 

knowing what to overlook.”

There is broad agreement across the pharma-

ceutical industry that it no longer makes sense 

to collect clinical trial data by writing results and 

observations first on a piece of paper, then to tran-

scribe those data into an EDC system, and then to 

save that paper so that a clinical research associ-

ate (CRA) can check how precisely a person tran-

scribed information from a piece of paper into the 

EDC system. Sadly, we continue to see residual, 

frequent emphasis on checking these transcrip-

tion activities when electronic systems can easily 

eliminate this highly inefficient process. Doing the 

math, moving to electronic systems can provide a 

dramatic return on investment by 1) reducing labor 

costs at the clinical research sites and sponsoring 

companies, 2) reducing travel costs, and 3) provid-

ing improvements in data quality.

In 2006, the Electronic Source Data Inter-

change (eSDI) Group within CDISC issued a paper 

How to satisfy regulatory concerns about EDC data 
integrity and site controls over its source records.
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entitled “Leveraging the CDISC Standards to Facilitate the 

use of Electronic Source Data within Clinical Trials.”8 The 

eSDI document was the product of the CDISC eSDI Initia-

tive, the purpose of which was “to investigate the use of 

electronic technology in the context of existing regulations 

for the collection of eSource data (including that from eDi-

aries, EHR, EDC) in clinical trials for regulatory submission 

by leveraging the power of the CDISC standards, in particu-

lar the Operational Data Model (ODM).” The overall goal of 

the initiative was to make it easier to collect data once in an 

industry standard format.

Eight years later, on Jan. 29, 2014, FDA addressed these 

issues in a webinar reviewing the final guidance for industry 

titled “Electronic Source Data in Clinical Investigations.”6

Presenters included Leonard V. Sacks, associate director, 

Office of Medical Policy (CDER), Ron Fitzmartin, Office of 

Strategic Programs (CBER), and Jonathan S. Helfgott, as-

sociate director for risk science (acting), Office of Scientific 

Investigations (CDER). Clearly, FDA is supporting efforts by 

industry to adopt eSource solutions.

Even earlier, however, in 2010, the EMA GCP Inspectors 

Working Group eSource subteam released the “EMA Reflec-

tion Paper On Expectations for Electronic Source Data and 

Data Transcribed to Electronic Data Collection Tools in 

Clinical Trials.”7 The reflection paper—which is very similar 

in nature to an FDA guidance—was followed up by direct 

exchanges with industry representatives (the Society for 

Clinical Data Management and the eClinical Forum, among 

others). Those discussions are captured in a series of ques-

tions and answers that are frequently updated on the EMA 

website.  

The requirement by EMA of ICH E69 of an independent 

contemporaneous investigator copy (ICIC) of the case report 

form (CRF) has led to numerous and passionate debates 

among the professional and industry associations. The ba-

sic concept of the ICIC is still far from being consistently 

understood and implemented in the different geographies; 

regardless, ICIC has had a considerable impact and has 

brought about an extension of the concept of ALCOA, that 

source data should not only be attributable; legible; con-

temporaneous; original; and accurate, but also complete; 

consistent; enduring: and available, when needed. As a 

result of this lack of consensus of the regulatory under-

standing of how to optimally generate and review electronic 

source records, apprehension and uncertainty among solu-

tions vendors, contract research operatives, and pharma-

ceutical company sponsors remains.

Direct access to source data

Section 6.10 of ICH E69 Good Clinical Practice states that 

“The sponsor should ensure that it is specified in the pro-

tocol or other written agreement that the investigator(s)/

institution(s) will permit trial-related monitoring, audits, 

IRB/IEC review, and regulatory inspection(s) by provid-

ing direct access to source data/documents.” There are no 

statements that paper records must be kept, just that there 

needs to be direct access to source data/documents.

The FDA, in September 2013, issued a final “Guidance for 

Industry: Electronic Source Data in Clinical Investigations.”2 

This guidance is consistent with the EMA “Reflection Pa-

per on Expectations for Electronic Source Data and Data 

Transcribed to Electronic Data Collection Tools in Clinical 

Trials.”7

Regulators seem ahead of the game in supporting the 

transformation of how the pharmaceutical industry man-

ages the performance of clinical trials. The following sum-

marizes aspects of the perspectives of FDA and EMA.

FDA perspective

According to the FDA Guidance, source data include all 

findings, observations, or other activities in original and 

certified copies of original records, which are used by 

regulators to reconstruct and evaluate a clinical trial. All 

interested parties need to review source data and ensure 

adequate protection of human clinical trial subjects and the 

quality and integrity of the clinical data. Source data should 

be ALCOA and must meet the regulatory requirements for 

recordkeeping. FDA has proposed that electronically cap-

turing and transmitting source data to the eCRF should:

• Encourage entering source data during a subject’s visit, 

where appropriate

• Eliminate unnecessary duplication of data entry and tran-

scription errors

• Facilitate remote monitoring of data and promote real-

time access for data review

• Facilitate the collection of accurate and complete data

According to the FDA, data can be entered into the eCRF 

either manually or electronically using “direct entry of data 

into the eCRF.” For example, there are many data elements 

in a clinical investigation, such as blood pressure, that can 

be entered directly into the eCRF at the time of the office 

visit. FDA also indicated that “data elements originating in 

an electronic medical record (EMR) can be automatically 

transmitted directly into the eCRF.  Unlike a direct trans-

mission to an eCRF from instruments or medical devices, 

EMRs can use intervening processes (e.g., algorithms for 

the selection of the appropriate data elements).” In cases 

There is broad agreement across the 

pharmaceutical industry that it no 

longer makes sense to collect clinical 

trial data by writing results and 

observations first on a piece of paper.
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where the EMR serves as the source, the pertinent data for 

the subjects in the clinical study should be made available 

for review during regulatory inspections and monitoring 

visits.

And although many may know this, the FDA added that 

the eCRF should be capable of recording metadata (e.g., 

data identifying who entered or generated the data and 

when the data were entered or generated). Also, changes 

to the data must not obscure the original entry, and must 

record who made the change, when, and why. Data element 

identifiers should be attached to each data element as it is 

entered or transmitted by the originator into the eCRF. Data 

element identifiers for each subject should identify the:

• Originators of the data element (including those entered 

manually (e.g., by the clinical investigator(s)) or automati-

cally by devices

• Date and time that the data element was entered into the 

eCRF

These data element identifiers allow sponsors, FDA, and 

other authorized parties to examine the audit trail of the 

eCRF data and to provide information that will allow FDA to 

reconstruct and evaluate the clinical investigation.

EMA perspective

The following are from the EMA Reflection Paper7:

In order to meet the requirements of maintenance of an independent 

contemporaneous copy of source records, a certified copy of the data 

should be created before the transfer to the sponsor and retained at the 

investigator site. The method of transfer should be validated.

Contemporaneous means: “The recording of a clinical obser-

vation is made at the same time as when the observation occurred. If 

this is not possible, the chronology of events should be recorded. An 

acceptable amount of delay should be defined and justified prior to trial 

recruitment.”

The source data and their respective capture methods should be 

clearly defined prior to trial recruitment (i.e., in the protocol or study-

specific source data agreement). The sponsor should describe which data 

will be transferred, the origin and destination of the data, the parties 

with access to the transferred data, the timing of the transfer, and any 

actions that may be triggered by real-time review of those data. There 

should only be one source defined at any time for any data element.

According to the EMA, the source data and their respec-

tive capture methods should be clearly defined prior to trial 

recruitment (i.e., in the protocol or study-specific source 

data agreement). The sponsor should describe which data 

will be transferred, the origin and destination of the data, 

the parties with access to the transferred data, the timing of 

the transfer, and any actions that may be triggered by real-

time review of those data. There should only be one source 

defined at any time for any data element. The EMA has fo-

cused on the issue of source data control and specifically 

stated that “the investigator should maintain the original 

source document or a certified copy (Requirement 5, ICH 

GCP 2.11, 5.15.1); that source data should only be modified 

with the knowledge or approval of the investigator (Require-

ment 6, ICH GCP 4.9.3, 4.9.4 and chapter 8); and the sponsor 

should not have exclusive control of a source document. 

(Requirement 10, ICH GCP 8.3.13).”

The EMA also requires that “all data generated in a clini-

cal trial relevant to patient care must be made available to 

the investigator at all times during and after the trial, and 

all data held by the sponsor that has been generated in 

a clinical trial should be verifiable to a copy not held by 

the sponsor.” The EMA also stated that “the requirements 

above are not met if data are captured in an electronic sys-

tem and the data are stored on a central server under the 

sole control of the sponsor.” The EMA requires that a “con-

temporaneous certified copy of the data should be retained 

at the investigator site in addition to the record maintained 

on a central server.”

In addition, the business requirement of any electronic 

system can be summarized to include:

• To be a separate legal entity from the sponsor and from 

the investigator, with a detailed contract defining duties 

and responsibilities of each party

• An assured mechanism for investigators to be informed 

about and/or approve of modifications to the data should 

be clearly established, and this control by the investigator 

should be demonstrable 

• Any changes to the data should be captured by the audit 

trail

Industry and CRO perspective

The variations in regulatory understanding have con-

founded many stakeholders. In order to find a practical 

Source: Mitchel et al.

Figure 1. The EDC system takes a snapshot of all 

the entered information. 

Access by sites

EDC systems Work station

1Submit

Internet

2

3

4

5
Target eStudio

OR

Any EDC system

Send pdf fle

Acknowledge

Clinical trial
study DB

3rd party source
storage: eCTR viewer/

EHR

with Acknowledge from 3rd
party esource storage

eSource Data Flow

ES650974_ACT0815_034.pgs  08.04.2015  20:17    ADV  blackyellowmagentacyan



appliedclinicaltrialsonline.com   APPLIED CLINICAL TRIALS    35August/September 2015

CLINICAL TECHNOLOGY 

way forward, industry and professional associations should 

concentrate efforts on identifying and addressing concerns 

around clinical data quality. Specific provisions associ-

ated with quality assurance and the transparency of data 

flow should be present in the protocol, protocol-associated 

plans, and any contractual agreements with the vendors 

and study sites. Failure to create, implement, and document 

such risk mitigation associated with source data would be a 

major shortcoming, as it could:

• Hinder the scientific interpretability of the data—and 

renders any clinical decision support impossible

• Violate fundamental patient rights

 Not surprising, the EMA has directly warned sponsors 

and contract research organizations (CROs) that documen-

tation, procedural, and systemic shortcomings will compro-

mise (or even block) application package submission to the 

Committee for Medicinal Products for Human Use (CHMP). 

Similar reactions in presence of blatant lack of compliance 

are to be expected in the case of new drug applications 

(NDAs), biologics license applications (BLAs), and premar-

ket approvals (PMAs).

Source records during development process

Despite the philosophical and historical differences ex-

plained earlier, it is possible to implement a clinical data 

acquisition environment that meets all recognized regula-

tory expectations. Source records, for example, can be 

maintained in many formats, including but not limited to 

paper records (e.g., data files, XML files, and PDF files). 

Regardless of the medium or the format, compliant mainte-

nance of source records:

• Assures the ability of independent auditors to confirm 

the accuracy of data presented to regulatory agencies by 

pharmaceutical and device companies 

• Allows for the reconstruction of study data in the event of 

catastrophic loss of data by the sponsor

Source data should not be the same “version” of the data 

that the sponsor (or CRO) “controls.” Confirmation of the ac-

curacy of the data submitted to regulatory agencies can be 

accomplished by review of the validation of electronic sys-

tems used as original data sources, manually reviewing pa-

per records and comparing results submitted by sponsoring 

companies and/or performing “data compare” of electronic 

source records to data stored in locked databases. Ide-

ally, evaluating extracts of, or entire datasets against CRF 

data elements could provide corroborating evidence, and 

ultimately a measure of confidence, as to the accuracy of 

reported assessments and endpoints. This, however, would 

require access to the electronic source data from EMRs, 

machines used in the clinical trial process (e.g., raw MRI 

records) and EDC databases prior to transfer to the spon-

sor of the clinical trial. While all of these tasks can be used 

to assure precise data (i.e., data elements agree between 

databases), these processes do not holistically address 

data accuracy. Sensitivity analyses done on real clinical trial 

datasets have repeatedly shown that database changes, as 

a result of SDV and SDR, have little or no impact on final 

means and standard deviations.3,4

Therefore, key areas of focus during monitoring, audits, or 

inspections are the following:

• Were the clinical site personnel qualified, as documented 

by education and experience, to perform the activities for 

which they were responsible?

• Were the clinical site personnel properly trained on the 

protocol and the electronic systems used for the trial 

(e.g., EDC, eSource storage, etc.)?

• Did the clinical site understand and follow the protocol?

• Were there any differences in outcomes between sites, 

suggesting lack of understanding of the protocol or pos-

sible fraud?

• Were basic regulations followed that assure patient safety 

(e.g., proper informed consent and safety monitoring)?

The above is certainly not exhaustive—but it is an ex-

ample of the strict minimums that assure quality.

Formats of source records

Sites may maintain source records in many formats, includ-

ing electronic data stored by an independent third party 

prior to the source data arriving at the EDC database.  

Source records could come from direct data entry at the 

time of the study visit, from the EMR, from patient reported 

outcomes (PROs), and from output from machines. The 

sponsor should have no more access to electronic source 

records than if given access to a site’s paper source records. 

One advantage of the source record existing as a PDF file in 

the cloud, with read-only system privileges, is that it is im-

possible for registered users to manipulate the file. It is the 

same as viewing a document on the FDA or EMA website, 

where one can view but cannot modify the file. PDF files can 

also be uploaded into most EMR systems and searched if 

saved as “readable” files. Generating electronic source as 

.XML can further enhance the ability to search. 

One way to create an ICIC of the site’s submitted study 

data is to adopt a data flow such as that depicted in Figure 1 

(see page 37). In this model, at the time of the subject visit, 

rather than create a paper record of a study-related observa-

tion—if they have the means—the site staff can enter the 

information directly into a properly configured EDC system. 

As depicted in the figure, the system then takes a snapshot 

of the entered information (e.g., pdf, xml), transmits the snap-

shot to a repository controlled by the site (step 3), receives 

acknowledgment that the data were received without error 

(step 4), and then transmits the data to the EDC database 

(step 5). This approach is consistent with regulatory concerns 

in that sites at all times maintain control over original data. 

This process also reduces the site’s work burden by eliminating 
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The following examples of contract wording and a protocol 

section are from an actual clinical trial:

1. Contract obligations

 •  The trial site agrees to use the eSource access tool, 

which is a validated 21 CFR Part 11 compliant Inter-

net-based software system that allows for direct data 

entry at the time of the office visit. Documents and 

data, representing both original and transcribed sub-

ject data, reside in a read-only environment. Autho-

rized personnel at your site control usersÕ access to 

the eSource access tool. The investigator or designee 

can download, at any time, the raw data or a book-

marked PDF copy of records of individual subjects at 

his/her site, including an audit trail of changes and 

electronic signatures. In addition, at the end of the 

study, the CRO will provide to each investigator a cer-

tified electronic file containing all of the records and 

audit trail for all subjects at his/her site. CRO person-

nel will train investigator and site staff on the use of 

eSource access tool prior to enrollment of the first 

subject.

2. Protocol section: Data quality/original data

 •  Original data, also known as source data/records, are 

those data elements that represent the first recording 

of study data. Original data contain all the information 

that is necessary for the reconstruction and evalu-

ation of the study. Examples of original data are 1) 

subjectÕs information used in a clinical trial whether 

collected on paper or electronically at the time of the 

subjectÕs visit, 2) certified copies of original records, 

3) observations, and 4) laboratory data from clinical 

laboratories. Clinical investigators maintain control 

over source data from inception to the end of the 

regulatory retention period. The investigator must per-

mit access to these data during sponsor-monitoring 

visits, audits, IRB reviews, and regulatory inspections.

 •  In addition to original records maintained by the clini-

cal site as part of their standard practices of patient 

care, this study will use direct data entry of clinical 

trial data into the electronic data capture (EDC) sys-

tem. This process enables clinical study site person-

nel to perform data entry of original data directly into 

the EDC system at the time of the subjectÕs office 

visit. This process stores the original data, along with 

transcribed data, in PDF format in the eSource reposi-

tory, access to which is controlled by qualified inves-

tigative site staff. Authorized users can review these 

PDF documents using the eSource access tool. In this 

data flow, the system stores all of the entered data 

first in the eSource repository (as PDF documents) 

before transmitting them to the EDC database. At any 

point during the study or after completion of the study, 

each site can generate, or the system host will pro-

vide them with, an electronic file containing all of the 

records and audit trail, in PDF format, for all subjects 

at their site.

eSource Planning Example

maintenance of paper copies and subsequent transcrip-

tion to EDC systems, and provides sponsors with real-time 

data with which to make timely decisions. In today’s world 

of cloud-based computing, there is a growing recognition of 

the benefits of capturing source records using databases and 

web applications, vs. local data storage devices.

Maintaining/hosting source records

There is no legislation or regulatory guidance that prohibits 

the investigator from delegating the hosting and maintenance 

of the site’s ICIC of original date via contractual agreement 

to an outside vendor or CRO. This applies even if the system 

is set up and financed by the sponsor. At the same time, it is 

the responsibility of the sponsor to have control of the study 

database and the data management process. This task is often 

delegated to a CRO, via a written agreement. These two tasks 

can very well be delegated to two independent CROs. However, 

when the same CRO takes on both tasks in the same study, 

independent systems must be in place to control access by 

employees of the CRO to the data management and eSource 

software products. If the appropriate controls of systems are 

not in place, this could indicate a conflict of interest where the 

independence of the CRO may be questioned.

A key question is whether it is reasonable for the EMA, 

FDA, and other regulatory bodies to view independent 

CROs performing EDC and concurrent data management 

services as independent of sponsors. Clearly, no one other 

than the clinical site should enter or modify data and all 

transactions must be subject to an audit trail. So the fact 

that a CRO is performing data management should not dis-

qualify it from hosting eSource data as long as:

• The protocol defines that eSource records are being 

used

• The eSource records are independent of the study data-

base to be transferred to the sponsor

• There are agreements with the study sites to allow the 

CRO to host the eSource records generated by EDC 

systems and other sources such as electronic patient re-

ported outcomes (ePROs)

• There are proper controls for access to the eSource re-

cords

• If there is a need to perform a software fix, it must be 

performed under formal change control procedures

• There is clear segregation of roles and responsibilities, so 

that the same person or functional area are not delegates 

on behalf of both the site(s) and the sponsor
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• It is all clearly documented within policies and standard 

operating procedures (SOPs) that the operations as-

sociated with the hosting of eSource records employs 

independent operatives/staff members from the study 

conduct teams

To comply with regulatory requirements and good busi-

ness practices, a detailed contract should be in place defin-

ing the duties and responsibilities of the service provider, 

enabling the sponsor and/or investigator to transfer some 

of their tasks, but to retain control of their responsibilities. 

The contracts/agreements with the sponsor and with the 

investigator need to be clear as to the role of the service 

provider and to what extent this relates to the specific re-

sponsibilities of the investigator and those of the sponsor. 

The method used to ensure that the investigator is informed 

about, and/or approves of, modifications to the data should 

be clearly established, and this control by the investigator 

should be clearly demonstrable.  

Companies providing EDC and data management ser-

vices should be viewed, in our opinion, not as sponsors but 

just like a central lab that hosts source data. In terms of 

hosting the eSource data, the contractual, procedural, and 

physical provisions should be instituted by the investigator 

or at least on behalf of the investigator, assuring that the 

sponsor cannot obtain control over the site’s source re-

cords. As a result, the following rules should be considered 

when assessing the potential hosting of eSource data by an 

independent third party:

• The specific rules concerning control of eSource records 

should be clearly stated in a contract with the study site 

and also cited in the protocol.

• The eSource record, including the complete audit trail of 

changes, should reside in the independent third-party da-

tabase prior to, or at least concurrently with if technically 

feasible, the data element entering the study database. 

• Access to eSource data should be limited to “view only.” 

• The eSource database should not be involved in any data 

modification activities on behalf the sponsor, to be con-

sidered sufficiently independent.  

• Any contractual agreements should be made on behalf of 

the investigator, explicitly stating that the sponsor cannot 

obtain control over the site’s source records.

Impact on EDC users

The stakeholders and their respective roles and responsi-

bilities in conducting clinical research are well understood. 

Industry recognizes three essential stakeholders: 1) spon-

sors, 2) clinical sites, and 3) third-party service providers 

(see Figure 2).

 The good news is that adopting an eSource methodol-

ogy, such as that described in Figure 1, imposes no sub-

stantive changes in roles and responsibilities vs. EDC sys-

tems, as outlined in Figure 2.

Stakeholders continue to adhere to good clinical prac-

tices (GCP) and as part of study setup, there now must be 

agreements (step 1) describing how all study information 

will be shared among investigational sites and third parties 

(steps 2, 3).  

As with any EDC study, appropriate documents must be 

on file, and testing results and sign-off must be in place 

prior to data collection (steps 4-6). During study conduct, 

the clinical trial database (step 7) is configured to report 

only the data specified in the protocol. Once a patient con-

sents to participate in the trial, trained site staff can then 

begin to collect patient data (steps 7-11).  

As is current practice, these data can be transmitted to 

either the EDC server at a CRO or other service provider 

(step 12). Alternatively, eSource data can be transmitted to 

a dedicated eSource Storage System (step 13).  

Site staff, regulators, and CRAs can then access the eS-

ource system when permission is granted by the study site, 

which is the current practice when there are paper source 

records.

Source: Mitchel et al.

Figure 2. Roles and responsibilities when using 

eSource processes.
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Specific provisions associated with 

quality assurance and the transparency 

of data flow should be present in the 
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and any contractual agreements 

with the vendors and study sites.
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The fundamental impact of adopting eSource solutions 

has to do with raising awareness of the role of the clinical 

sites in managing access to their electronic study records 

vs. the paper records that sites have historically generated 

and maintained.

Discussion and conclusion

Transformative innovations often 1) require new competen-

cies, 2) disrupt existing organizational competencies, 3) 

require a change in business models, and 4) result in social 

and systemic change. While these innovations also lead to 

widespread productivity enhancements, they also challenge 

the status quo and often lead to resistance to change.

Just digitizing a paper process can be viewed as an in-

cremental innovation. Organizations, particularly large and 

successful ones, have a great temptation to view modifying 

and building on existing processes, and improving on exist-

ing skill-sets, preferable to implementing transformational 

changes. Substantive change is always difficult. The larger 

the organization, the more difficult it becomes to incorporate 

such changes. To bravely undertake a quantum performance 

leap requires a fundamental rethinking of the issues and a 

willingness to make the kinds of changes required to take 

advantage of the benefits inherent in newly available technol-

ogy. Such is the case with the transition from paper to elec-

tronic records.

Paper-based record keeping in clinical trials has a long 

and storied history and has served the community well for 

many years. It persists, in part, due to the interrelated fac-

tors of risk aversion, lack of knowledge, regulatory misper-

ceptions, and perceived ambiguities. A variety of digital 

technologies, as well as increasingly clear guidance from 

Western regulatory agencies, present the opportunity for 

change. This change may have considerable positive rami-

fications in terms of decreased burden on sites and spon-

sors, and ultimately the community at large, as a significant 

cost burden in the conduct of clinical trials may potentially 

be reduced or eliminated.

In this paper, we have demonstrated ways to satisfy regula-

tory concerns about data integrity and investigator controls 

over their source records, when incorporating 21st century 

tools and processes as standard elements of clinical develop-

ment operations. These solutions include 1) data entered di-

rectly into EDC systems at the time of the clinic visit, as well 

as 2) seamless integration with the EDC study database with 

data residing in the EMR and ePRO systems. Integrating eS-

ource solutions with the EDC database will result in the abil-

ity 1) to review data in real time, 2) for monitors and clinical 

sites to rapidly issue and respond to data queries, and thus 

improve quality, and 3) to reduce time and materials spend-

ing associated with data acquisition and review. 
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 To bravely undertake a quantum 

performance leap requires a 

fundamental rethinking of the issues 

and a willingness to make the 

kinds of changes required to take 

advantage of the benefits inherent 

in newly available technology.
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T 
here is a recognition within the research com-

munity that the re-analysis of clinical trials 

data can provide new insights compared to 

the original publications.1 In addition, the in-

creasing complexity of science requires multi-

ple teams to collaborate and analyze the same data 

set from different perspectives, pool data sets, and 

link multiple data sets.

The European Medicines Agency (EMA) has also 

issued a policy on the release of clinical study re-

ports (CSRs) for drugs receiving marketing authori-

zation.2 A manufacturer is expected to provide the 

EMA with the full CSR as normal, and a de-identi-

fied copy, which the agency will then release. There 

is an expectation that in the coming years, another 

policy from the EMA on the release of individual 

participant data (IPD) from these trials will be is-

sued as well. To achieve the benefits of data sharing, 

and in anticipation of a policy on IPD, companies 

have already started implementing the infrastruc-

ture and mechanisms to release IPD.

Whether we are referring to CSRs or to IPD, the 

personal information of the trial subjects needs 

to be de-identified. De-identification means that 

the probability of determining the identity of an 

individual in the data set is very small. In this ar-

ticle, we will describe the methods that can be used 

to de-identify clinical trial data, and their relative 

strengths and weaknesses.

Data sharing models

Manufacturers may select trials that they wish to 

share data for, and then de-identify the data sets in 

advance of any data request for all of these selected 

trials. When a request for a data set is received, 

the prepared data set is then provided. Another 

approach is to only de-identify a data set after a re-

quest has been made and approved.

The former approach ensures an expeditious 

response to data requests, but has a number of 

disadvantages. The first is that it assumes that all 

selected trials data sets will at some point be re-

quested. This is not necessarily the case. There-

fore, data sets may be de-identified that are never 

shared. The second disadvantage is that the de-

identification is not calibrated to the needs of the 

data requestor. For example, a de-identification 

exercise may generalize the geography from country 

to continent, but the data analyst may wish to do 

country-by-country comparisons or include country 

as a covariate in their analysis. This would not be 

possible if the data had already been de-identified 

in advance without geography at the country level.

Therefore, the choice of approach is a trade-off 

between responsiveness, efficiency, and data qual-

ity. There are examples of each approach being ap-

plied in practice.

For sharing IPD, there are two commonly used 

mechanisms: (a) microdata, and (b) a portal. Un-

der the former mechanism, individual participant 

records are released (microdata) to the data recipi-

ent, such as the Project Data Sphere. This could be 

in the format of SAS files, a set of simple comma 

separated variable files, or some other format. Al-

ternatively, the manufacturer may provide access to 

the data through a portal. This second option does 

An overview of patient de-identification practices 
amid the increased push for sharing of clinical data. 
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not allow the data recipient to download the raw data and all 

analysis is performed through the portal. The portal would have 

common statistical and graphing software pre-installed allow-

ing the data recipient to perform the necessary analysis wholly 

within the portal environment.

Re-identification risks

It is important to keep in mind that de-identification is a legal 

requirement in many jurisdictions. That means that it is not per-

missible to share personal information without consent where the 

probability of identifying an individual is high. If a manufacturer 

does so, then there may be negative legal, financial, and reputa-

tional consequences. These negative consequences may accrue 

directly from regulators, litigation, and bad media coverage.

There are a number of plausible risks and attack vectors on a 

clinical trial data set. One risk is when a study participant files a 

complaint with their regulator. This may be a data protection au-

thority in the European Union (EU), or a privacy commissioner 

in Canada, for example. In such a case, the regulator must make 

a determination of whether the data set was truly de-identified. 

If the determination was that the data was not properly de-iden-

tified, then the data release would be considered a data breach. 

Some manufacturers can attempt to preempt such a risk by ob-

taining support from their regulator in advance of data sharing. 

However, such support would be needed from every jurisdiction 

from where data is being collected. 

If the mechanism of data release is a microdata set, then 

there are three plausible re-identification attacks on the data by 

an adversary that need to be protected against, as summarized 

in Table 1.3,4,5 To mitigate against these attacks, it is necessary to: 

(a) have the data recipients sign a contract or agree to terms-of-

use prohibiting re-identification, (b) the contract needs to im-

pose strong security and privacy practices on the data recipient, 

and (c) the data itself needs to be modified to reduce the risk of 

re-identification.

In the case where the data release mechanism is a portal, 

then the portal operator can implement many of the security 

controls, but the data recipient still needs to employ some prac-

tices at their end as well (e,g.,not sharing their passwords for the 

portal, security measures on the machines they use to access 

the portal). In addition, portal operators almost always require 

some kind of contract or terms-of-use. Therefore, the main risk 

when using a portal to share data is from an inadvertent re-

identification by a data user, which still requires the data to be 

modified. Therefore, defensible de-identification needs to be 

deployed in a manner that will satisfy multiple regulators, and 

irrespective of whether the data is being shared as microdata 

files or through a portal.

De-identification principles

In general, no consent for data sharing was sought from his-

torical trials, and, therefore, de-identification would be a legal 

requirement for sharing those data. Prospectively, it would be 

possible to ask new subjects for consent. However, consent to 

share is often accompanied by assurances that the data sharing 

will be of de-identified data and that responsible practices will 

be employed.

There are two general approaches to de-identification exem-

plified by the two methods stipulated in the Privacy Rule of the 

US Health Insurance Portability and Accountability Act (HIPAA) 

of 1996:6 (a) Safe Harbor, and (b) Expert Determination.

A Safe Harbor approach requires that a specific pre-defined 

and fixed set of variables or information types are removed 

or generalized in all clinical trial data sets. It is a simpler ap-

proach, and has been adopted by some manufacturers. This 

approach has a number of disadvantages:7

• The Safe Harbor method is only legally accepted in the U.S. 

Its empirical foundation was based on an analysis of U.S. 

census data. This method has no empirical basis in other 

jurisdictions.

• Assuming a fixed set of variables upfront will not account for 

all cases where there may be more variables that need to be 

de-identified nor does it account for changes in technology 

where additional variables become risky over time from a re-

identification perspective.

• It is known that data sets, which meet the Safe Harbor stan-

dard, can still have a high risk of re-identification.

In order to have defensible de-identification practices, they 

need to meet some basic principles (which are derived from the 

Expert Determination method under the HIPAA Privacy Rule):

Plausible Attacks on Microdata Set

TYPE OF ATTACK DESCRIPTION MITIGATION

Deliberate
The data recipient as a legal entity or a staff member delib-

erately attempts to re-identify individuals in the data.

Contractual controls (such as a prohibition on re-identifica-

tion attempts), and required security and privacy controls 

to be implemented by the data recipient.

Inadvertent

The data analyst “spontaneously” recognizing someone 

they know in the data from the information in the file. This 

is an inadvertent re-identification.

Modification of the data to reduce the probability of such 

re-identification.

Breach (accidental)
The data is lost, stolen, or “hacked” by an adversary. Then 

there is a risk of another party attempting re-identification.

Strong security and privacy controls implemented by the 

data recipient.

Source: El Emam, Abdallah

Table 1. The three types of plausible re-identification attacks on microdata.
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• Use generally accepted statistical and computational prac-

tices in the disclosure control community to de-identify data.

• Ensure that the risk of re-identification is very small.

• The de-identification should be performed by an analyst with 

appropriate knowledge of these de-identification practices.

• Document the methods used and their results.

De-identification results in the loss of information in the 

data, or in a reduction in data utility. This means that the 

data is perturbed in some manner (various techniques will be 

described ahead). The amount of perturbation should not be 

severe, otherwise the conclusions drawn from the analysis of 

the de-identified data may be different from the conclusions 

from the analysis of the original data. It would not be accept-

able, and could be quite problematic, if the conclusions on de-

identified data from the same analysis are materially different 

from those in published studies. Although, it has been argued 

that a re-analysis that does nothing but confirm the original 

conclusions probably has little scientific value and would not 

be publishable anyway.8

On the other hand, when preparing a de-identified data set, 

the amount of perturbation cannot be so minimal that the 

probability of identifying an individual participant remains 

high. Therefore, a balance must be reached between the two 

objectives: high utility data and an acceptably low probability 

of re-identification.

In practice, simply stating that the probability of re-identi-

fication is small will not be sufficient. It is necessary to have 

objective evidence. The primary reasons are that a simple 

statement may not be convincing to a regulator investigating 

a complaint from a trial participant, a regulator investigating a 

breach, or in litigation about whether personal information was 

disclosed.

Let us explore a de-identification example in which the date 

of birth of subjects in a trial data set is changed to year of birth, 

and no other variables are altered. The analyst performing 

the de-identification states and believes that the risk of re-

identification is acceptably small. Imagine then there is a data 

breach, a complaint to a privacy regulator about data sharing 

by one of the trial subjects, or litigation arguing that the shared 

data is not de-identified properly. The only evidence that the 

manufacturer has to support its claim that the data is indeed 

de-identified is the analystÕs statements. These may be coun-

tered by another analystÕs claims on the plaintiffÕs side. Without 

objective data demonstrating that the risk is small, the manu-

facturerÕs claims can be easily discounted or cast into doubt. 

Consequently, it is important to consider methods to mea-

sure the probability of re-identification and to demonstrate that 

the risk of re-identification is indeed acceptably small.4,5

This basic principle is applicable to the de-identification of 

CSRs and IPD. Since both of these types of information pertain 

to the same study, it would not be appropriate to have more 

personal information included in a shared CSR but less in an 

IPD, or vice versa. Doing so could leak personal information 

unintentionally on a systematic basis. The level of de-identifica-

tion needs to be consistent for both.

Personal information in a clinical trial data set

A data set has two types of variables that can leak personally 

identifying information: direct identifiers and quasi-identifiers. 

Direct identifiers are features like names, telephone numbers, 

full addresses, social security numbers, clinical trial participant 

numbers, and medical device serial numbers. That kind of in-

formation is considered to easily identify trial participants and 

is either removed from a de-identified file that is shared, or in 

the case of unique identifiers, pseudonymized. A classification 

of variables into direct and quasi-identifiers for clinical trials 

has been completed by a PhUSE (Pharmaceutical Users Soft-

ware Exchange) working group.9

Sometimes it is necessary to disclose unique identifiers, 

such as a clinical trials participant number or subject ID. Such 

unique identifiers are important to allow the linking of records 

that belong to the same individual. While some may argue that 

it is hard to re-identify individuals using this type of number, it 

is explicitly mentioned by regulators as a direct identifier, for ex-

ample, in the HIPAA de-identification guidelines.10 These types 

of unique identifiers would be converted into pseudonyms to 

allow multiple records that belong to the same participant to be 

linked together. There are established standards for such pseud-

onymization.11

The second type of variable, the quasi-identifiers, consists 

mostly of dates, location information, demographics, and socio-

economic information. Rare diagnoses, concomitant illnesses 

and medications, and serious adverse events such as death, 

hospitalization, and birth defects would also be considered 

quasi-identifiers.

This type of information can identify individuals in a data set: 

All known re-identification attacks (on non-genetic data) have 

been performed using only these quasi-identifiers.12 Therefore, it 

is important to deal with quasi-identifiers. However, we cannot 

just remove them as these variables are very useful for the anal-

ysis. More sophisticated techniques need to be applied to retain 

the value of these variables but also reduce the probability that 

these variables can re-identify participants.5

Modifying direct identifiers

Manipulations of direct identifiers effectively eliminate the risk 

of re-identification from that information. Specific issues do 

arise, however.

Direct identifiers in text

Most direct identifiers, such as participant names, are rarely 

transmitted to the sponsor. However, such information may be 

included in free-form text fields. 

Many manufacturers simply remove free-form text fields. This 

may result in some key information being removed (such as a 

narrative about why a participant withdrew from a study). There 

is a general belief that text fields cannot be easily de-identified. 

ES651119_ACT0815_042.pgs  08.05.2015  00:06    ADV  black



appliedclinicaltrialsonline.com   APPLIED CLINICAL TRIALS    43August/September 2015

DATA SHARING

That is not necessarily the case. There are good automated tech-

niques that will detect direct and quasi-identifiers in free form 

text.5,13 To the extent that text information is useful for the analy-

sis of trial data, this data can be de-identified as well.

One challenge of free-form text information is when it is 

inserted in the incorrect fields. For example, a field that may 

expect dosage information may have participant identifying 

information in it. With modern electronic data entry systems, 

validation is typically performed at the point of data entry for 

many fields, but some are still left open. Furthermore, such 

validation may not have been in place for older trials with less 

sophisticated data entry systems. This would not be anticipated 

a priori by the de-identification team and may result in identify-

ing information being exposed.

It is, therefore, necessary to run a PHI discovery tool on the 

data set to identify the fields and records that may potentially 

contain PHI. A discovery tool processes all of the text and flags 

records or documents that may contain PHI by using informa-

tion extraction techniques.14 Once the discovery phase is com-

pleted, then these rogue text comments can be redacted.

Unique participant identifiers

All unique participant identifiers, such as participant IDs, 

need to be pseudonymized.11 Unique identifiers sometimes are 

made up of a site number, patient initials, and patient date of 

birth. All of these elements can increase the probability of re-

identification. Even if that is not the case, at least in the U.S., 

there is a regulatory issue to consider as well which clarifies the 

status of a record identifier and the ability to assign an identity 

to it by a covered entity (e.g., the hospital providing the data). 

Under the HIPAA Privacy Rule (45 CFR 164.514 (c)) it states:

 A covered entity may assign a code or other means of record identification 

to allow information de-identified under this section to be reidentified by the 

covered entity, provided that:

(1) Derivation. The code or other means of record identification is not de-

rived from or related to information about the individual and is not otherwise 

capable of being translated so as to identify the individual; and

(2) Security. The covered entity does not use or disclose the code or other 

means of record identification for any other purpose, and does not disclose the 

mechanism for re-identification.

A subject ID would not meet this requirement because it is 

clearly a code or other means of record identification that would 

allow re-identification by a covered entity that is “derived,” and 

disclosure of a subject ID by itself reveals the method of re-

identification (i.e., match against the medical records system).

If that code was encrypted, then it would still be considered 

derived. However, the HHS guidance10 clarifies item (c)(1) by stat-

ing that a code can be a cryptographic pseudonym provided 

that the keys associated with such functions are not disclosed, 

including to the recipients of the de-identified information. But 

unless a subject ID is pseudonymized using a cryptographic 

function then this clarification would not be applicable.

Furthermore, a subject ID is used quite extensively in the 

context of site operations. The subject ID will show up on case 

report forms (CRFs) and all other trial documentation, includ-

ing adverse event reports and billing records. The covered 

entity will clearly use and disclose the subject ID for other 

purposes quite extensively. Therefore, it should always be 

the case that a subject ID is treated as a direct identifier and 

pseudonymized.

Another type of unique identifier would be an ID automati-

cally generated by a database that is used only to track records 

within the database. While this is still a unique identifier it is 

not used outside the database. The fact that this ID is only used 

within the database means that the only way to re-identify in-

dividuals is if an adversary already has access to the database. 

Therefore, unlike subject IDs, these types of machine IDs would 

not necessarily be considered direct identifiers since their ac-

cess and use are quite different from subject IDs in a trial.

Unique identifiers that are pseudonymized should have a 

uniform distribution (e.g., one value per participant). Otherwise 

they are susceptible to a frequency analysis. Where the same 

patient is included in a sub-study, then the same pseudonym 

can be used in the sub-study as well.

Provider details

Is it necessary to remove all of the personal information (the 

direct identifiers) about the clinicians and site staff who took 

part in the trial? This information will typically be the name 

and contact information of these clinicians and trial staff. That 

information may be in the structured data or in the CSRs. The 

answer will depend on the jurisdiction.

In the U.S., under the HIPAA Privacy Rule, information about 

participants or of relatives, employers, or household members 

of the participants needs to be considered when de-identifying 

a data set. In this case, it is not necessary to remove the pro-

vider information. However, HIPAA also has the minimum 

necessary requirement, which states that protected health 

information should not be used or disclosed when it is not nec-

essary to satisfy a particular purpose or carry out a function. 

If the provider information is not going to serve any purpose 

when disclosed, then it should not be disclosed. 

One should also be cognizant that, even if not required by 

regulation, if identifiable data about a provider is shared, there 

is the risk that the provider may initiate litigation on an inva-

sion-of-privacy claim. Consequently, it is advisable not to share 

provider information, especially if it does not serve a purpose.

In Canada, the issue of disclosing personal information 

about providers has come up in the context of the disclosure of 

prescription data. It has been determined that in this case the 

disclosure of prescriber identity is not considered a disclosure 

of personal information and is permitted.15

Unlike in Canada, in the EU prescriber information is con-

sidered personal information about the provider, even if the 

patient is de-identified.16 The Article 29 Working Party states 

that “providing information about prescriptions written by iden-

tified or identifiable doctors [É] constitutes a communication 

of personal data to third-party recipients in the meaning of the 
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Directive.”16 Arguably then, the same logic applies to providers 

and site staff in clinical trials.

Therefore, given that clinical trials data will be coming from 

multiple jurisdictions, it will be more prudent to actively re-

move provider and site staff personal information from the 

data. Removing provider information has another advantage: 

provider information can reveal where a participant lives. Since 

it is easy to determine the practice location for providers if their 

identity is known, this can lead to predicting the residence lo-

cation of patients.5

Modifying quasi-identifiers

One way to manipulate the probability of re-identification is 

to change the granularity of the quasi-identifiers. For example, 

a date of birth can be changed to a year of birth. Or an exact 

income, for example, may be changed to an income range. This 

is a form of generalization.

It may also be necessary to suppress specific values in the 

data. For example, there may be something about a trial par-

ticipantÕs demographics or medical history that makes them an 

outlier. That particular piece of information may be suppressed 

in the shared data set so that they are no longer such an out-

lier. Alternatively, whole patients maybe removed. Although be-

cause the number of participants in many trials is not large, the 

removal of participants would have a nontrivial impact on data 

utility. Suppression may also be vertical where a whole field is 

suppressed and not shared at all.

Other disclosure control techniques, such as sub-sampling, 

would generally not be applicable for clinical trials data be-

cause the data sets are already small. A sub-sample would af-

fect statistical power and possibly affect the conclusions drawn 

from the study.

The amount of modification that needs to be applied to 

the quasi-identifiers depends on the context of the data 

release (see Figure 1). This context-based approach is consis-

tent with guidelines from regulators.10,17,18 Context consists of 

characterizing:

• The data recipient (the security and privacy controls that they 

have in place, as well as their motives and financial resources 

to re-identify the data).

• The data (the sensitivity of the data, the potential harm to 

the participants if there is a re-identification, and the extent 

to which the participants consented or have been informed 

about the data sharing when the data was collected or since 

then).

• The contract (the existence and strength of the contractual 

clauses limiting re-identification attempts).

Once the amount of de-identification that needs to be ap-

plied has been determined, specific generalization and sup-

pression techniques can be applied on the data. Beyond that, 

there are some factors that are somewhat unique to clinical 

trials data sets that add complexity but also introduce opportu-

nities to create high utility data sets.

Dates

One of the pieces of information that increases the probabil-

ity of re-identification significantly are dates. In many instances 

the exact dates are not critical for analyses, but rather the time 

since enrollment or randomization in a study is sufficient. For 

example, it is important to know how many days after visit 2 

a participant experienced an adverse reaction. This can be 

achieved by using the enrollment date as an anchor and com-

puting all dates as intervals since then. This is illustrated in 

Table 2 (see facing page).

This approach works well if the recruitment period is spread 

out over a long interval. If recruitment is happening over a short 

interval, then it is easy to determine the anchor date for many 

participants. For example, this is typically the case for vaccine 

trials.19 Also, if the recruitment period for a trial site or a country 

can be determined from public sources (e.g., trial registration 

websites), then it would also be possible to determine the an-

chor date or approximate it. If an adversary can determine the 

anchor date, then the anchoring scheme is not going to protect 

privacy. For example, if it is known that all recruitment occurred 

in the second half of January then the first visit date can only 

be between Feb. 5 and Feb. 21. Whether this two-week range 

for the first visit date is acceptable or not needs to be assessed 

more thoroughly. But the point is that trying to protect the first 

visit date is constrained by the known recruitment interval.

Another point to note with dates is that the visits tend to fol-

low a well-defined pattern. This means that for the majority of 

participants, their interval between visits tends to be the same 

(or varies a little around the value in the protocol) and predict-

able from the protocol. Therefore, manipulating or perturbing 

inter-visit intervals is futile because they can be easily reverse-

engineered. If it is desirable to have dates instead of intervals, 

then an actual anchor date can be generated randomly during 

the recruitment period. This is illustrated in Table 3 (see facing 

page) for the second half of January recruitment period. The 

first visit is then 21 days from the randomized anchor date, and 

so on, ensuring that intervals are still accurate.

Another option is to have an anchor that is set as the start 

of the recruitment period for the whole trial. All participants 

get exactly the same anchor (instead of a random anchor 

Source: El Emam, Abdallah

Figure 1. Elements of the context of a data release.

Data Release: Many Moving Parts
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within the recruitment period). This is illustrated in Table 4 

(see page 46).

Geography 

One of the decisions that needs to be made is the level 

of granularity of the geographic information that should be 

released. Geography can be at the site level, or generalized 

to city, country, or region/continent. The appropriate level of 

geography should be reduced if the risk of re-identification of 

participants is too high.

An important consideration of geography is to ensure that 

an adversary cannot infer more detail than intended from other 

information. Ahead we discuss a number of inference scenarios 

using role information and site frequency information.

Correlations and inferences

It should be noted that fields in a clinical trials data set and 

their values may be correlated. For example, consider a situa-

tion in which it was decided to remove the country of the sites 

from the data set because it was considered that that informa-

tion would increase the probability of re-identification. Some 

countries do not allow the collection of race information, how-

ever. Therefore, by examining the pattern of missingness of the 

race data it may be possible to determine the country and re-

verse the information that was to be hidden. Other examples of 

correlations are between drugs and diagnoses in concomitant 

medications and illnessesÑif one of these elements is sup-

pressed, it may be easy to recover the suppressed value.

Some studies have information about the role of a provider 

or site staffer. For example, a role may be a specialty or some-

one who can operate a specific machine or device. If that role is 

unique or concentrated in a specific site within the geography, 

then it may be possible to infer the exact location of the facil-

ity. This may leak more information about geography than as 

intended. A careful analysis of the data to understand possible 

correlation and inference channels needs to be performed and 

the correlations need to be addressed. In the race and country 

example, one solution would be to remove race from all subjects.

Trial site information

One of the questions that needs to be answered is whether 

to include trial site names or not. And if not, whether to replace 

these with pseudonyms for each trial site or just indicate the 

region of the site. In the latter case, multiple trial sites may be 

grouped into the same region.

Trial registration websites, trial recruitment websites, and 

published articles reveal a considerable amount of detail 

about a clinical trial, often including the clinical sites that are 

recruiting in each country. Also, the highest recruiting sites 

and the lowest recruiting sites will generally be known, or can 

be discovered with basic effort. Therefore, if an attempt is 

made to hide the site information through pseudonymization, 

a frequency analysis of the number of participants at each site 

could reveal the identity of the most and least recruiting sites: 

they will be the pseudonyms with the highest and lowest par-

ticipant counts, respectively. To the extent that knowing the 

actual site can increase the probability of re-identification of 

individual participants through geoproxy attacks on a data set5, 

then an elevated re-identification risk from a frequency analysis 

needs to be accounted for.

Therefore, in general, if any site pseudonym will be used, 

this should be accompanied by a frequency analysis. If the 

distribution is uniform or close to being so, then there should 

be no problem in releasing a site pseudonym. However, if the 

distribution is heavily skewed, then site information needs to 

be considered more carefully in the re-identification risk as-

sessment. In practice, these distributions are likely to be heav-

ily skewed.

A similar situation arises with country and number of trial 

sites. If a country name is replaced by a country indicator or 

pseudonym, a frequency analysis of the number of sites per 

country could reveal the country with the most sites.

Adverse events

Serious adverse events would be considered quasi-identifi-

ers and need to be addressed, for example, death, hospitaliza-

tion, stroke, congenital anomalies, and disability. Such events 

are knowable by an adversary and, therefore, would normally be 

treated as a quasi-identifier.

Other types of non-serious adverse events would be ignored 

from a de-identification perspective. For example, an adversary 

would not know if a participant had nausea or a headache dur-

ing a trial. But a serious event such as a death would be know-

able. Other notable events such as pregnancy or a birth would 

also be considered as potentially identifying.

Event Sequence: Date Intervals

EVENT ORIGINAL DATE

CONVERSION TO “DAYS 

SINCE RANDOMIZATION”

Randomization January 27, 2014 0

First Visit February 17, 2014 21

Second Visit March 10, 2014 42

Serious Adverse 

Event
March 15, 2014 47

Source: El Emam, Abdallah

Table 2. Example of converting a date sequence for a par-

ticipant into intervals anchored to the date of randomization.

Event Sequence: Random Date

EVENT ORIGINAL DATE DE-IDENTIFIED DATE

Randomization January 27, 2014 January 19, 2014

First Visit February 17, 2014 February 9, 2014

Second Visit March 10, 2014 March 2, 2014

Serious Adverse Event March 15, 2014 March 7, 2014

Source: El Emam, Abdallah

Table 3. Example of randomizing a date sequence for a 

participant.
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Clinician adversaries

One of the threats that would be considered when de-iden-

tifying a data set is whether a data analyst could inadvertently 

recognize someone they know. This type of “spontaneous” re-

identification may reveal additional clinical information about 

the participant that the analyst did not know. This risk is par-

ticularly high if the data analyst is a clinician and the disease 

is a rare one. As noted earlier, this type of risk exists for both 

mechanisms of data sharing (microdata and portal).

In such a case, there is a higher likelihood that the analyst 

(clinician) would recognize one of the trial participants. The 

participant may have been one of the clinicianÕs patients or 

a case that the clinician had been consulted about, or even a 

known case within the community of practice.

This type of risk can be directly and quantitatively modeled.4

If it is high, then additional precautions may need to be put in 

place, ranging from data perturbation to stronger contractual 

controls and training of data recipients.

It can be argued that clinicians are obliged to keep patient 

information confidential. Therefore, if they see identifiable par-

ticipant information, then they are still bound by the same con-

fidentiality requirements as for their regular patients. However, 

the analyst may be someone on the clinicianÕs research staff 

and not the actual clinician, and the participant may not want 

the clinician or their analysts to know all of the information 

that was collected in the trial, or that they even participated in 

a trial. For example, it is well known that patients hide sensitive 

information from their physicians at somewhat high rates.20

 Rare diseases

There is a concern that data sets from clinical trials on rare 

diseases would be impossible or difficult to de-identify. This 

is not necessarily the case. There are a number of factors that 

need to be considered. First, the risk can be managed by im-

posing additional controls on the data release as noted earlier 

and these reduce the amount of perturbation that is needed to 

the data. If the trial is performed on a sample of patients with 

that disease, then the sampling itself reduces the risk because 

it introduces uncertainty about who is in the data set. Finally, if 

the rare disease is not visible and would not generally be know-

able by an adversary, then that can reduce the probability of re-

identification considerably as well (because an adversary would 

not likely have background information that persons they know 

have that disease).

Therefore, it should not be taken at face value that because 

a trial is on a rare disease that a defensible de-identification 

cannot be performed. The facts related to a specific data set 

will matter.

Deceased participants

In some clinical trials participants are not likely to survive for 

many years after the end of the study. For example, this would 

be the case for some oncology trials. Does that mean it is pos-

sible to share their personal health information after they are 

deceased? This will depend on the jurisdiction. For example, 

in the U.S., information on the deceased is still considered 

personal health information for 50 years after death under the 

HIPAA Privacy Rule, and in general clinical sites will be covered 

by HIPAA.21

In the EU, The Data Protection Directive 95/46/EC applies to 

“natural persons,” and data on the deceased is not about natu-

ral persons any more. However, the Article 29 Working Party 

has noted that data on the deceased may still be personal 

information because it may indicate familial diseases relevant 

to living children or siblings, or may have other country-specific 

restrictions on it.16

The manufacturer needs to be cognizant that for global data 

from multiple jurisdictions that may fall under different regula-

tions, the lowest common denominator would probably be the 

safest assumption to make (i.e., the most restrictive). Therefore, 

it would be prudent to treat all participants the same, whether 

they are deceased or not.

Sensitive data

Sensitive data would be information such as indications that 

patients have HIV or have substance abuse problems. Sensitiv-

ity of data is different from de-identification, and sometimes 

they are confused. If a data set is properly de-identified, then 

participants with sensitive data should have a low probability 

of re-identification. In deciding how much to de-identify a data 

set, more de-identification is typically applied when there is 

sensitive information.4

Sensitive information may be removed completely if it is 

orthogonal to the main analysis of the trial data. Sometimes 

sponsors will also remove all sensitive information out of an 

abundance of caution. The American Health Lawyers Associa-

tion has summarized state-specific health laws.22 A union of the 

types of data covered by these laws is an empirical indication 

of which types of data are considered sufficiently sensitive that 

state specific laws were needed. That can serve as a starting 

point for defining sensitive information.

Risk measurement

To decide how much generalization to apply to the quasi-

identifiers, it is necessary to measure the risk of re-identi-

fication. Specific metrics for clinical trials data have been 

described elsewhere.3 Within the scope of this article it is not 

possible to provide details about metrics, but it is important to 

Event Sequence: Fixed Date

EVENT ORIGINAL DATE DE-IDENTIFIED DATE

Randomization January 27, 2014 January 15, 2015

First Visit February 17, 2014 February 5, 2014

Second Visit March 10, 2014 February 26, 2014

Serious Adverse Event March 15, 2014 March 3, 2014

Source: El Emam, Abdallah

Table 4. Example of having a fixed-date anchor for all 

participants.
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note that risk measurement is a well-developed field. Further-

more, thresholds for what would be considered acceptable risk 

have been documented based on precedents.3

It should be noted that risk is measured on the population 

rather than the specific clinical trial. For example, if a trial has 

500 diabetic patients and two of them are 50-year-old females, 

the risk is based on the number of 50-year-old female diabetics 

in the population and not on the those two individuals. The 

population will depend on the geography that is released (for 

example, country versus continent).

Moving forward

Now that specific considerations for dealing with direct and 

quasi-identifier have been covered, in this section we will ad-

dress more general and implementation issues with de-identi-

fication.

Temporal validity of de-identification

There is often a concern about sharing data that may be-

come more easily identifiable in the future. This is a future with 

more powerful computers and more data available publicly that 

can be used to more easily attack databases. Notwithstanding 

that this future has been predicted for many years now and has 

not quite arrived yet, it would be prudent to limit the validity 

of a de-identification to, say, 18 to 24 months. After that time 

period, a new risk assessment is performed to ensure that the 

original de-identification assumptions have not changed. If 

they have changed, then a new data set would be provided to 

the investigators who received the original data.

Scaling de-identification

Scaling de-identification will be necessary as demand for 

clinical trials data increases. Using manual de-identification 

schemes that are customized for each clinical trials data set 

will be challenging in the long run. This means it is important 

for scalability to develop de-identification standards and au-

tomation. However, the automation needs to support the risk 

analysis that must be performed upfront to understand the 

data set and determine the appropriate risk thresholds and 

how to perturb the values.

A recent economic analysis concluded that if a manufacturer 

will be releasing four or more data sets a year, then it is more 

economical to automate the de-identification process.23 Auto-

mation would minimize the steps that are needed to prepare 

and de-identify each data set that will be shared.

As of the time of writing, the best data we have suggest that 

there are at least 1,200 clinical studies available on one large 

data sharing site, and there have been 58 requests for clinical 

trials data sets from some of the largest manufacturers.24 The 

expectation is that this number will grow over time, and the 

number of requests per manufacturer will also increase.

It is also going to be the case that demand for data will rise 

as data availability rises, and as the process for getting access 

to that data is further simplified. It is still in the early days, but 

it should be expected that manufacturer investments in sharing 

data and scaling that capability will be moderated by the de-

mand for that data from the academic and other analyst com-

munities. We need the same energy and advocacy resources 

to be redirected towards mobilizing data use and data users 

now, otherwise the gains in clinical trials data sharing may get 

diluted over time.

De-identification standards for clinical trials data

There are no generally accepted de-identification standards 

for clinical trials data yet. Although the recent publication of 

the Institute of Medicine report on trial data sharing estab-

lishes a strong reference point.3 The manufacturers who have 

been leaders in clinical trials transparency have developed 

their own methods, which they have shared openly.25 Some of 

these early methods, however, are not based on risk measure-

ment and do not explicitly account for the data release context. 

They can best be characterized as a set of heuristics. Such heu-

ristics will not necessarily be defensible if they are challenged, 

and may be perturbing the data more than is necessary. More 

sophisticated measurement-based methods have been ap-

plied for specific clinical trial data sets26, and these need to be 

expanded into general processes that can be applied to any 

clinical trial.

This creates a need for more sophisticated measurement-

based standards that are also more defensible. At this point 

it is not likely that regulators will develop specific standards 

themselves. Regulators may promote basic principles of de-

identification, and point to existing standards. The standards 

themselves will have to be developed by academics and indus-

try. In addition to promoting best practices for de-identifying 

data, facilitating the development of a community of practice 

around de-identification, and helping scale de-identification 

through automation, standards will allow the pooling of de-

identified data. If each manufacturer develops their own stan-

dard for de-identification, it will be challenging to pool data 

from multiple trials in the same therapeutic area. In fact, pool-

ing of differentially de-identified data may bias analysis results.

The impact of standards, even de facto ones, is important be-

cause once they take hold and investments are made to imple-

ment them, they become difficult to change. The clinical trials 

data community needs to bring together the best available ex-

pertise in disclosure control and trials data analysis to develop 

de-identification methods that leverage best practices.

Policies and procedures

For sponsors to implement scalable de-identification in the 

enterprise, they need to develop policies and procedures to be 

consistent across trials and to facilitate training and automa-

tion. Below is a starting list of the types of topics that need to 

be covered:

• Definitions of direct and quasi-identifiers for the types of tri-

als that are being shared.

• Definition of sensitive data and how these are dealt with.

• Procedures for removing and pseudonymizing direct iden-

tifiers.
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• Risk metrics and thresholds.

• Templates for the documentation that will be released with 

the parameters describing the de-identification that was 

performed.

• Contract and/or terms-of-use templates.

• Temporal validity of de-identification and procedures for re-

analysis.

In addition to these, there will be a need for operational 

guidance (i.e., matters like where to get the data from, and 

which tools to use).

Conclusions

There are important reasons to share clinical trials data:27

• Data sharing is almost a moral imperative to research sub-

jects.

• Collaboration is crucial to overcome the increasing complex-

ity of science.

Furthermore, technology is evolving fast and providing new 

tools (both hardware and software) to generate scientific ad-

vances with “Big Data.” But Big Data needs access to data. This 

is an opportunity that should not be missed.

In this article we have provided an overview of de-identifica-

tion practices and critical issues for sharing trials data. There 

are significant opportunities to accelerate trials data sharing 

and use, and to do so in a responsible way. As clinical trials 

data sharing becomes the norm, advancing and streamlining 

the processes for de-identification is mandatory.
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In looking at the newer classes of drugs 

for type 2 diabetes mellitus (T2DM), such as 

DPP-4 inhibitors, GLP-1 receptor analogues, 

novel insulins, and SGLT-2 inhibitors, PRO 

questionnaires have been used to inform 

endpoints in most of the pivotal programs. 

As with the concept of blood glucose, a PRO 

can contain many related but distinct con-

cepts, including symptoms of diabetes, side-

effects of treatment, health-related quality 

of life, psychological well-being, and treat-

ment satisfaction. Each concept captures a 

different aspect of a person’s experiences, 

thoughts, and feelings about T2DM and/or its 

treatment. All of these have been measured 

as endpoints across the pivotal trials of the 

newer classes of T2DM drugs. 

This PRO data has the potential to offer 

insights into the subjective experience of 

therapy and provide an informed perspective 

of the associated patient-perceived benefit-

to-risk ratio of the medication. Historically, 

PRO data has not been held in high esteem 

in T2DM, partly due to the traditional glu-

cose-centric model of care, and partly due to 

variable scientific credibility in their measure-

ment and lack of clarity in their interpretation. 

However, in recent years the science of PROs 

has progressed considerably, with U.S. and 

European regulators releasing guidance clari-

fying their expectations of the scientific rigor 

that should be applied to the development 

and selection of PRO endpoints. A recent 

PRO extension to the CONSORT statement 

highlights that well-developed PRO instru-

ments can provide reliable and valid data in a 

manner which is meaningful to clinicians and 

patients alike. Despite this, the only PRO data 

to be reflected in product labelling for any 

anti-hyperglycemic medication for T2DM is 

blood glucose (based on patient self-record-

ing of objective data). That was, until the 2014 

European approval of Trulicity (dulaglutide).

In the efficacy and safety section of the 

summary of product characteristics for Tru-

licity, the European Medicines Agency (EMA) 

included the following text: “Dulaglutide sig-

nificantly improved total treatment satisfac-

tion compared to exenatide twice daily. In ad-

dition, there was significantly lower perceived 

frequency of hyperglycaemia and hypogly-

caemia compared to exenatide twice daily.” 

Demonstrating improvements from base-

line in treatment satisfaction with Trulic-

ity, and showing that this improvement was 

greater with Trulicity when compared to ex-

enatide twice daily, allows the developer of 

Trulicity (Eli Lilly & Co.) to summarize with 

one metric the patient’s appraisal of his or 

her experience with treatment (i.e., both pro-

cesses and outcomes), their perception of 

the relative balance between positive clini-

cal outcomes and negative side-effects, and 

their perceived benefit of improved clinical 

efficacy and reduced injection frequency ver-

sus an efficacious comparator. Perhaps most 

importantly for translational researchers, the 

data is important for clinical feasibility. 

Such PRO data, taken together with clini-

cal efficacy and safety data, can assist HCPs 

in providing holistic care in T2DM that is in 

line with patient preferences, needs, and 

values per the principles of evidence-based 

medicine. The inclusion of PRO data in the 

product label demonstrates a regulatory 

acknowledgement of the relevance of the 

patient perspective as it pertains to the satu-

rated market of antihyperglycemic medica-

tion for T2DM, and gives HCPs confidence in 

the scientific credibility of the PRO endpoint.

P
atient-reported outcome (PRO) questionnaires can be used to col-

lect subjective clinical and psychosocial outcome data directly from 

patients in clinical trials, in order to describe their perception of a dis-

ease and its treatment(s), without the interpretation of responses by a 

physician or others. They are the only systematic quantitative way to ask  

patients directly about how they feel or function. 

Patient’s Voice Finally Being Heard in Diabetes Drug Research

PRO data, taken 

together with clinical 

efficacy and safety 

data, can assist HCPs in 

providing holistic care 

in T2DM that is in line 

with patient preferences, 

needs, and values.

Matt Reaney

Senior Scientist, ERT
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