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PUBLISHER'S NOTE

In this month’s digital edition of Applied Clinical Trials, we take a closer look at big data in clinical trials. In this 
space, I’ve written numerous times about industry’s direction towards more hybrid trials since the start of COVID-19. Like 
many topics we have discussed, data plays into this as well. 
While electronically reported patient outcomes (ePROs) have been around for quite some time, they are very much at the 

center of this move to more hybrid trials. ePROs, as well as eConsent, are both becoming more accepted by sponsors, CROs, 
and regulatory agencies. This has eased a substantial burden on sites and patients. As a result, walls are being brought down, 
and there is more data available than ever to analyze studies more closely and improve experiences for all stakeholders.
   Our f irst feature in this issue on page 12 is part two of the WCG Metrics Champion Consortium QTL Working Group’s series 
on defining QTLs and key risk indicators. While the f irst part, featured in our June issue (https://bit.ly/3AawEXV) provides a 
basic introduction and overview, part two focuses more on the actual process of defining QTLs. Next, on page 16, this article 
focuses on the quality management approach to identifying the underlying process deficiencies to enable improved corrective and 
preventive actions in clinical studies. On page 20, we offer a study that evaluates the real-world use of a medical coding module 
to identify adverse events in trials. Starting on page 26, another contributed piece focuses on tools that can transform data intake 
while also maintaining compliance. Our f inal feature on page 30, which was previously posted on our website, offers an expanded 
look at how data can be measured as part of the sharing anonymized and functionally effective (SAFE) data standard. Thank 
you for reading.                  ACT  

                                

                     Mike Hennessy, Jr
PRESIDENT AND CEO
MJH LIFE SCIENCES®

DATA IN CLINICAL TRIALS

https://bit.ly/3AawEXV
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Lisa Henderson
Editor-in-Chief

Our guests 
never fail to 

disappoint in 
providing new 

information, 
insights, or 
viewpoints 

that offer an 
“aha” moment

Sometimes, we just don’t take the time to 
toot our own horn. Applied Clinical Trials has 
grown and evolved over the years, on our 

quest to keep our readers, listeners, and viewers 
engaged with our breadth of clinical trials con-
tent. We tend to focus on case studies, insights, 
and articles that everyday professionals can ac-
cess and use to inform their decision-making. 

Over a year ago, Andy Studna, our associate 
editor, and I launched the Applied Clinical Trials 
podcast (https://www.appliedclinicaltrialsonline.
com/editorial-podcasts). While we promote them 
on social media, and in our e-newsletters, I’ve 
been remiss in calling attention to them in my 
monthly column.

Personally, I am more of a reader than a lis-
tener of words. But I also understand we all re-
spond differently to that media choice. Our pod-
casts have been released twice a month, featuring 
professionals from all walks of clinical trials. And 
our guests never disappoint in providing new 
information, insights, or viewpoints that offer an 

“aha” moment. Here, I highlight just a few: 
Otis Johnson, PhD, vice president, product 

line executive; chief diversity, inclusion, and sus-
tainability officer, at Clario, points out that the 
latest FDA draft guidance to improve diversity in 
clinical trials actually doesn’t require diverse tri-

als; it’s just a suggestion, but one that shouldn’t be 
ignored (view here: https://bit.ly/3djHiCI).

Salim Idriss, MD, PhD, executive co-direc-
tor of the Duke Pediatric and Congenital Heart 
Center and director of pediatric electrophysiology 
at Duke University Medical Center, is part of a 
CSRC collaborative for a real-world evidence 
pediatric cardiac screening data warehouse. He 
suggests that without this non-competitive “safe” 
space construct of the CSRC, academia, FDA, 
and industry partners, this type of project would 
be impossible (https://bit.ly/3A8Ahh6). 

Kimberly Gentile, senior VP, clinical opera-
tions for Biohaven Pharmaceuticals, relates to the 
emotional ups and downs for clinical trials op-
erations professionals when programs they work on 
succeed and when they fail (https://bit.ly/3djIS7C). 

Again, these are just a few examples of  the great 
podcast interviews we have on our website. There 
are also podcasts available from our sister brands, 
Pharmaceutical Executive (https://www.pharmexec.
com/editorial-podcasts) and Pharmaceutical Com-
merce (https://www.pharmaceuticalcommerce.com/
editorial-podcasts), which you may also find interest-
ing. Pharmaceutical Executive’s Editor-in-Chief  Elaine 
Quilici and Group Social Media Editor Miranda 
Schmalfuhs were recently awarded the 2022 APEX 
Award of  Excellence for the podcast. We only hope 
that one day our podcast will follow in their shoes!                  ACT

A Good Opportunity 
to Stop and Listen

https://www.appliedclinicaltrialsonline.com/editorial-podcasts
https://bit.ly/3djHiCI
https://bit.ly/3A8Ahh6
https://bit.ly/3djIS7C
https://www.pharmexec.com/editorial-podcasts
https://www.pharmaceuticalcommerce.com/editorial-podcasts
https://www.appliedclinicaltrialsonline.com/editorial-podcasts
https://www.pharmaceuticalcommerce.com/editorial-podcasts
https://www.pharmexec.com/editorial-podcasts
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Jill Wechsler
Washington 

Correspondent

WASHINGTON REPORT

FDA CONTINUES TO GRAPPLE 
WITH ACCELERATED 
APPROVAL ISSUES
The approval of certain critical medicines based 
on preliminary clinical evidence continues to 
raise questions about reliance on too-weak ef-
f icacy data and delays in sponsors submitting 
confirmatory evidence from postapproval trials. 
FDA has approved dozens of valuable therapies 
under the program, many of them able to con-
firm efficacy through subsequent clinical studies. 
However, the controversial approval last year of 
Biogen’s Aduhelm to treat Alzheimer’s disease 
by the Center for Drug Evaluation and Research 
(CDER) continues to haunt the program, trigger-
ing widespread scrutiny of accelerated approvals 
and generating a range of reform proposals to 
accelerate the conduct of confirmatory studies. 

FDA’s Oncologic Drugs Advisory Commit-
tee (ODAC) added to the debate with its April 
2021 meeting that challenged several “dangling 
approvals” for cancer therapies. That prompted 
some manufacturers to withdraw earlier approv-
als for certain indications and others to renew 
confirmatory study efforts. The agency recently 
announced another ODAC meeting to be held 
Sept. 22 and 23 to review additional medicines 
that raise questions about efforts to confirm in-
dications in later studies. The expert panel will 
assess a multiple myeloma treatment from On-
copeptides, where a confirmatory trial demon-
strated “worse overall survival and failed to verify 
clinical benefit.” The FDA announcement stated 
also on the agenda is Secura Bio’s lymphoma 
therapy, which has raised questions about the 
benefits and risks of overall survival information. 

Legislative reform?
Meanwhile, Congressional leaders have proposed 
measures to reform the accelerated approval 
program, as discussed in a recent article in The 
New England Journal of Medicine urging legislation 
to halt abuses. A notable change would require 
sponsors to have confirmatory trials underway 
before gaining an early approval. Additional 
reforms would ease FDA withdrawal of an ap-
proval if further study results are not submitted 

within a certain period of time or grant FDA 
“automatic withdrawal” authority for drugs that 
fail to demonstrate eff icacy. These and others 
proposals are included in the FDA user fee legis-
lation recently approved by the House, although 
its fate in the Senate is not clear. 

At the same time, the cancer community and 
numerous patient disease groups are anxious to 
retain the accelerated approval program as im-
portant for enhancing patient access to therapies 
likely to have important benefits. These advo-
cates also recognize that FDA should be able to 
remove those products unable or unwilling to 
confirm initial efficacy to retain credibility for 
the program. The “Project Confirm” initiative 
at FDA’s Oncology Center of Excellence (OCE) 
aims to clarify the importance of conf irming 
initial study results following approval to sup-
port continued early access to promising new 
treatments. OCE listings include 85 therapies for 
cancer and hematologic malignancies that have 
verified clinical benefit, 65 that have studies on-
going, and 21 where accelerated approvals have 
been withdrawn. OCE continues to pressure 
sponsors to provide postapproval data in a timely 
manner and to withdraw products from the mar-
ket when confirmatory studies fail to confirm 
benefit or are not completed with due diligence. 

Stricter oversight of the accelerated approval 
program appears likely, as product costs and 
benefits remain in the spotlight. A recent analysis 
by National Public Radio investigators highlights 
the harmful effects of certain drugs on patients 
where early indications were not confirmed and 
patients were unaware of the potential danger 
from unanswered questions about such therapies. 
The decision to limit coverage of Aduhelm by 
the Medicare program, moreover, is prompt-
ing health plans and insurers to scrutinize more 
closely the costs and utilization of drugs with 
conditional approval status. At the same time, 
patients suffering from cancer and rare condi-
tions continue to press for early access to thera-
pies that demonstrate limited efficacy. Even with 
some legislative fixes, FDA will continue to face 
difficult decisions on product approvals and pos-
sible withdrawals.                  ACT  
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Peter O’Donnell
Brussels 

Correspondent

EU REPORT

ANOTHER BATTLEGROUND 
TAKES SHAPE IN EUROPE: 
REAL-WORLD EVIDENCE
It’s been coming for years, but now it’s starting to 
bite. The medicines development community is 
struggling to find consensus on how to generate 
real-world evidence (RWE) and how to use it, and 
here in Europe the policy tensions are inf luencing 
the scientific exchanges. It’s the latest in a string 
of hot-button issues, and is keeping the Brussels 
bubble bubbling, even as those beachside cocktail 
parties and poolside loungers beckon. Discussions 
on pediatric medicine incentives, health tech-
nology assessment (HTA), or Europe’s beating 
cancer plan had all been ticked off from the “do 
before the holidays” list, and safely deferred to 
the traditional September return to work in this 
part of the world. 

However, the European Medicines Agency 
(EMA) and a phalanx of international regulatory 
colleagues casually tossed a stone into the placid 
waters of late July with a call for international 
collaboration to integrate RWE into regulatory 
decision-making. For many researchers, this 
could be an interesting move. But not for many 
critics of what they like to depict as a headlong 
and ill-considered rush into new methods. And 
those critics include a lot of physicians, HTA 
agencies, patient groups, and, yes, regulators too. 
In other words, the stage is set for yet another 
round of sharp words over the immediate and 
longer-term future of drug development. 

EMA and colleagues in the International Co-
alition of Medicines Regulatory Authorities (IC-
MRA) have agreed in a joint statement that notes 
the rapid increase and evolution in the use of 
real-world data (RWD) and RWE in develop-
ing, authorizing, and monitoring medicines. And 
right from the start, they address the tough ques-
tions. Yes, RWE can help bridge knowledge gaps, 
they recognize. But “there are still challenges 
that need to be addressed”—and these include 
heterogeneous data sources across the globe, dif-
ferent levels of data quality, and the wide range of 
issues linked to data sharing and access.

The challenges need to be met, these regula-
tors agree, and they now foresee a range of col-
laborative measures to seek solutions. They plan 
to start with harmonization of RWD and RWE 
terminologies, by generating common opera-

tional definitions that are clear over their scope 
and level of granularity—relating to random-
ized clinical trials and observational studies. Ex-
isting international activities touching on RWD 
at the level of the International Conference on 
Harmonization can play a role here, too, they 
suggest. Guidance and best practice need align-
ing early on, as well, with common principles for 
RWD quality; metadata to enable characteriza-
tion and discoverability of RWD; establishing 
the scenarios where RWE may be suitable in 
regulatory decision-making; and standardized 
templates for study protocols and reports that 
would be accepted in regulators in dif ferent 
parts of the world.

“Readiness”—which has become something 
of a motto in light of the demonstrated “un-
readiness” of the COVID-19 response—also gets 
top attention from these regulators. They envi-
sion strengthening joint work on RWE through 
specially created expert groups on specific top-
ics, notably including the challenges of “emerg-
ing health threats” and how studies based on 
RWD from different countries could address such 
public health challenges. They also want to see 
transparency brought to the entire debate. This 
means defining common principles and practices 
for systematically registering prespecified study 
protocols and study results in publicly available 
registries—with the additional proviso that they 
should include details of feasibility assessments. 
It will also require publication of study results in 
open-source, peer-reviewed journals, and regula-
tors should exert their inf luence to promote this, 
they believe. 

None of this is going to be as easy as just mak-
ing a list of what has to be done. But there is new 
momentum behind the objective: more than 40 
countries, representing medicines regulatory au-
thorities globally, as well as representatives from 
the World Health Organization have contributed 
to this initiative, with EMA, FDA, and Health 
Canada in the lead. And for all the regrets that 
continue to be expressed about the lack of readi-
ness of health authorities to respond to the CO-
VID pandemic, one evident positive outcome 
is that international medicines regulators and 
researchers did learn to work together in new and 
ultimately productive ways—including in relation 
to RWE.                  ACT  
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Lindsay Hughes, PhD
Principal Scientific 
Advisor of Clario

THE ADVENT OF NEW 
TECH-DRIVEN eCOA IN 
CLINICAL RESEARCH
Lindsay Hughes, PhD, principal scientific advi-
sor of Clario, a clinical trial data management 
company, presented a poster session at the recent 
DIA Annual Meeting titled “BYOD vs. Provi-
sioned Devices: A Cross-Study Exploration of 
Factors Inf luencing Patient Compliance.” Ex-
ploring related factors ahead, Hughes discusses 
the current electronic clinical outcome assess-
ment (eCOA) environment, new technology ap-
plications, and how technology implementations 
should be supported by science. 

ACT: Can you share recent research or 
regulatory guidance in data management 
or data collection that our audience of 
clinical operations professionals should be 
aware of?
Lindsay Hughes: In 2021, the EMA (Euro-
pean Medicines Agency) and FDA released draft 
guidelines on the use of digital systems and elec-
tronic data acquisition in clinical trials, in June 
and December, respectively. My team has been 
doing research on these documents and have a 
white paper forthcoming that compares the two. 

But high-level, the good news is that there is 
no conf licting guidance between the two, only 
extra topics that are covered on both sides. 

The FDA’s focus is more on patient and study 
environment, as well as reducing patient burden 
to allow for more diverse study populations. The 
EMA focuses more on technical recommenda-
tions, such as device validation, data collection 
and governance, the importance of collecting 
and storing metadata for in-depth audit trails, 
and information that should be available for 
review. Basically, if you’re compliant with one—
even with a more conservative interpretation of 
all the categories—then you’ll be compliant with 
both. Specif ically, in the application of eCOA 

science, these considerations are already covered. 
For example, the EMA focuses on fit-for-purpose 
ePROs (electronic patient-reported outcomes), 
and that instruments have been designed for the 
intended patient population. That also is in line 
with what FDA guidance on this topic has been 
for about a decade, as well as a standard of what 
Clario has been doing.

ACT: What’s your take on the resurgence 
of eCOAs as a result of the foothold de-
centralized trials have gained during the 
pandemic?
LH: At DIA, my boss Bryan McDowell [VP, 
eCOA science and consulting, Clario] gave a 
talk, where he defined decentralized trials very 
succinctly. If we’re thinking of a decentralized 
trial, it is just a clinical trial that has one or more 
endpoints that are collected outside of the clinic. 
Pretty simple. There are many components that 
contribute to the success of a clinical trial. Those 
can vary depending on phase, therapeutic area, 
indication, a well-designed protocol, and reliable 
and valid measurements of two types of data—
biomedical and health-related outcomes. 

To situate where COA falls, those biomark-
ers are physiologic anatomic pathologic char-
acteristics that are objectively measured as an 
indicator of biological or pathologic processes or 
responses to an intervention or clinical outcomes 
assessments. Clinical outcome assessments are 
outcomes that describe or ref lect how an indi-
vidual feels, functions, or survives. Within that, 
there are four types of reported outcomes: clini-
cian-reported outcomes, or ClinROs; observer-
reported outcomes, or ObsROs; patient-reported 
outcomes, or PROs; and performance outcomes, 
or PerfOs. 

If a decentralized trial is one that has one or 
more endpoint that’s collected outside the clinic, 
the electronic, or “e”, of the eCOA enhances the 
hybrid models. Real-time data availability to 

Q&A
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Q&A

sites or monitors enhances the ability to get in-
formation from patients in diverse environments, 
to put more weight on the information that’s pro-
vided directly by the patient. Because of the in-
creased data quality, the ability for validation or 
adjudication, and, again, real-time monitoring, 
all contribute to reduce the potential for error or 
lost data during the data entry process. 

ACT: What are the newer capabilities that 
sponsors and CRO should be considering 
for eCOAs?
LH: Two innovations we have at Clario—eCOA 
Multimedia and eCOA Alive—enhance virtual 
visits. eCOA Alive uses an encrypted web por-
tal that allows participants to complete assess-
ments remotely on their home device, meeting the 
minimum screen requirement—tablet, laptop, or 
desktop computer. And the screens that are used 
live exactly match, so both the patient and the 
clinician are seeing the same screen, which allows 
them to walk through assessments together much 
as they would in person. With eCOA Multimedia, 
a patient can take a photo of whatever the visual 
problem is; for example, reactogenicity in vaccine 
trials, the size of a bump, or a skin condition, will 
improve the ability for those objective measures 
to be evaluated by the clinician remotely, which 
would typically have required an in-person visit.

Also, the newer capabilities of connected de-
vices and the addition of mobility endpoints, 
which are a big factor in quality of life. But it’s 
important to remember that we tie these into 
eCOA. Right now, the regulatory space is not 
accepting many digital-mobility endpoints just 
on their own for labeling claims, because the gold 
standard is eCOA. 

By choosing a complementary quality of life 
assessment, a wearable technology that can bring 
data that improves the science and understand-
ing of the treatment, will help that study, but also 
help design better future studies. 

ACT: What current challenges are your cli-
ents and sponsors having with decentral-
ized trials? 
LH: At the World Vaccine Congress, discussions 
around the importance of hybrid models during 
the height of COVID was a popular topic. But 
presenters shared that it was challenging because 
they went to vendors who could stand things up 
as quickly as possible but then had 10 to 15 dif-
ferent vendors providing the services. So every 
time there was a protocol amendment, it nega-
tively impacted their timelines because it was 
very uncoordinated. 

This matches with what our experience and 
recommendations have been in doing more com-
plex hybrid trials. We do recommend an inte-
grated system managed under one roof, which 
Clario has, but even if the sponsor wants to out-
source a piece, we recommend that we do the 
vendor management so we can benchmark the 
receiving data through eCOA, or connected de-
vices to make the analysis easier, and the com-
parison and triangulation of data better. Again, 
that’s the importance of integration. If it’s not 
integrated you burden the site staff who need to 
enter data into different computers or five tablets 
in a session with one patient.

ACT: Can you talk about science as  
a service?
LH: eCOAs are only as good as the quality of 
the information that is coming in—so the science 
behind the technology. Our team is comprised of 
behavioral scientists who do patient engagement, 
patient retention, everything around the human 
aspect of the trial, and making sure that we get 
the right information, from the right people, at 
the right time. We now have the opportunity 
and the responsibility to look back and make 
sure that tech companies are providing science 
as a service as well—that there is good science 
behind the implementation.                  ACT  
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PROGRESSING BYOD 
ADOPTION: MOVING PAST 
THE ‘IF’ TO THE ‘HOW’ 
It’s time to stop asking “if” clinical trials should 
employ bring-your-own-device (BYOD) strate-
gies to collect electronic patient-reported out-
come (ePRO) data, and instead develop con-
sidered approaches to “how” we do it. This is 
not to say that BYOD will always be suitable 
for every given context; rather, let’s stop getting 
caught up in concerns around whether regula-
tors will accept such data and instead focus on 
optimizing implementation.

A recent article in Therapeutic Innovation & 
Regulatory Science highlights the anecdotal nature 
of the current evidence base for ePRO data col-
lected via BYOD being used in medical product 
labelling, with only one known example being 
published to date.1 That article calls for greater 
transparency around data collection methods 
and proposes a means to capture this experien-
tial data, and the eCOA Consortium has mobi-
lized to drive this initiative forward.

In conjunction with the article, an online poll 
asked sponsors to indicate their intention (or lack 

of ) to contribute to the proposed BYOD database 
(poll link here: https://bit.ly/3zqecZU). At the 
time of writing:

• 35% of respondents have collected ePRO 

data using BYOD and would be willing to 

contribute to a database.

• 22% of respondents have not collected 

ePRO data using BYOD but knowledge of 

others doing so would encourage them to 

adopt this strategy.

• 33% of respondents support this initiative, 

but are not part of an organization that col-

lects ePRO data for submission to a regula-

tory agency.

• 8% of respondents have collected ePRO 

data using BYOD but would not be willing 

to contribute to a database.

It is incredibly encouraging to see the appetite 
for such knowledge-sharing and that representa-
tives of many organizations are supportive of 
increasing transparency around data collection 
methods within medical product development. 
Nevertheless, it is puzzling why a minority of 
respondents would not be willing to contribute 

DATA COLLECTION 

Submission Entry Example: Real-World Evidence
Parameter Detail *

Sponsor PFIZER

Therapeutic Area/Condition COVID-19

Medical Product Name COMIRNATY

Trial Phase III

Endpoint Position; Type Primary; Safety

PRO Measures/Assessments Solicited local and systemic reaction diary

PRO-based endpoint % of participants reporting the following for 7 days after 
Doses 1, 2, and 3: pain, redness, and swelling at injection 
site, fatigue, headache, muscle pain, chills, joint pain, fever, 
vomiting, diarrhea

% Participants using BYOD 79%

Countries USA

Clinicaltrials.gov Identifier NCT04713553

Approving Regulatory Agencies FDA, EMA

Label/ Package Insert Link https://www.fda.gov/media/151707/download

TABLE 1. A DATABASE EXAMPLE ENTRY BASED ON MOWLEM ET AL (2022)1 

https://bit.ly/3zqecZU
https://www.fda.gov/media/151707/download
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and it is difficult to ascertain the concerns or per-
ceived risks of sharing such data.

This database will serve as a shared resource 
where all participating organizations can contrib-
ute and benefit alike. The vision includes a simple 
submission system for sponsors (or their delegates) 
to enter key information into the database, as de-
tailed in the real-world example on previous page.

This source of information will build con-
f idence in the BYOD approach to ePRO data 
collection, removing the hesitation around its uti-
lization—the “if”—and instead moving to focus 
on a considered approach to optimize implemen-
tation—the “how.”

Some key elements of the “how” include the 
platform facilitating the same presentation (for-
mat and functionality) of ePROs across device 
types to ensure the same user experience regard-
less of the device—something clearly identif ied 
as key by FDA.2 Ensuring study participant sup-
port is key. Trial staff will need to assess device 
suitability or provide a provisioned device alter-
native, assist with app download or web-URL 
access. This will also require help-desk support 
along with providing backup options for malfunc-
tioning devices or accommodating participants 
who prefer not to use their own device. While 
this may be perceived as requiring additional 
work, the investment of time and resource is 
worthwhile—BYOD optionality provides the op-
portunity to enhance the participant experience, 
facilitate clinical trial participation, and reduce 
missing data.

As we look into the future, BYOD goes beyond 
just PRO data collection. Using the participants 
own device for wearable data synchronization—
thus avoiding a second smartphone in a clinical 

trial—and performance outcome (PerfO) assess-
ment collection offers further potential to reduce 
participant burden. We can also think about 
expanding digital health technology (DHT) data 
collection beyond participant self-reports with 
their own wearables for remote capture of, for 
example, physiological parameters (e.g., heart 
rate) and activity (e.g., step count).BYOD ap-
proaches also allow for clinician-reported out-
comes (ClinRO) and observer-reported outcomes 
(ObsRO) data collection.

BYOD is poised to play a transformative role 
in clinical trials. Let’s work together to optimize 
its use and realize its full potential much sooner.                  ACT  

Authored on behalf of Critical Path Institute’s eCOA 
Consortium by Florence D. Mowlem Director, eCOA, 
Medable, Inc.; and Elena S. Izmailova, Chief Scientific 
Officer, Koneksa Health, Inc.
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whether regulators will accept such data and 
instead focus on optimizing implementation
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WCG Metrics 
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Working Group

In Part 1 of our guidance for quality tolerance 
limit (QTL) use in clinical research (featured in 
the June issue of Applied Clinical Trials, https://

bit.ly/3A7XRe6), we summarized the WCG Met-
rics Champion Consortium (MCC), now part of 
the WCG Avoca Quality Consortium, QTL Work-
ing Group discussions that explored the relation-
ship between QTL and key risk indicators (KRIs). 
In this second part of the series, we will delve into 
the process of defining QTLs.

Steps for QTL definition
TransCelerate BioPharma has published how 
and when to def ine QTLs1 and the link to criti-
cal to quality (CtQ) factors described in ICH E8 
R1.2 That approach is endorsed here with some ad-
ditional detail.

The recommended steps for developing QTLs 
are shown in Figure 1 on next page. The process 
should begin in the study-design phase when robust 
statistical considerations are formulated. These con-
siderations are foundational when defining QTL 
parameters and limits. ICH E8 R1 sets expectations 
that CtQ factors be established. ICH E6 R23 then 
focuses on identifying the associated critical data 
and processes in the study. 

Risks associated with these critical data and pro-
cesses should be minimized where possible as part 
of the study design. It may be attainable, at this 
stage, to begin identifying possible QTL parameters 
to monitor the remaining critical risks related to the 
CtQ factors.

As the operational design of the study is devel-
oped, the CtQ factors, critical processes, and data—
plus any proposed QTL parameters—should be 
reviewed and revised. At this stage, there may be 
additional parameters identified that can assist with 
providing an early signal that the QTL threshold 
might be deviated from—termed “companion KRIs” 

by the QTL Working Group and described in more 
detail in Part 3 of this series, which will be published 
in an upcoming issue of Applied Clinical Trials. 

Defining QTL thresholds can be challenging. 
A recent paper4 provides some historical data and 
approaches to this challenge. Where QTL expec-
tations are defined in the statistical analysis plan, 
it may be possible to derive a threshold from this 
information, for example, the number of participant 
withdrawals that likely lead to the statistical power 
being too low for the study.

Where QTLs are 
typically considered
The selection of meaningful QTLs should be specific 
to each clinical trial, but there are common areas that 
usually warrant careful consideration to apply a QTL:

•  Missing or non-evaluable data for primary and 

secondary endpoints (e.g., data not collected 

at the visit, data collected outside of visit win-

dow, participant discontinuation, etc.)

•  Other data that could impact the number of 

participants eligible for key endpoint analyses, 

such as protocol deviations (e.g., a high rate 

of prohibited concomitant medications, early 

treatment or study discontinuation)

Defining Quality Tolerance
Limits and Key Risk Indicators
for Timely Risk Detection
Series Part 2: The process of defining QTLs in clinical development

Where QTL expectations 
are defined in the  
statistical analysis plan, 
it may be possible 
to derive a threshold 
from this information

https://bit.ly/3A7XRe6
https://bit.ly/3A7XRe6
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Table 1 at right provides areas where QTLs are 
typically considered, along with the rationale and 
examples of each.

Table 2 (see next page) highlights typical areas 
where, for most trials, teams should carefully consider 
alternatives before applying a QTL. It may be dif-
ficult to obtain data to monitor these risks effectively 
via QTLs. Teams should consider whether there is a 
more effective way of monitoring risks in these areas.

If you would like more information on the con-
sortium, please visit our website at www.theavoca-
group.com/quality-consortium/.                  ACT

Authors
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Our Process for QTL Set-Up

FIGURE 1. RECOMMENDED STEPS TO DEFINE QUALITY TOLERANCE LIMITS.

SOURCE: WCG Metrics Champion Consortium QTL Working Group

Areas Typically Considered for QTLs

TABLE 1. TYPICAL AREAS THAT ARE USED FOR QTLs. (NOTE: THERE ARE 
ADDITIONAL EXAMPLES IN TABLE 2 OF REFERENCE 1 ON NEXT PAGE.)
SOURCE: WCG Metrics Champion Consortium QTL Working Group

https://www.theavocagroup.com/quality-consortium/
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The success of adaptive COVID vaccine programs is further spurring 
the popularity of adaptive clinical trial designs. Though carried out 
under exceptional conditions, these programs are looked to as models 
to speed clinical development. However, justifying the added work 
adaptive designs require needs accurate measurement of their value.

Adaptive designs are not procedural shortcuts in clinical development 
but instead offer promise of eliminating “white space” or down-time 
between decisions. Using adaptive designs strengthens clinical plans 
by reducing the risk of sub-optimal development choices, and recent 
FDA guidance (2019) seems sympathetic to greater employment of 
these techniques.

3 Key take-aways

• The added value of adaptive trial designs can be measured

• Adaptive trials quicken decision-making

• Most trials should have an adaptive component
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Clinical Study Audits: The 
Quality Management Approach
Advancing risk-based auditing one step further by identifying the underlying 
process deficiencies to enable improved corrective and preventive actions 

Over the past decade, auditing of clinical 
trials evolved to a risk-based model. We 
took it to the next step by implementing 

a quality management (QM) approach in our audit 
methodology. Our audits focus on areas of risk that 
have an impact on patient’s safety and ethics and 
study data reliability, but, in addition, aim to iden-
tify the underlying process deficiencies. By focusing 
on which process is impacted and the deficiencies it 
leads to, we increased the efficiency of the correc-
tive action and preventive action process (CAPA), 
which specif ically can focus on why that process 
breakdown occurred and how it can be mitigated. 
We assess both the quality system at the investiga-
tor or vendor sites, as well as the quality system 
at the sponsor. By applying the QM approach, 
we assess whether the process deficiency occurred 
either in the planning stage, the execution, or the 
verif ication step. In this article, we will illustrate 
the benefit of this approach. The methodolgy has 
led to clearer audit findings that are impactful and 
to a more effective CAPA, resulting in sustainable 
process-level improvements. 

The evolution of clinical 
study auditing
The approach to a clinical study audit has evolved 
over recent years. While traditionally, the audit 
frequency was driven by audit cycle, and the audit 
scope would encompass all aspects of a process from 
start to end, there has been a strong encouragement 
from regulators to prioritize when and what to audit 
in a risk-based way.1 

With the introduction of risk-based monitoring, 
there was much emphasis placed on leveraging re-
sources where they could bring the highest benefit 
to an organization. This concept did not only apply 
to the conduct and monitoring of clinical studies, 
but also to the audit and health authority inspection 
approaches. For instance, the planning of audits is 
now driven by risk assessments, based on criteria 
to assess operational, regulatory, and compliance 

risks. This risk computation helps to prioritize what 
to audit when and focus on areas of highest or in-
creased risk. Also, the scope of the audit itself is 
determined by an analysis of data, information, 
and signals to focus on the areas of highest risk. We 
want to focus the auditors’ attention to those aspects 
of the study that impact patients’ safety and ethics 
and data credibility, but also the potential areas 
that demonstrate highest risk based on the internal 
analysis of data and documents. The risk-based ap-
proach brought great benefit to the organization, as 
it brings the focus on areas of increased risk. 

Why is further 
change needed? 
We wanted to take risk-based auditing a step further 
and implement the risk-based process thinking also in 
the way audit findings are identified and formulated. 
This enables us to go beyond reporting the non-con-
formance, but pointing to the deficient process that is 
leading to this deviation. By substantiating that with 
the non-conformities it leads to, we are in a much 
stronger position to help the stakeholders understand 
why change and enhancements are needed. 

Let us illustrate that with the following example: 
For more than 10 years, protocol non-compli-

ance and issues with source documentation at clini-
cal investigator sites has been among the top three 
f indings of FDA2 and most companies’ internal 
audit function. An audit f inding that the clinical 
study site deviated from the protocol often leads to 
restrictive actions with a limited span, such as re-
training the site. 

It is, therefore, much more relevant to dig deeper 
and assess which process is deficient (see Figure 1 on 
facing page). It may be that the instructions in the 
protocol are unclear and lead to misinterpretation 
by clinical site personnel. It may be that the commu-
nication to the site staff and training failed. It may 
also be a site-related issue that prevented them from 
implementing the protocol as written. When audi-
tors identify and report the underlying process gap, 
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the CAPA for this audit finding will be targeted at 
the quality management system (QMS) level and 
have an impact across study sites and studies. 

How to implement a quality 
management approach to audit
To implement quality-management thinking in the 
identification and formulation of audit findings, we 
applied the methodology developed by William Ed-
wards Deming.3 The Deming cycle is a continuous 
quality improvement model that consists of a logi-
cal sequence of four key stages: Plan, Do, Check, 
and Act (PDCA). However, we can also implement 
this to guide an auditor’s assessment of a process to 
identify where process improvement is needed.  

We use the Deming cycle at the level of the inves-
tigator site, study, and project to assess the process 
at each of those levels (see Figure 2 on next page). 
At each one, we train our auditors to ask themselves 
questions to determine whether the identified de-
ficiency stems from a failure in the planning stage, 
execution, or oversight. The following are some ex-
amples of the questions our auditors ask themselves 
to make determinations where the QMS leading to 
protocol non-compliance failed—either at the plan-
ning, execution, or control stage:

•  Assessment of the QMS at the investigator site. 

 o  Was there something that went wrong in the 

way this study was set up at the clinical study 

site? (Failure in Planning stage)

 o  Was the execution of the study at the clinical 

study site poor? (Failure in the Do phase)

 o  Was there control /oversight by the princi-

pal investigator to identify what was going 

wrong? (Failure in the Check phase)

 o  Were actions initiated to correct this error taken 

and effective? (Failure in the Action phase)

• Assessment of the QMS of the sponsor:

 o  Were the planned tools and instructions that 

the sponsor offered sufficient to ensure a suc-

cessful execution? (Failure in Planning stage)

 o  Is the monitoring of the clinical study site by 

the sponsor done in an effective way? (Fail-

ure in the Do phase)

 o  Were performance indicators in place to 

identify this risk? (Failure in the Check phase)

 o  How effective are the controls put in place 

by the sponsor to prevent / mitigate the risk? 

(Failure in the Action phase)

As part of the assessment, the auditor considers 
the risk. Risk is defined by assessing what would be 
the consequences of the occurrence of this failure 
and how likely this failure is to reoccur. This ques-
tion on the intrinsic risk of the failure is important 
to determine the grading of the audit finding (e.g., 
critical, major, minor), as we want the stakeholders to 
focus remediation efforts on the areas of highest risk.

Report Audit Findings From a Process Point of View

FIGURE 1. IT HAS BECOME INCREASINGLY IMPORTANT TO INVESTIGATE DEEPER AND ASSESS WHICH PROCESS IS DEFICIENT.

SOURCE: Bristol Myers Squibb | Division/Therapeutic Area
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Let’s demonstrate how this audit approach can 
be implemented with an example:

•  An auditor identifies significant discrepancies 

across patients between the source data in the 

patient’s medical records and the data entered 

in the electronic case report forms (eCRFs). The 

first step is to look to which datapoints these 

discrepancies pertain and whether this can be 

linked to one specific datatype and what the 

impact of these errors is on data completeness 

and reliability. In this case, discrepancies noted 

were related to medical history, adverse events 

(AEs), and concomitant medications. The major-

ity, though, pertained to AEs and in particular 

their relatedness and outcome (e.g. AEs listed 

as “continuing” in eCRF, but they are all noted 

as “resolved” in the source). Across the dis-

crepancies, the errors in AE reporting are of the 

highest risk, as they affect the collection of data 

to determine the safety profile of the investiga-

tional medicinal product (IMP). This is the area 

the auditor will focus on.            Subsequently, 

the auditor will look at possible failures in the 

quality system at the audited investigator site. 

 o  Plan: Was the study site team member doing 

the eCRF entries qualified to do so? 

 o  Plan: Did the site have a process to enter AE 

information and assess its progress? 

 o  Do: Were all sources considered when as-

sessing the AEs, such as nurse notes, patient 

diaries, etc.? 

 o  Do: Were expectations for eCRF entry clearly 

provided in sponsor ‘s documents? 

 o  Check: Was there oversight on the site staff 

doing entries? 

In addition, the auditor will assess if there were 
breakdowns in the sponsor quality system.

 o  Plan: Was source data verification (SDV) set 

up and executed efficiently to identify simi-

lar issues? 

 o  Do: Did the monitor assess the site process 

to capture, document, and report AE, as well 

as quality oversight? 

 o    Do: Were expectations for eCRF entry 

clearly worded in eCRF instructions?

This way of auditing allows us to identify which 
process can benefit from a thorough root-cause anal-
ysis during the CAPA process to drive process im-
provements both at the investigator and sponsor level, 
and can potentially have impact across the study. 

PDCA: A Continuous Quality Improvement Model

FIGURE 2. THIS AUDITING APPROACH HELPS IDENTIFY WHICH PROCESS CAN BENEFIT FROM A THOROUGH ROOT-CAUSE ANALYSIS. 

SOURCE: de Voorde et al.
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What does it require to make 
this approach successful?
The QM approach to formulate audit findings can 
further reach its desired effect of more effective 
CAPA and continuous improvement at the process 
level, if the sponsor, partner organization, or others 
have a mature quality culture. This implies that the 
stakeholders are open to think end-to-end across 
departmental boundaries. 

Global process owners (GPO) are individuals 
who own an end-to-end process across functional 
siloes and geographic- and business-unit boundar-
ies. Especially in a global operating model, this role 
can be instrumental in aligning the organization 
and defining the expectations in procedural docu-
ments. The GPO will also follow external trends 
and internal changes to the system and organization 
that may impact the process and support adaptation 
to internal processes and capabilities as needed. 
As such, the GPO is an excellent partner to assess 
what changes would be potentially needed if the 
deficiency affects the planning/design phase of the 
process or its control mechanism to identify failure. 

Those that lead the functional teams would have 
to address audit findings that point to a deficiency 
in execution.

Key to success is also the understanding that this 
approach does not imply that auditors perform the 
root-cause analysis. At the beginning, this was the 
biggest challenge—to teach this approach to audi-
tors and distinguish process-driven approaches to 
audits from the root-cause analysis. Investigator site 
staff and sponsor staff will still need to do an inves-
tigation and evaluate “why” the failure happened. 
Was it because of an aspect related to people, such 
as qualifications or training or availability, or rather 
related to absence or deficient process, or because 
of malfunctioning equipment or systems? There are 
always multiple causes, and the 20/80 rule of Juran4 
will have to be applied to identify the 20% of causes 
that inflicts 80% of the errors. 

Measure of success 
This change in mindset takes time to implement. 
Since using this methodology, we were able to ob-
tain more robust CAPA because the written find-

ings were focused on where in the process the de-
ficiency occurred and its impact. In this way, there 
were less discussions on a finding, and we gained 
better acceptance of the finding, as it focuses on a 
process rather than an individual or example. The 
owner of the finding can immediately drill down 
during the root-cause analysis why the error oc-
curred and define the appropriate corrective and 
preventive action(s) at a process level—as we iden-
tify which process had a failure and the respective 
GPO to drive the CAPA process.

Meaningful results
This approach has proven to be very motivating 
to our auditors who are recognized as experts in 
process thinking and promote end-to end and risk-
based thinking. It also results in more meaningful 
discussions with the auditees, pointing to the risks 
and impact, educating all involved in thinking criti-
cally, and uncovering findings of higher impact that 
lead to improvements that go across sites, the port-
folio, and studies. At the investigator level, as the ac-
tions implemented are mostly to improve a process, 
it helped sites to improve the way they conduct clini-
cal research beyond the one study that was audited. 
This leads to less data queries and rework, as they 
evolve to building quality into their processes.                  ACT
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Cambridge, MA A ccurate and consistent reporting of medi-

cal terms in clinical trials is imperative to 
ensure data integrity and human subjects 

protection as decreed by global regulatory agencies. 
Safety and efficacy of a medical intervention is con-
tingent upon accurate assessment of benefits and 
harm during a clinical study. To ensure uniformity, 
subject matter experts have historically manually 
coded medical terms in data capture systems, us-
ing dictionaries such as the Medical Dictionary 
for Regulatory Activities (MedDRA).1 However, 
given the increasing complexity of trial protocols 
and the volume and depth of data, manual coding 
has become untenable. The challenges of manual 
coding include deep expertise required for coding, 
variable linguistic definitions, the large MedDRA 
vocabulary and its frequent changes, inter-coder 
subjectivity, and a labor-intensive, time-consuming 
process. These factors are also compounded by an 
aging population where as many as four out of 10 
adults have multiple chronic diseases, which am-
plifies the need for medical coding scalability and 
automation and adds to the complexity of applying 
medical codes accurately and efficiently. Since the 
transition to ICD-10 coding, a wealth of literature 
has emerged on implementation and utilization of 
computer-assisted coding (CAC) from both industry 
and academic sources.2

The integration of health information technol-
ogy into clinical workf lows has great potential to 
streamline processes and introduce efficiencies into 
manual review processes such as medical coding. 
CAC has been integrated in clinical workf lows 
since the mid 1990s.3 More widespread CAC ap-
plications have been available since the early 2000s 
and their adoption has increased dramatically in 
recent years with the push toward electronic health 

records (EHRs) and implementation of new coding 
nomenclatures such as ICD-10 and most recently 
ICD-11.4 CAC has made it possible to automate the 
coding process by assigning diagnoses, procedures, 
and adverse events from electronic sources of clini-
cal documentation using natural language process-
ing (NLP) and machine learning (ML).

Many studies and organizations have demon-
strated use and efficacy of computer-assisted coding 
to efficiently and accurately code clinical data. For 
example, in one such study researchers reviewed 38 
journal articles, published dissertations and case 
studies revealing that CAC demonstrated measur-
able value in improving clinical coding accuracy 
and data quality, and in overcoming human misses 
during the manual medical coding process.4-5 How-
ever, in these studies, evaluation results were dif-
f icult to generalize because no common ground 
truth was available to measure effectiveness of CAC 
implementation across different clinical coding 
workf lows.3 In another study, researchers conducted 
a systematic literature review of over 113 published 
tools to examine the utility and added value of 
implementing clinical coding modules and found 
that these systems hold promise but must be consid-
ered in context as their performance is relative to 
the complexity of the task and desired outcomes.6 In 
one such system evaluation, a NLP approach was 
used to map SNOMED CT for ICD-10 diagnosis 
codes with results of 54.1% sensitivity and 70.2% 
positive predictive value.7

CAC coding engines are typically based on a 
combination of rules, statistical analyses, and dic-
tionaries to assist in extracting clinical facts and 
surface insights from EHR data that are then val-
idated by coding professionals. CAC is usually 
implemented in a way that modif ies the review 

Real-World Use of AI 
for Coding of Adverse 
Events in Clinical Trials
Study evaluates the real-world use of medical coding module supported by 
artificial intelligence
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process, providing coders the option to accept or 
reject codes suggested by the artificial intelligence 
(AI)-supported coding system. This computer-as-
sisted approach to the coding process has become 
progressively more common and has been cred-
ited with measurable gains in data quality and  
coder productivity.8-9 

CAC systems are typically deployed as a tradi-
tional software model where the software either 
is purchased from a vendor and loaded on a dedi-
cated server hosted by the client organization or is 
installed as a software as a service (SaaS). SaaS de-
ployment has become the more commonly used and 
preferred approach due to lower operating costs.4

The goal of this study is to evaluate and report on 
the use of an AI-supported medical coding module, 
that is integrated with an end-to-end clinical data 
management system (CDMS), using real-world data 
from a large North American contract research or-
ganization (CRO). Our group previously published 
on the advantages of an end-to-end CDMS and bot-
tlenecks in clinical trial data management.10-11 The 
CRO conducts clinical trials in many disease areas 
and used the AI-supported coding system to code 
clinical trial adverse events (AEs).

The CDMS is called IBM Clinical Development 
(IBM CDMS) and is a single instance, multi-user 
SaaS platform that employs IBM’s AI-supported 
technology. The medical coding module draws on 
MedDRA and World Health Organization Drug 
Global (WHODrug Global) dictionaries to suggest 
appropriate codes that are not automatically coded 
by the user’s preexisting coding rules. IBM CDMS’s 
Medical Coding with AI module is formulated as a 
hierarchical text classif ication problem with mul-
tiple classes because the MedDRA dictionary has 
hierarchical semantics. A deep learning multi-task 
convolutional neural network (CNN) with kernel 
filtered convolutional layers, pooling layers, and a 
fully connected layer is embedded to the medical 
coding module to rank the predicted top-k lowest 
level term (LLT) with their associated probability 
scores. The predictive model comprises standard 
deep neural network (DNN) components, including 
neurons, hidden layers, drop-out rates, and the Soft-
max activated function. The model is trained on 
a large and diverse collection of system-generated 
auto-coding rules in order to optimize proposed 
coding suggestions. This study assesses the techni-
cal performance, usability/workf low, and impact of 
IBM CDMS’s Medical Coding with AI module in 

general and specifically for a variety of quality and 
performance metrics for the task of coding for AEs.

Methods
Study design and endpoints
In this mixed-methods study, the CRO’s system us-
age data from April 9, 2020 through April 7, 2021 
were retrospectively analyzed to compare both the 
number of searches required to arrive at an ap-
proved code and the code rejection rate, with and 
without AI coding system support. Semi-structured 
qualitative interviews were conducted with system 
users via recorded phone conference calls to assess 
perceived system accuracy, efficiency, and how time 
savings (if any) were repurposed. Informed consent 
was obtained from each interview participant a 
priori. Using an open coding approach, interviews 
were transcribed, de-identified, and analyzed. The-
matic analysis was def ined by a combination of 
deductive review of the direct responses to inter-
view questions and inductive analysis to identify 
emerging patterns. Our study goal was to assess the 
utility of the coding module and perceived system 
efficiency, accuracy, and usability by trained clini-
cal coders using the system.

Data analysis
Quantitative
We extracted data from IBM CD and analyzed 
distributions of utilization of the AI-supported cod-

The AI Advantage Curve

FIGURE 1. OVERALL CUMULATIVE SEARCHES BY CODING METHOD.

SOURCE: South et al.
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ing module and provided descriptive statistics for 
the study period. We report the number of searches 
by coding method (manual versus AI-supported), 
proportion of searches by coding method, and code 
rejection rates.

Qualitative
The study team conducted semi-structured tele-
phone interviews lasting 60 minutes. All interview 
participants had a minimum of seven years of ex-
perience in clinical trial medical coding and data 
management, were currently managing data in one 
or more clinical trials, and also had a supervisory 
role for more junior data managers. Conversations 
were directed via a semi-structured interview guide 
to explore participants’ workf low and responsi-
bilities, experience using the tool, and perception 
of the tool’s impact in their work. Each 60-minute 
interview was conducted remotely via a secure on-
line meeting platform and audio recorded for tran-
scription into NVivo,12 a qualitative software tool. 
The data was de-identif ied and examined using 
a grounded theory-informed approach to identify 
relevant themes.

Ethics statement
This study was submitted for review by the Western 
Institutional Review Board (WIRB), which deter-
mined that it is exempt from human subjects regu-
lations under the US Department of Health and 
Human Services’ (HHS) 45 C.F.R. § 46.104(d)(2).

Results
Quantitative outcomes
During the study period, a total of 7,965 approved 
codes (32% AI-supported) from 14 endocrinology 
clinical trials (79% Phase I, 21% closed) conducted 
by a single CRO were assessed. Figure 1 (see pre-
vious page) shows cumulative searches by coding 
method with manual coding in blue compared with 
AI-supported coding in orange. One important 
feature of the AI-supported coding module is that 
codes for medical terms are proposed upon verba-
tim selection. This study assesses those verbatims 
that were not automatically coded by the system and 
required human/manual review. When cumulative 
searches by coding method were compared, codes 
for 4.12% of manually coded AEs were approved 
after a single search, while codes for 72.27% of AI 
supported AEs were approved after zero searches 
and increased to 81% after only two searches.

Figure 2 at left shows the proportion of searches 
by coding method. Manually coded AEs required 
more searches with 56% approved after three and 
80% after four searches, respectively. Code rejec-
tion rates for each coding method were similar 
(1.58% manual, 2.43% AI-supported).

Qualitative outcomes
Semi-structured interviews lasting 60 minutes were 
conducted via phone with coding system users as 
described earlier (n=3). Interviewed users stated the 
AI coding system improved efficiency and decreased 
work effort while maintaining requisite accuracy. 
Additionally, the coding module integration to the 
IBM CDMS was deemed intuitive and seamless.

Accuracy at the expense 
of time and effort
Participants’ work responsibilities spanned many 
data-intensive steps, from creation and mainte-
nance of databases to training and managing medi-
cal coding teams. Each participant manually re-
viewed the items which did not receive automatic 
coding for their studies on a weekly basis. Partici-
pants also identified data as “the critical element” 
of their work, with several directly stating accuracy 
as their paramount goal in the data management 
process, even at the cost of increased time and ef-
fort. As one participant noted:

“We want to be as accurate as possible. Because the regu-
latory agencies are the ultimate end-users. And the sponsors 
that are trying to get their drugs approved.”

Search-Volume Comparison

FIGURE 2. PROPORTION OF SEARCHES BY CODING METHOD.

SOURCE: South et al.
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The premium placed on data quality directly ben-
efits regulatory agencies, who rely heavily on the 
accuracy and validity of clinical trials evidence to in-
form their policy decisions. Given this priority on data 
quality, the small portion of coder job duties spent on 
manual coding and review can often be time-intensive 
and mentally taxing. The focus needed to ensure com-
pleteness and representativeness of the coding, as well 
as the large number of MedDRA codes that must be 
focused on simultaneously and holistically, contribute 
to their cognitive load.

“Take for example, surgery for a broken bone subsequent 
to a fall. Is the fall related to a prior, existing medical condi-
tion? Is the fall the important part or the broken bone? Or the 
surgery? Adverse event—did the trial drug make them dizzy 
and they fell?”

The subsequent findings of this qualitative study 
are demonstrated to be consistent with this over-
arching goal of data accuracy and provide further 
explanation of the priorities of the coding staff.

When asked to discuss their experiences using 
the AI-supported tool for manual coding, three 
overarching themes emerged: supportive interface, 
effort, and time (see Table 1 as well).

Supportive interface
All participants described the tool as intuitive to use 
and well-integrated into the existing system inter-
face. They were able to review and refine the codes 
without the need to navigate to another window or 
a separate application.

This is consistent with our goal in building the 
interface to “suggest” rather than rank or direct the 
coder. AI-supported systems are sometimes incorrect, 
and it was our goal to maintain the user’s perception 
that they remained in control. The system provided 
suggestions rather than definitive codes in an effort to 
avoid being too persuasive, which could result in re-
working or reducing user trust in the system.

Effort
Participants also noted the tool helped them by pro-
viding them a curated list of potential labels, which 
signif icantly decreased effort needed to interpret 
the medical text and determine the correct Med-
DRA code. 

The high underlying accuracy made disagree-
ments with the system exceptionally rare, with each 
participant recalling three or fewer instances of 
disagreement. Additionally, even when the partici-
pants did disagree with the suggested code, the tool 

still provided the benefit of a limited search space, 
reducing the number of alternative considerations 
they had to entertain.

Time
Finally, participants discussed how the combina-
tion of the intuitive usability and reliable accuracy 
resulted in substantial time savings. Every partici-
pant estimated the tool helped them cut down their 
time spent manually coding by one-half or more. 
This was a valuable time savings as one participant 
noted, “All the time we don’t spend coding is the 
value.” Again, the coders saw the accuracy of the 
data as their highest priority, so this capability to 
save time is explicitly dependent on the ability of 
the system to perform as desired.

Key learnings
In this study, we demonstrate user interaction with 
the system and usability. We learned from this study 
that user impression of system accuracy is highly 
relevant with regard to system use and implementa-
tion. The interview data we present in this study 
provide a real-world example for implementation 
of AI-supported medical coding in one CRO. In 
future studies with other partner organizations, we 
will broaden our inclusion criteria for interviews 
and/or surveys, demonstrating the generalizability 

First-hand Feedback 
Theme Quote

Supportive  
interface

Since a lot of the [AI-supported] recommendations are 
spot-on...we can just click on it and verify it is consistent 
with the data; click apply and there we go. 

Reduced  
effort

[The AI-supported tool] picked up on something that I 
would never even have thought to look at and I was like, 
“maybe we could use this [code term].” ...I would not have 
thought to go look at the tab, had [the tool] not picked 
that up on the verbatim term. 

Time saved It used to take a lot longer before [the AI-supported 
workflow]; it used to take up to four hours. Now I’d say 
it’s like 30 minutes to an hour. 

[AI- supported] has reduced the amount of time to do 
the manual searching substantially...I think we estimated 
we save like 80%. So, 80% of the time is reduced. 

TABLE 1. QUOTES FROM STUDY PARTICIPANTS ON USE OF AI-SUPPORTED TOOL.

SOURCE: South et al.
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of the findings we have presented to a less-senior 
workforce. In addition, the quantitative portion of 
the study focused solely on AEs in endocrinology 
trials, narrowing the repertoire of verbatims to a 
specific disease. However, it should be noted that 
the AI-supported medical coding module has been 
trained on the broad use of IBM CD on over 1,500 
clinical trials in a wide-ranging set of treatment set-
tings and phases.

AI systems integrated into coding workflows can 
increase code approval efficiency while maintaining 
accuracy and user satisfaction. Our study suggests 
that an AI-supported medical coding module can aid 
in selecting the most appropriate codes for AE detec-
tion. As technology progresses and ML and NLP 
approaches improve CAC capabilities, the medical 
coding workflow will further evolve. In future stud-
ies, we will address the opportunity to evaluate im-
plementation on a larger scale and for more disease 
conditions and clinical trials.                  ACT

The authors wish to acknowledge the generosity of the interview 
participants and support of the CRO we partnered with to ob-
tain study data.
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NNIT Inc. Conducting a clinical trial requires multiple 

inputs of both data and documents. Each 
partner, vendor, site, or committee must ex-

change documents and data with sponsors. In some 
cases, standards exist for document transfers, such 
as the trial master file (TMF) reference model. Un-
fortunately, each partner may have slight variations 
in their list of artifacts and sub-artifacts. Artifacts 
are the documents that are expected to be found 
in the TMF. Sub-artifacts are company-specific or 
possible variations of an artifact. The exchange of 
data for clinical trial management systems (CTMS) 
is even more challenging due to the lack of stan-
dards or common agreements on which data are 
required or optional.  

Traditionally, document and data exchange has 
occurred through custom integrations or batch 
loading that still require signif icant error prone, 
manual interventions. These solutions demand 
time and resources to def ine requirements, con-
duct validation, and maintain support.  They are 
costly solutions that can easily break when docu-
ments, data, or metadata aren’t clearly understood 
in advance and vary, even sightly, from the as-
sumed standards. This situation creates a connec-
tivity and a capacity challenge for clinical teams 
who are under pressure to receive and process the 
documents and data as quickly as possible to main-
tain compliance and to make them accessible to 
the broader organization. 

The situation is similar to the problem of con-
necting multiple input devices and cables to a com-
puter (see Figure 1 on facing page). The computer 
industry has solved this problem by creating an in-
finite number of adapters and port configurations.  
The biopharmaceutical industry has similarly used 
data warehouses and data lakes to tackle these 
problems. However, not every company has the 
technical or financial resources to build and main-
tain these more complex solutions.

The efficient exchange of documents and data 
continues to be an elusive goal in clinical opera-
tions. This business problem demands more than 
automation. It also requires artif icial intelligence 
(AI) to address decisions throughout the intake pro-
cess. The problem grows as more vendors, partners, 
and even patients are involved in the exchange 
process. Often each exchange transaction must be 
mapped, validated, and monitored for quality and 
compliance. Any change in configuration or pro-
cess requires the process to be repeated. These ac-
tivities frequently are time-consuming and require 
some level of subject matter expert (SME) interven-
tion along the way.  

Applying technology  
and domain expertise 
The technology solution requires f lexibility for 
document and data exchange that can only be 
achieved with AI and machine learning (ML). Ma-
chine learning involves users specifying a set of cor-
rect data or documents that becomes the baseline 
knowledge. Another sample of data or documents 
is analyzed, and the system attempts to predict the 
results. The system compares the predicted values 
to the baseline knowledge. The closer the prediction 
is to the baseline knowledge, the greater the confi-
dence in the prediction.  

Once the system is trained and confidence levels 
are established, the work transitions to managing 
the exceptions, rather than the full set of documents 
or data. This is a powerful value proposition for 
clinical teams who may be faced with bringing in 
large document collections as a result of merger and 
acquisition (M&A) or partnering activities. 

If needed, the system can easily be retrained, us-
ing a new sample of data and documents. As humans 
confirm or correct the predicted values, the system 
learns and increases its ability to provide accurate 
predictions. Much of the manual quality control 

Opportunities to Transform 
Clinical Data Intake with 
Artificial Intelligence 
How these tools can help expand capacity while maintaining compliance
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(QC) work will be automated and becomes report-
able. Companies can reduce their 100% QC activi-
ties and begin to take a more risk-based approach.

AI is particularly useful for clinical document 
exchange because documents may contain unstruc-
tured data. Context, synonyms, and fuzzy logic 
can all be used to enhance document identification 
and indexing. AI can also be used to identify minor 
variations in similar documents. The technology 
can also check if the document is in the correct ori-
entation and if a signature is present when required.

Let’s look at a practical example in Figure 2 be-
low from the TMF reference model. Suppose that 
a contract research organization (CRO) submits a 
document titled “Trial Master File Index” based 
on their document naming convention. Using AI, 
the sponsor’s TMF system would understand this 
content as belonging to the Trial Master File Plan 
artifact. The context within the document can be 
used to enhance the predictive assignment of the 
correct artifact. In a traditional manual indexing 
scenario, the sponsor’s document processor may not 
know where to file the document received from the 
CRO. This task would then require additional time 
and direction from a colleague to determine the 
correct location to file the document.

Similarly, study site data provided by a CRO 
might use the study name, full country name, and a 
site number. The sponsor uses the protocol number, 
ISO country code, and the site number as primary 
data and concatenates this data to create a unique 
ID for the site (see Figure 3 on next page). AI can 
transform and enhance the data instantaneously. 
This avoids the need for a person to look up the data 
and eliminates the potential for transcription errors.

AI-Enhanced Indexing Scenario 

FIGURE 2. AN EXAMPLE FROM THE TMF REFERENCE MODEL BASED ON A CRO DOCUMENT SUBMISSION. 

SOURCE: NNIT Inc.

Connectivity Example: Computer Industry

FIGURE 1. THE COMPUTER INDUSTRY HAS SOLVED ITS CONNECTIVITY AND 
CAPACITY PROBLEMS BY CREATING AN INFINITE NUMBER OF ADAPTERS AND 
PORT CONFIGURATIONS. 
SOURCE: NNIT Inc. 

The efficient exchange 
of documents and data 
continues to be an 
elusive goal in clinical 
operations. This business 
problem demands more 
than automation
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Automated workf lows can be used to send the 
documents and data from the source system to the 
target system. The use of an analytics tool can then 
be applied to identify trends and outliers. Cost-
effective and user-friendly tools such as Microsoft 
Power Apps and BI can be used to deliver or im-
prove this type of automation.

Benefits of applying AI
This approach allows f lexibility for organizations to 
work with different partners and vendors. The tech-
nology can be configured to provide real-time or 
near real-time transfers. Visualization of trends can 
significantly reduce the cycle time from issue identi-
fication to closure. Leveraging these types of novel 
technologies can improve sponsor oversight and 
avoid the traditional burdens that occur at study 
closure or archival. These tools can also be used for 
data quality assessments to support M&A activities. 

Finally, the tools can be used to export docu-
ments, metadata, and audit trail data efficiently. In 
many cases, maintaining document hierarchy and 
relationships is critical to preserving the value of 
the exported documents.

New user-friendly tools that leverage AI can 
greatly facilitate the transfer of documents and 
data. This is a cost-effective solution to a long-
standing problem. Besides providing a f lexible solu-
tion to meet changing business needs and collabo-
rations, it can improve compliance and inspection 
readiness.  

It may be time to assess your current tools and 
business processes used for document and data 
transfers. If your organization doesn’t currently 
have access to these types of tools, developing a 
business case with an ROI calculation will help to 
educate your management team on the business 
problem and the opportunity that AI presents.                  ACT

Creating a Unique Site ID

CRO Provided Data Sponsor-Required Data
Study Name Country Site Study Number Country Study Site Site ID

Alpha 1 United States 005 346-120 840 005 346-120-840-005

SOURCE: NNIT Inc.

FIGURE 3. AN EXAMPLE OF STUDY SITE DATA PROVIDED BY A CRO AND THE DATA REQUIRED OF THE SPONSOR.
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Implementing the SAFE      
Data Standard for Sharing   
Rich Clinical Trial Data
A look at how data transformation is measured as part of the sharing anonymized 
and functionally effective (SAFE) data standard 

T he clinical trial transparency landscape has 
been evolving, with rising expectations of 
openness and disclosure by all trial sponsors. 

Transparency brings benefits to study participants, 
clinical trial sponsors, regulators, the scientif ic 
community, and, ultimately, patients.1-4

Disclosing trial information can inform funders 
and researchers on what trials are needed, enable 
better decision-making by those who use evidence 
from trials, support a more robust system of qual-
ity, and foster trust between the public, sponsors, 
and regulators. Moreover, reuses of study data by 
sponsors can improve the speed and effectiveness 
of future R&D.5 For example, combining data from 
trials can enable meta-analysis and the evalua-
tion of new hypotheses, support improvements to 
trial design, foster innovation using artificial intel-
ligence and machine learning, and enable other 
analysis and data science (e.g., supporting pharma-
coepidemiology by identifying participant groups 
who are at increased risk of an adverse event asso-
ciated with a drug).

Research on the views of trial participants sup-
ports efforts to facilitate the sharing of clinical trial 
data. Although neither trial participants nor the 
public were consulted for this paper, participants 
generally believe that reuse of their data will speed 
up the research process and lead to greater scien-
tific benefit.2 They are also generally comfortable 
when trial data is reused and even expect that this 
will happen.

The need for clinical trial 
transparency and data sharing
Deciding whether and when to share data
In some cases, disclosing anonymized trial infor-
mation is required for market authorization, such 
as clinical study document publication under the 

European Medicines Agency (EMA) Policy 0070 
and Health Canada’s Public Release of Clinical 
Information (PRCI); however, in most cases, shar-
ing or reusing anonymized trial data is voluntary 
and remains an important consideration for the 
sponsor.6 Sponsors should consider the benefits and 
ethical considerations to data sharing, recognizing 
reputational benefits and risks. Sharing and reusing 
data can earn trust with stakeholders by bringing 
new life to trial data, furthering trial transparency 
and supporting health research while easing the 
burden on trial subjects.7 At the same time, ethi-
cally questionable uses of data can erode trust, even 
when privacy is protected with any identifying in-
formation of trial participants removed.

The Sharing Anonymous and Functionally Effec-
tive (SAFE) Data Standard focuses on protecting pri-
vacy to share non-identifiable clinical trial data for 
ethical secondary uses and disclosures. Anonymiza-
tion provides a key privacy enhancing tool to enable 
responsible data sharing, and trial sponsors should 
ensure such data are otherwise ethically used and 
consistent with broader organizational objectives.8

Anonymization to enable 
responsible data sharing
To share or reuse trial data while protecting the pri-
vacy of study participants, trial sponsors first ano-
nymize the data.4,9 While the primary focus of this 
SAFE Data Standard is on structured individual 
participant data given its analysis-friendly format, 
the term “data” and the use of the SAFE Data Stan-
dard can apply more broadly to other information 
collected or produced during a clinical trial, includ-
ing clinical study documents. As an example, under 
the EMA’s Policy 0070 and Health Canada’s Public 
Release of Clinical Information,10,11 trial sponsors 
are required to anonymize clinical study documents 
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so that they can be published on the EMA and 
Health Canada data access portals, respectively.

Statistical (or quantitative risk-based) anonymiza-
tion measures the probability of re-identifying in-
dividuals through indirectly-identifying pieces of 
information—such as demographic information, 
medical history, and medical event dates—and then 
reduces this probability through the use of various 
data transformations, such as shifting dates, general-
izing disease classifications or demographic values, 
or removing (suppressing) outlier values in the data.12

The anonymization process renders data non-
identif iable, such that the probability of re-iden-
tifying trial participants in the data is rendered 
suff iciently low.13,14 Identif iability can be viewed 
along a spectrum.15,16 As the data are increasingly 
transformed, the identifiability of the data is gradu-
ally reduced until it reaches a level that is below 
the applicable anonymization threshold. At this 
point, the data are no longer identifiable. The ap-
propriate threshold is determined based on data 
disclosure precedents, industry benchmarks, and/or 
regulatory guidance. For example, both the EMA 
and Health Canada recommend a threshold of 
0.09,11,17 which is equivalent to having at least 11 
similarly looking individuals in every group based 
on the well-understood and adopted concept of cell-
size rules and k-anonymity.18

Many of the publicized re-identif ication at-
tacks pertain to data that were minimally trans-
formed or pseudonymized, with no other controls 
in place.19-21 These examples demonstrate potential 
vulnerabilities and, as with any scientif ic disci-
pline, serve as evidence to inform and evolve the 
field.22 Statistical anonymization in consideration of 
all data variables and applicable technical and orga-
nizational controls is consistent with best practices 
and regulatory guidelines. Novartis commissioned 
a motivated intruder test to evaluate the strength of 
anonymization privacy protection for EMA Policy 
0070, publishing results with zero high-confidence 
matches despite high effort per record expended.23

The level of identif iability in the trial data is 
determined by the similarity of participants in the 
data compared to the population. But contextual 
factors also matter. The more data a researcher has 
available to link or combine with the trial data, and 
the less restricted the use and environment of the 
trial data, the more likely re-identification becomes.

This generalized concept of breaking identif i-
ability down into sub-dimensions (e.g., data and 

context) along a spectrum has been used in disclo-
sure control to guide data access decision-making 
for years.24-27 For example, the Five Safes28 frame-
work has been widely adopted and can be used in a 
process of anonymization to balance multiple con-
siderations in making data safely accessible.29,30 Ex-
tending the concept to clinical trial data disclosure, 
particularly given the global context in which clini-
cal trials are conducted across privacy jurisdictions, 
can empower organizations to make decisions more 
efficiently and consistently. Despite a wide range of 
global stakeholders in the clinical trial data-sharing 
landscape, the multiple contexts in which clinical 
trial sponsors share these data are relatively com-
mon and consistent across the industry, with shared 
data-sharing platforms and portals commonly used 
by many sponsors to enable researcher access to 
these data. These shared interests create opportu-
nity for greater standardization. 

With the public benefits of making clinical trial 
data available for reuse,1-5 alongside inherent chal-
lenges with anonymizing these data types (for ex-
ample, a typical study can have thousands of intri-
cately correlated identifiable variables about each 
trial participant in the structured participant data), 
there is a practical need for a common framework 
or shared standard for sponsors to use in coordina-
tion with research platform hosts.4,31

As part of the anonymization process, one must 
consider the likelihood of an opportunity (including 
an attack) to identify data subjects.32 This involves as-
sessing potential threats, or all the means reasonably 
likely to be used to identify data subjects, including 
deliberate re-identification attacks, inadvertent rec-
ognition of a close acquaintance by someone using 
the data, and data breaches (all referred to as “re-
identification opportunities”).33 The re-identification 
opportunities over time should also be contemplated, 
with data retention, disclosure, and periodic assess-
ments all being important considerations.

To support standardization, a process and frame-
work for modeling data identifiability is needed to 
address a range of contextual re-identification op-
portunities. There are different ways in which iden-
tifiability can be modeled, and we opt to provide a 
conceptual representation of previously published 
and adopted statistical anonymization methodolo-
gies for measuring and managing re-identification 
risk. Industry consortia, such as PHUSE,34 Trans-
Celerate35 and the Clinical Research Data Sharing 
Alliance (CRDSA),36 play a role in promoting stan-
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dardization in the exchanges of clinical trial data 
and may advance this conceptual representation to 
help meet practical implementation needs.

The conceptual framework and basis for stan-
dardization we introduce for the SAFE Data Stan-
dard can be extended to other forms of data, such 
as the outputs from remote query systems or syn-
thetic data, assuming that privacy metrics can be 
established and enforced under varying contexts. 
As an example, Stadler, Oprisanu, and Troncoso 
recently evaluated the use of differential privacy 
and found that the principles for assessing synthetic 
data are similar to those followed when assess-
ing transformation methods for anonymization. 
The authors, thus, demonstrate empirically that 
synthetic data does not provide a better trade-off 
between privacy and utility than transformation 
techniques to anonymize data.37 

The practical goal in all cases is to identify the 
disclosure contexts shared frequently across clini-
cal trial sponsors and align privacy metrics to the 
contextual risks associated with each, for consis-
tency and greater standardization in how data are 
shared across these contexts.

The process we adopt for measuring and manag-
ing identifiability is described by the equation Data 
x Context = Identifiability, where Data is the prob-
ability given a re-identif ication opportunity, and 
Context is the probability of a re-identification op-
portunity. This conditional probability establishes 
the level of identifiability of a data set in a particu-

lar context. Moreover, we can define an inequality 
based on an identifiability threshold that a data set 
must not exceed to be deemed anonymized, using 
Data x Context ≤ Threshold.

As previously highlighted, this process we use 
to measure and manage identif iability as a basis 
for the SAFE Data Standard can be extended in 
practice to accommodate additional measures of 
privacy. Within this context, the tolerance and 
“threshold” concept can be interpreted more 
broadly as a similarity metric and further extended 
to other privacy metrics,38 such as those applicable 
to other techniques for disclosure control (e.g., dif-
ferential privacy for remote query systems or syn-
thetic data).39 The process can also be augmented 
with inspiration from other industry implementa-
tions of data disclosure management,40,41 once there 
is an established baseline and framework within 
which standardization in the sharing and reuse 
of clinical trial data can be adopted globally. We 
prioritize pragmatism in the SAFE Data Standard 
given the inherently subjective nature of disclosure 
control and diminishing returns in practice from 
advanced usage of objective measures.42 In balanc-
ing pragmatism with the need for an objective basis 
for a rating system, we hope to further develop the 
proposed standard should it be effective in enabling 
data sharing consistency and efficiency.

The specific factors considered for the inequality 
on identifiability described are illustrated in Figure 
1 above.

Specific Factors Considered

FIGURE 1. FACTORS EVALUATED TO ANONYMIZE DATA WITHIN THE APPLICABLE AND APPROPRIATE THRESHOLD, WHERE CERTAIN FACTORS 
(E.G., MOTIVES AND CAPACITY) ARE INFLUENCED BY CONTRACTUAL CONTROLS AND TRAINING OBLIGATIONS.
SOURCE: Bamford et al.
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Standardizing anonymization 
levels to make transparency 
more efficient and reliable
The need for a standard: Consistency in 
the degree to which data are transformed
As trial data are increasingly shared and reused, 
a variety of data-sharing platforms have been 
implemented to facilitate the process. Some were 
implemented to enable open access to trial docu-
ments, such as the EMA and Health Canada 
portals.11,17 Some were implemented to enable data 
sharing by sponsors with independent research-
ers, such as the Vivli platform,43 Yale’s Open Data 
Access (YODA) Project,44 and the Clinical Study 
Data Request consortium, ClinicalStudyDataRe-
quest.com (CSDR).45 Others were designed to fos-
ter collaboration among pharmaceutical sponsors, 
such as TransCelerate BioPharma.

Because contextual factors—such as platform se-
curity and enforceable terms of use—influence the 
likelihood of re-identification, the degree to which 
data are transformed in the anonymization pro-
cess should be commensurate with these controls. 
However, without a common standard to define the 
degree of transformation, sponsors and platforms 
may adopt inconsistent methods, potentially result-
ing in unnecessary erosion of data utility or weaker 
privacy protection than needed.

Inconsistencies in the availability of individual 
participant data for meta-analyses have been docu-
mented, with anonymization cited as one of the 
barriers.46,47 The SAFE Data Standard may ease 
the data sharing burden for sponsors and bring 
greater consistency to data shared with research-
ers for quality meta-analyses. It can also minimize 
erosion of data utility through the process of ano-
nymization, an important concern for secondary 
research,48,49 ultimately promoting greater outcomes 
in the reuses of these data.

Proposed data transformation rating
To promote standardization and efficiency in the 
sharing of data, this paper proposes a SAFE Data 
Standard rating corresponding to a certain level 
of data transformation that can be used to quickly 
align stakeholders and effectively protect privacy. 
Because the design of a data-sharing portal (eg, 
security controls) and terms of use remain relatively 
constant over time for a single data platform, and 
certain characteristics of clinical trial data are 
constant, the level of data transformation needed to 

protect privacy can be standardized along a com-
mon scale from 0 to 5, where 0 is the raw trial data 
(often referred to as “coded” data due to clinical tri-
als being blinded) and 5 is data transformed to the 
full extent required for access under an open data 
license or similar terms of use (e.g., publication on 
EMA50 or Health Canada transparency portals).

This concept is illustrated in Figure 2 (see next 
page), with each rating having a defined context 
and degree of data transformation described fur-
ther in the upcoming sections. While data utility 
remains higher with statistical anonymization than 
with traditional methods such as redaction, the 
relative decrease in data utility ref lects the degree 
to which data are transformed to compensate for 
an absence of other mitigations (such as security 
controls).

To maintain an adequate level of privacy, each 
level of data transformation on the 5-point scale 
also requires appropriate data protection mea-
sures, such as security and privacy controls and 
user contracts. The less the data are transformed, 
the greater the protections they will require. For 
each level on the scale, the standard specifies the 
appropriate measures for protecting the privacy of 
participants in the data.

If the data were made public without terms of 
use (e.g., posted publicly on Google with no pub-
lished terms of use), the data would have even less 
contextual protection than what is specif ied by 
a level 5 rating. The complete public release sce-
nario is not addressed by the SAFE Data Standard, 
though it may warrant transformations greater than 
those recommended for level 5. If those accessing 
data do not agree to any terms of use, the data 
become even more susceptible to demonstration at-
tacks. Demonstration attacks are typically launched 
by the media or academics striving to prove that re-
identification is possible.51,52 

Given that an equivalent level of transparency 
can be attained through approaches adopted by the 
EMA and Health Canada, publishing clinical trial 
data with no terms of use is not typically required 
or recommended.

The 5-point rating is valuable because it commu-
nicates to all viewers not only the level of transfor-
mation to the data set itself, but also the protection 
measures that one would expect to find on a plat-
form with a given rating. Moreover, the standard 
specif ies the protection measures that platforms 
must implement to accommodate data at a particu-
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lar utility level while maintaining adequate privacy. 
The result is a simplif ied concept of a numeric 
rating that can quickly be used to classify a data-
sharing platform.

Defining the appropriate 
level of data transformation
How data transformation is measured
Each rating l prescribes an appropriate level of data 
transformation along two dimensions. The f irst 
dimension is the strict data tolerance, or equivalent 
minimum cluster size of similarly looking individu-
als across all trial participants. This is also known 
as a group size, which is related to the concept of 
equivalence classes in k-anonymity while accom-
modating different implementations of the same 
concept in complex data types, such as longitudinal 
clinical data.33 The second dimension is the average 
data tolerance, or equivalent average cluster-size 
value, across all trial participants.

Cluster size is determined by the number of in-
dividuals who share the same indirectly identifying 
information. Figure 3 on the next page provides an 
illustrative example. In Figure 3, the highlighted 
data subjects form a cluster size of three since they 
all share identical values for the indirect identifiers 
of gender and year of birth.

If the minimum cluster-size value in this data set 
is two (strict tolerance level of 0.5), then every sub-
ject in the data set must have the same indirect iden-
tifier values as at least one other subject. In contrast, 
if the average cluster-size value is five (average toler-
ance level of 0.2), then the individuals in the data 
set must, on average, have the exact same indirect 
identifier values as four other subjects in the data. If 
a data set does not meet the desired minimum and 
average tolerance levels, then the indirect identifiers 
in the data set must be further transformed.

Average tolerances are relevant for private data-
sharing releases in which the target of an adversary 
attempting re-identification could be any data sub-
ject (for example, an acquaintance such as an ex-
spouse). The reason a strict condition is still applied 
to private releases is to ensure that no individual in 
the data is unique in the defined population.33 The 
strict condition helps prevent “singling out” and 
is applied in private releases to indirect identif i-
ers that may be used to single individuals out (eg, 
demographics). Recital 26 of the GDPR explicitly 
mentions singling out as means of identif ication, 
and that “all the means reasonably likely to be 
used” need to be considered. Singling out would,  
therefore, be one such method that would always 
seem reasonably likely (if not a prerequisite) for 

Measuring Data Transformation

FIGURE 2. DESCRIPTION OF THE SAFE DATA STANDARD RATING SYSTEM, WHERE DATA RATED FROM 1 TO 5 HAS BEEN ANONYMIZED TO 
REFLECT THE CONTEXT OF DATA DISCLOSURE, WITH AN INCREASING DEGREE OF DATA TRANSFORMATION AND ASSOCIATED IMPACT ON 
DATA UTILITY.
SOURCE: Bamford et al.
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the purposes of identif ication.53-55 Eliminating the 
ability to single out individuals is, therefore, a mini-
mum condition and, depending on the context and 
risks, average tolerance can then be evaluated for 
larger cluster sizes.

Tolerances also need to ref lect real-world risks, 
which means evaluating cluster sizes for the popula-
tion of individuals that gave rise to the data itself. 
The population we are concerned with is the one 
that contributes to the ability of someone to identify 
an individual in the shared or released data set. 
This may include the trial population, the popula-
tion of similar trials, and the population in the 
same geographic area.9 Cluster sizes to determine 
identifiability are, therefore, evaluated using statis-
tical estimators for the defined population.

When data are being made public, the minimum 
cluster size is more applicable in the statistical mod-
eling because demonstration attacks are a risk. In 
a demonstration attack, an individual’s motive is to 
simply demonstrate that re-identification is possible, 
so the most identifiable record in the data is at great-
est risk. Accordingly, for public releases, assume that 
an attack will occur and ensure a large minimum 
cluster size to protect against all types of attacks.

Basis for the data transformation 
rating levels
The degree to which data need to be transformed 
is determined by both the appropriate threshold 
and the context of the intended data disclosure (e.g., 
security controls). This relationship is illustrated by 
the inequality on identif iability, shown in Figure 
1, which we can rewrite as Data ≤ Threshold / 
Context. In other words, the probability given a 
re-identif ication opportunity is less than or equal 
to the threshold divided by the probability of a re-
identification opportunity.

The data transformation rating can then use 
the relationship expressed in this inequality to pre-
scribe the statistical point at which anonymization 
is achieved for an applicable context along a spec-
trum of identifiability. The less controlled the envi-
ronment, the farther to the right the anonymization 
line moves and the more the data must be trans-
formed. The more controlled the environment, the 
farther the anonymization line moves to the left and 
the more granularity and utility can be preserved in 
the data. Determining the optimal balance is key to 
ensuring that the most useful data are shared while 
sustaining consistent, proven privacy protection.

Cluster Size Example

FIGURE 3. ILLUSTRATION OF THE CLUSTER SIZE CONCEPT, WHERE THE CLUSTER SIZE SHOWN ACROSS TWO INDIRECTLY-IDENTIFYING 
FIELDS (GENDER AND YEAR OF BIRTH) IS THREE DUE TO THREE INDIVIDUAL DATA SUBJECTS FALLING INTO THIS GROUP.
SOURCE: Bamford et al.
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The minimum and average cluster-size equiva-
lents provide the necessary guidance for transform-
ing the data to the degree necessary for the context 
and applicable threshold.

Handling dates
Dates can be invaluable for secondary analysis, 
though also individually identifying. For secondary 
analysis and research, the sequencing and spacing 
in time between events for trial participants matters 
more than specific calendar dates. Accordingly, in 
conjunction with addressing the SAFE Data Stan-
dard tolerances, sponsors should zero the dates in a 
study through a proven method such as PHUSE date 
shifting.56 Offsetting dates reduces the level of date 
precision for participants while retaining utility. This 
approach can be part of a data transformation strat-
egy to achieve the data tolerance and is also incorpo-
rated by default for all SAFE Data Standard levels.

Additional considerations 
that may be warranted
The data transformation rating defined by the clus-
ter-size thresholds is designed to address the risks of a 
deliberate re-identification attempt and of a breach, 
both of which are mitigated by the controls in place 
and why the approach taken is proportionate to the 
level of control. However, in some cases, there is an 
additional risk to be managed: inadvertent or spon-

taneous recognition of an acquaintance in the data 
by the researcher or analyst working with the data.

At the level 5 rating for open data (under a license 
or terms of use), the transformations recommended 
would inherently address this risk. But for other 
data rating levels, additional protections may be 
warranted. If the data are going to be analyzed by 
researchers who reside in the same region as a high 
concentration of trial participants, the sponsor may 
want to transform the data further to mitigate this 
risk. In most cases, due to the small populations for 
clinical trials and the infrequency of well-recognized 
celebrities enrolling in clinical trials, the likelihood of 
spontaneous recognition of an acquaintance is lower 
than the likelihood of a breach or deliberate attempt 
to re-identify. Accordingly, the recommended toler-
ances introduced will typically transform the data 
enough to protect against this threat.

Data utility
While privacy protection and relative utility are con-
sistent at a given level in the SAFE Data Standard, 
the usefulness of the data for a given analytic objec-
tive can still vary. The data thresholds prescribed for 
a given SAFE Data Standard level can be achieved 
in multiple ways. Take, for example, a scenario in 
which the demographic indirect identifiers in a study 
have been transformed more than those associated 
with medical events, vital statistics, and substance 

Data Privacy/Security Scale

FIGURE 4. THE SCALE FOR EVALUATING LEVELS OF PRIVACY AND DATA SECURITY CONTROLS.

SOURCE: Bamford et al.



Applied Clinical Trials  •  July/August 2022      37appliedclinicaltrialsonline.com

DATA SHARING

use. That study could achieve the same rating level 
if the demographic identifiers were transformed less 
and the other identif iers were transformed more. 
In either scenario, the privacy level and the overall 
utility would be the same, but the usefulness of the 
data for a specific objective could vary significantly. 
For certain analytics objectives, the usefulness of the 
data resulting from one set of transformations could 
be much greater than from the other. For example, 
if exact age is critically important to retain for the 
desired analysis, more transformation to medical his-
tories or substance use may be acceptable.

Measures of utility will depend on the intended 
use of the data. Because such uses are not always 
known upfront when data are shared, it is not always 
easy to optimize the distribution of transformations 
over the entirety of a given study. To the extent pos-
sible, stakeholders expecting to use the anonymized 
data (e.g., researchers, internal data scientists) should 
provide input on what is most important to them 
upfront. For more open, generalized data disclosures 
serving many different audiences (e.g., publication 
by Health Canada or EMA), guiding principles can 
promote sound decision-making on utility trade-offs. 
For example, each disease area or indication can 
have certain prognosis factors that are prioritized for 
retention in the anonymization process.

While qualitative aspects of data utility are im-
portant, the degree to which utility metrics can be 

quantif ied can further augment and standardize 
the anonymization process. Global utility metrics 
can play a role when combined with other mea-
sures. Tailored utility metrics based on qualitative 
measures of importance (e.g., weights assigned to 
prognosis factors by indication) can be even more 
effective in practice, particularly when defined in 
consultation with stakeholders who may use the 
data. As a practical example, data-sharing platforms 
or even industry consortia may identify priorities by 
indication that can be translated to retention metrics 
measured across clinical trial sponsors contributing 
anonymized data.

Open communication and a commitment to 
producing useful data that are nonidentifiable go a 
long way to meeting the needs of everyone involved. 
Ideally, framing that conversation around the in-
herent trade-offs can promote stakeholder align-
ment and support collaboration to make the most 
useful data available.

Proposed assessment framework
What the assessment framework provides
A simplified rating system can standardize data utility 
and privacy for more effective, efficient, and trustwor-
thy transparency. As presented, the data transforma-
tion rating specifies how much the data at each rating 
level have been transformed and gives an indication of 
how much utility the data have retained.

Data Trust Scale

FIGURE 5. SCALE FOR EVALUATING LEVELS OF RECIPIENT TRUST.

SOURCE: Bamford et al.
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To ensure that a data transformation rating is 
appropriate for a given situation, the proposed as-
sessment framework not only provides a rating scale 
for data transformations but also prescribes appro-
priate uses and contextual measures to accompany 
each data transformation level.

Use, controls, and recipient trust: 
Variables that influence  
the data transformation rating
From our last inequality, Data ≤ Threshold/Con-
text, one can see that the level of data transforma-
tion needed for a data set is proportionate to the 
desired threshold and its relation to the data release 
context, or Data ∝ Threshold/Context. We mean 
proportionate in the general sense of forming a re-
lationship. Once the threshold is selected, the rela-
tionship between data and context could be linear, 
or the relationship could be monotonic.

While some trials may entail more sensitive per-
sonal information (e.g., an HIV trial versus a rheu-

matoid arthritis trial), the potential privacy harm 
should be balanced with the potential non-disclo-
sure harm (or looked at the other way, the harm 
should be weighed against the benefits). While the 
EMA and Health Canada consider that sponsors 
may adopt different thresholds with evidence-based 
rationale, the recommended 0.09 generally applies 
independently of trial sensitivity. Doing so pre-
vents disclosure bias toward less sensitive diseases 
(i.e., favoring more transparency and disclosure 
for research into some conditions over others) and 
ensures that privacy protection is the dominant 
inf luencer on the granularity of data shared (which 
will naturally result in less granular information 
shared on rare disease trials, as an example, but for 
reasons of privacy protection). 

Given this standard, several biopharmaceutical 
sponsors have adopted 0.09 as a guiding prin-
ciple for their external disclosure practices. How-
ever, thresholds may be adjusted based on circum-
stances, such as those involving highly sensitive 

Levels of Privacy Protection

FIGURE 6. THE SAFE DATA STANDARD SCALE REFLECTING THE DEGREE OF DATA TRANSFORMATION TO ACHIEVE PRIVACY PROTECTION.

SOURCE: Bamford et al.
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and stigmatizing data, while taking into account 
participant expectations.57

Given the established industry standard for ex-
ternal disclosures, we narrow our focus for deter-
mining the threshold based on the nature of data 
use, meaning benef its and reasonably expected 
individual approval related to such uses. In other 
words, for Data ∝ Threshold/Context, the level of 
data transformation needed is proportionate to the 
threshold which is informed by the nature of use, 
divided by the context which is inf luenced by con-
trols and trust. Threshold and context are, in turn, 
dependent on the type of data use, the controls in 
place to prevent re-identification, and the level of 
trust in data recipients, or data transformation ∝ 
use/controls and trust.

Thus, there are three distinct variables in the 
assessment framework that must be considered to 
determine whether a data transformation is situ-
ationally appropriate.

1.  Use: The desired threshold is determined 

by the intended data use. Whether the data 

are being disclosed to external party(ies) or 

reused by the sponsor of the trial for new 

or secondary research can influence which 

threshold would be considered appropriate. 

There is established consensus on a threshold 

of 0.09 (cluster size of eleven) for external dis-

closures of trial data subject to basic terms of 

use. For internal reuses of data by a sponsor 

for further R&D beyond the original trial for 

which data was collected and consented to, 

SAFE Simulation Snapshot

FIGURE 7. AN EXAMPLE SIMULATION TO ILLUSTRATE HOW THE SAFE DATA STANDARD CAN BE APPLIED IN PRACTICE TO CLINICAL STUDY 
DATA, RECOGNIZING THAT THIS IS AN EXAMPLE AND NOT A RULE (I.E., ACTUAL TRANSFORMATIONS IN PRACTICE WILL DEPEND ON STUDY 
CHARACTERISTICS, SUCH AS HOW DISTINGUISHABLE THE PARTICIPANTS ARE STATISTICALLY).
SOURCE: Bamford et al.
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a higher threshold can be argued for based 

on the extended participant and societal ben-

efits of R&D and trial participants’ general 

expectations of how sponsors use collected 

data.1-3,7,8,58 Therefore, where the use (or reuse) 

of trial data by a sponsor is generally aligned 

to the purposes of collection from partici-

pants (e.g., R&D), a higher threshold can pre-

serve more utility. In all cases, appropriate 

justification should be documented by the 

sponsor along with the details of the anony-

mization strategy implemented.

2.  Controls: The data release context is defined 

in part by the extent of security and privacy 

controls in place as part of the data release. 

These controls prevent deliberate re-identifica-

tion attempts and reduce the risk of a breach.

3.  Recipient trust: An assessment of the data 

release context also requires that one con-

sider the degree to which recipients of data 

are known, trusted, and subject to enforceable 

terms of use that deter or prevent actions that 

would increase the likelihood of re-identifica-

tion. Enforceability refers to the sponsor’s ability 

to impose financial and/or reputational conse-

quences, through legal action, loss of funding, 

or otherwise, for non-compliance (e.g., through 

a legally enforceable data-sharing contract).

To standardize and achieve a common, defensible 
rating, these contextual factors need to be evaluated 
consistently. The following sections provide an as-
sessment framework for controls and recipient trust.

Evaluating use
As introduced earlier, sponsors should consider the 
ethics and bioethics of data sharing. The SAFE 
Data Standard pertains to data reuses and disclo-
sures in which there are potential public or societal 
benefits, whether through new drug discovery or 
R&D, trial transparency, advancements in clinical 
research, or otherwise. Data reuses and disclosures 
that do not pertain to human health are excluded 
from the envisioned application of the SAFE Data 
Standard. For the purposes of the rating scale, two 
generalized types of trial data reuse can be distin-
guished as follows, both of which have an expecta-
tion of broader benefits and that may differ to the 
degree of anticipated approval by trial participants:
      1. Internal reuses of the data by the trial sponsor

       2. External reuses and third-party disclosures

Evaluating controls
If no controls are in place (for example, if data are be-
ing made available to the public for download), only 
the data need to be evaluated. However, for platforms 
or internal environments that do enforce privacy and 
data security, the following scale can be used to char-
acterize the level of control. If the minimal level is not 
achieved (i.e., if the basic controls are not in place), 
then a “zero control” context is assumed in determin-
ing the SAFE Data Standard rating.

If there are no enforceable terms of use estab-
lished with data recipients, nothing needs assessing. 
However, if data access is restricted to known enti-
ties who agree to terms of use, the following scale 
can be used to characterize the level of recipient 
trust. If the enforceable criteria are not demon-
strated, then no recipient trust is assumed in the 
SAFE Data Standard rating.

A complete framework 
for rating data and                       
data-sharing platforms
In summary, the proposed data transformation rat-
ing is from 0 to 5, where 0 is the raw data and the 
scale from 1 to 5 ref lects varying degrees of data 
transformation proportional to the type of use and 
contextual controls in place to protect data from re-
identification opportunities. Consistently evaluating 
the uses of anonymized data and the anonymization 
context can speed and standardize anonymization 
processes applied across sponsors and enforce a com-
mon baseline for privacy while maximizing data util-
ity and analytic benefits. Figure 6 (see page 38) sum-
marizes the data transformation ratings from 0 to 5.

Once data are transformed as part of the ano-
nymization process, sponsors should retain reports 
detailing the anonymization approach taken and 
associated justifications for auditability.

To illustrate the concept of the SAFE Data Stan-
dard, we applied the data tolerances from level 
1 to 5 to simulate the transformation impacts on 
indirectly identifying data from a clinical study (see 
Figure 7 on page 39). For clarity, directly identify-
ing information or unique identif iers are masked 
or removed (for instance, such subject IDs are re-
placed with pseudonyms and site IDs are removed) 
and non-identifying information, such as a blood 
glucose reading (which can change frequently), is 
preserved during the anonymization process.

While the individual variable-level transforma-
tions will depend on the study characteristics in 
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practice, including how distinguishable the partici-
pants are in the defined population and what pref-
erences for data utility are incorporated (e.g., coun-
try may be generalized to continent), the general 
trend of greater transformation and lower utility as 
you progress from level 1 to 5 is consistent. Figure 
7 summarizes the results for the simulation per-
formed, providing an example (not a ruleset) of how 
the SAFE Data Standard can be applied in practice 
across a range of disclosure contexts.

The simulation summarized in Figure 7 was 
based on a randomized, double-blind diabetes study 
sponsored by Janssen, and Janssen has since made 
the anonymized data available for secondary re-
search through The YODA Project.59                   ACT
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Such a visual 
three-dimensional 

and interactive 
representation 
would be more 

user-friendly 
and likely more 
informative to a 

clinical researcher 

The metaverse, a digital environment implementing virtual and augmented reality, is increasingly be-
ing used for research and development in the pharmaceutical industry. This article discusses how the 
use of the metaverse and, specifically, digital twins could drastically transform drug development. 

A digital twin is a virtual model designed to 
digitally reproduce real-world physical objects, pro-
cesses, or even a real-world person. Unlike a simula-
tion that typically studies one particular process, a 
digital twin can run any number of useful simula-
tions in order to study multiple processes. In this 
sense, a digital twin is actually a virtual environ-
ment, which makes it much richer for study. Digi-
tal twins are already being utilized extensively in 
industrial development and manufacturing. In the 
pharmaceutical industry, the use of digital twins 
holds the promise of starkly reducing the cost and 
time of drug development, including the cost, time, 
and manpower required to run clinical trials. 

One of the most costly and time-consuming 
stages of drug development is to design, staff, and 
run clinical trials. An enormous amount of time 
and resources are employed to recruit a sufficient 
number of clinical trial subjects with the appropri-
ate characteristic profiles needed for a clinical trial. 
And even then, there is the possibility of clinical 
trial subjects dropping out or not following the 
protocols of the study. In some cases, clinical tri-
als need to be run again or data must be collated 
across different trials to account for these issues. 
Using a digital twin would allow the trial to be run 
and studied much more quickly and safely. 

Metaverse technologies, unlike a conventional 
data analytics program, provide an immersive 
or augmented-reality visual representation of the 
effects of the proposed therapy on a digital twin, 
which could be an entire person, specific organs, or 
receptors. Such a visual three-dimensional and in-
teractive representation would be more user-friendly 
and likely more informative to a clinical researcher. 
When actualized, pharma companies will be able 
to complete trials at a fraction of the cost and as 
quickly as a few weeks, rather than months or years. 

This is not mere fantasy. Although the technol-
ogy to create an exact digital twin of a human indi-
vidual is still a distance away, pharma organizations 
are actively exploring this technology to improve 
and speed up drug development. For example, GSK 
is working closely with Siemens and Atos to pilot a 

digital twin to accelerate vaccine development and 
production. The COVID-19 pandemic has high-
lighted the need to accelerate the process of devel-
oping reliable and effective vaccines. According to 
GSK, it successfully completed a proof-of-concept 
project focused on the production of particles of a 
vaccine adjuvant. GSK and its partners are now 
exploring the potential of vaccine R&D further up-
stream where the combination of high-throughput 
experimentation and twin models would quickly 
produce the data needed to confirm theories.

Regulatory environment
How FDA will view the use of digital twins re-
mains a big open question. But the current signs 
are promising. By all indications, FDA appears 
to be approaching this new frontier with an open 
mind. It has already begun working on poten-
tial regulations for the use of the metaverse in 
drug development and for therapies using meta-
verse simulations. For example, FDA has shown a 
willingness to implement computer-aided simula-
tions in the drug development process through its 
model-informed drug development (MIDD) pilot 
program. Additionally, FDA recently requested 
public comment on medical devices with meta-
verse technologies. 

The agency has also entered into a partnership 
with Siemens regarding digital twins in medical 
device development. FDA provided nearly $2 mil-
lion to Siemens for a pilot program to show how 
digital twins could improve product quality, devel-
opment, and commercialization. While the current 
pilot program with FDA is focused on medical 
devices, Siemens aims to demonstrate how digital 
twins could also be used for biologics and pharma-
ceuticals. The project is also likely to assist FDA to 
improve industry guidance, regulatory tools, and 
prepare for new development and manufacturing 
processes. Although signif icant challenges and 
hurdles remain, FDA’s partnership on digital twins 
and requests for comment on metaverse technolo-
gies is a promising sign for the eventual deploy-
ment of digital twins in clinical trials.  ACT

R&D Using the Metaverse 
and Digital Twins
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