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n Part I of this article, the author reviews regulatory re-

quirements that apply to computer resources and current

technologies that can be used to mitigate threats to and vul-

nerabilities in computer resources. Part II will review how
current technologies can apply to the security requirements
contained in 21 CFR Part 11, Electronic Records, Electronic Sig-
natures, Final Rule.

Computer security is used to regulate and record access to
computer resources as well as manage records residing in a
computer. It is one of the main factors to consider when im-
plementing environments that will manage electronic records
(hereafter referred to as records) set forth in FDA regulations
or electronic records submitted in compliance with the Fed-
eral Food, Drug, and Cosmetic Act and the Public Health Ser-
vice Act. FDA defines electronic records as any combination of
text, graphics, data, audio, pictorial, or other information rep-
resented in digital form that is created, modified, maintained,
archived, retrieved, or distributed by a computer system. One
example is the submission to FDA of records and reports sup-
porting the safety and efficacy of new human and animal drugs,
biologics, medical devices, and certain food and color addi-
tives. The advantage of using computer technologies support-
ing electronic submissions and inspections is that FDA can re-
view and analyze this information with automated tools, thereby
reducing the review time.

Trustworthiness is the key characteristic expected of all records
required by existing FDA regulations. According to the National
Archives and Records Administration (NARA), reliability, au-
thenticity, integrity, and usability are the characteristics used to
describe trustworthy records from a record-management per-
spective. Records’ lack of trustworthiness can negatively affect a
business. The following examples typify situations in which mis-
management of records occurs in a regulated environment:

« A recent inspection by FDA uncovered numerous laboratory
records that were “altered, erased, not recorded, recorded in
pencil, or covered with white-out material. In one instance,
two pages of a laboratory notebook written in pencil were
erased, while in another, typewritten dates were pasted over
computer-generated dates.” Active pharmaceutical ingredi-
ent products were placed on import alert and denied entry
into the United States.
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The system should be able to maintain electronic data

The system should restrict access in accordance with

The system should restrict the use of system functions

electronic records in a way that prevents the signature
from being removed, copied, or changed to falsify that

Part 11 Description GAMP Technological Controls

11.10(c) Protection of records
for periods of many years regardless of upgrades to
the software and operating system.

11.10(d) Access controls

11.10(d) Authentication preconfigured rules that can be maintained. Any
change to the rules should be recorded.

11.10(e) Audit-trail controls The system should be capable of recording all
electronic record create, update, and delete
operations. This record should be secure from
subsequent unauthorized alteration.

11.10(e) Computer systems =

time controls

11.10(g) Authority checks
and features in accordance with preconfigured rules
that can be maintained. Any change to the rules
should be recorded.

11.10(h) Device checks When pharmaceutical organizations require that
certain devices act as sources of data or commands,
the system should enforce the requirement.

11.30 Technical controls of Not covered by GAMP.

open systems

11.70 Signature/record linking  The system must provide a method for linking
electronic signatures, where used, to their respective
or any other record.

11.100(a)  Unigueness of The system should enforce uniqueness, prevent

electronic signatures relocation of electronic signatures, and prevent
deletion of information relating to the electronic
signature once it has been used.

11.300 Electronic signatures The system should be able to identify changes to

security

electronic records to detect invalid or altered records.

* GAMP Special Interest Group, “Good Practice and Compliance for Electronic Records and Signatures,
Part 2, Complying with 21 CFR Part 11, Electronic Records and Electronic Signature.”

port FDA regulatory re-
quirements applicable to
trustworthy records and se-
cure computer resources
that manage such records.
The actions may be imple-
mented and used as com-
mon solutions to all net-
worked computer resources.

Computer security im-
plementations should be
driven by security-risk as-
sessments. These assess-
ments provide the base from
which the strategies are gen-
erated to mitigate uncovered
risks.

FDA regulations and
computer security
FDA addresses the subject of
security of computer records
in its CGMP regulations and
associated policy guidelines.
Specifically, 211.68(b) and a
recent guideline (2) require
appropriate controls of com-
puter resources to ensure that
only authorized personnel
make changes in master pro-
duction, control, or other
records. The Compliance
Policy Guideline 7132a.07,
Inputs/Outputs Checking,
includes specific require-
ments to establish the neces-
sary controls of records.
The main FDA regulation

A recent inspection of a parenteral product operation re-
viewed written procedures for process control system secu-
rity. According to the observation, the written procedures did
not adequately describe all of the steps and controls that are
performed for one of the systems’ security and computer ac-
cess. No written procedure existed to describe the process of
assigning and maintaining passwords and access level to the
control system. This condition was recorded as part of an ex-
tensive 483.
« A recent inspection by FDA cited a blood bank for failing to
establish and implement adequate computer security to en-
sure data integrity, which requires that information and pro-
grams be changed only in a specified and authorized manner
(1). An inspector observed that an employee was using an-
other person’s computer access to enter data into the system.
Actions taken by organizations to mitigate threats and vul-
nerabilities include forming a security policy, hashing, encrypt-
ing messages and records, establishing strong identification and
authentication, and implementing firewalls. These actions sup-
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affecting computer resources—performing functions covered by

FDA is 21 CEFR Part 11, Electronic Records, Electronic Signa-

tures, Final Rule (hereafter referred to as Part 11). This rule al-

lows the use of electronic records and electronic signatures for
any documents that are required to be kept and maintained by

FDA regulations. The good automated manufacturing practices

(GAMP) requirements concerning computer resources secu-

rity are shown in Table I. These requirements are key elements

in Part 11. The controls implemented as a result of security-
related requirements are intended to build trusted records. The
attributes relevant to trusted records are

« private (secure information)

« authentic (proof of identity)

« reliable (information integrity), defined by NARA as a full
and accurate representation of the transactions, activities, or
facts to which the records attest. Reliable records can be de-
pended upon in the course of subsequent transactions or ac-
tivities.

« nonrepudiate (undeniable proof of sender or receiver).






Authentication

Privacy

Interception

Spoofing

Integrity

Nonrepudiation

Modification Proof of parties involved

Figure 1: Security recommendations to consider. (Figure provided by
D. Coclin [Dean.Coclin@baltimore.com], “Public Key Technology
Overview,” courtesy of Baltimore Technologies, www.baltimore.com).

Condition Solution

Privacy Envelopes

Authenticity Notaries, strong ID, physical presence
Reliability Signatures, watermarks, barcodes

Nonrepudiation Signatures, receipts, confirmations

Condition Solution

Privacy Data encryption

Authenticity Digital signatures, digital certificates
Reliability Hash algorithms, message digests,

digital signatures

Nonrepudiation Digital signatures, audit trails

When records are sent by means of public networks, dial-up
connections, or public phone lines, or when they are accessed
through external or internal Web servers or database servers,
multiple security measures must be taken to keep these records
trustworthy. Intranets may have similar security problems if re-
mote users connect with the central network resources through
a local Internet link, even if password-protected access for the
users is provided to a portion of the private network.

The multiple security situations posed by the digital world
are shown in Figure 1. Implementing electronic-based solu-
tions to strengthen security is vital to achieving trustworthy
records. For example, the Internet provides a convenient
medium to connect to other networks, but it does not provide
reliable security features such as entity authentication or pro-
tection from hostile users or software. Trustworthy records
must be considered part of the requirements for record reten-
tion, archival, and retrieval as well.
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Paper-based versus electronic-based solutions

The regulatory requirements referenced in the previous section

apply both to hard-copy records and to electronic records. The

solutions for these formats are shown in Table II and Table III,

respectively. Following is an overview of the main electronic-

based solutions for achieving trustworthy records and securing
computer resources that manage such records.

Hash algorithms. Hashing refers to the process of computing
a condensed message or record of any length to a string of a
fixed length with the use of a one-way mathematical function
so that one cannot retrieve the message from the hash. The out-
put of a hashing is called a message digest. The probability that
two different records will generate the same message digest is
1 in 10%. Consequently, a message digest is unique and has a
low probability of collisions. A minor change in a message will
result in a change to the message digest.

Because hashing is a one-way function and the output of the
function has a low probability of collisions, hashing can be used
with a cryptographic product or services family for authentica-
tion, nonrepudiation, and data integrity. An example is digi-
tal notary services, which is analogous to a public notary. Digital
notary services provides a trusted date-and-time stamp for a docu-
ment so that someone can prove later that the document existed
ata point in time. The service also can verify the signature(s) on
a signed document before applying the stamp. Hashing also is a
key element in the digital signature algorithm (DSA) (2).

Well-known hash algorithms are
« MD2 and MD5, which are 128-bit message digests (RSA Labo-

ratories [Bedford, MA], RFCs 1319 and 1321, respectively)

« secure hashing algorithm, a National Institute of Standards
and Technology (NIST)-sponsored hashing function that has
been adopted by the US government as a standard

« ripe-MD-160, an algorithm from the European Union that
produces a 160-bit message digest.

Data encryption. Encryption refers to the process of scram-
bling input messages or records, called the plaintext, with a
user-specified password (password-based encryption algo-
rithm) or key (secret-key algorithm) to generate an encrypted
output called a ciphertext. No one can recover the original plain-
text from a ciphertext in a reasonable amount of time without
the user-specified password or key. The algorithms that com-
bine the user-specified password or key and plaintext are called
ciphers. Encryption most often is used to protect the privacy
of messages or records.

In the 1960s, Horst Feistel designed one of the first modern
encryption algorithms at IBM. Until recently all encryption algo-
rithms were based on encrypting and decrypting with the same
private key. Only the owner knows a private key and shares this
key only with the parties he or she wants to communicate with.
The sharing of a secret key involves inherent risks. Compro-
mising the secrecy of the private key also may compromise the
integrity of the data.

In 1976, Whitfield Diffie developed public-key encryption as
an alternative to the private-key encryption. Public-key encryp-
tion is based on two halves of the same key that are generated at
the same time with special software. The components of a key






pair are a mirror image of each other
and are mathematically related. The

Version number private key cannot be determined
Serial number from the public key. Only one of the
Signature algorithm two halves of the key pair is required
Issuername to encrypt a message, and the corre-
Validity period sponding half is used for decryption.
Subject name

In public-key cryptography, one com-
ponent of the key pair, the private key,
is assigned to an individual and is
closely guarded, secured, and stored
in the user’s local disk in an encrypted
format or as part of a token that inter-
faces with the computer. The other
half, the public key, is published in a
public directory where all users can access it.

Public-key cryptography, when properly implemented and
used, enables people to communicate in secrecy and sign docu-
ments with nearly absolute security and without ever having to
exchange a private key. As long as a strong linkage exists between
the owner and the owner’s public key, the identity of the origi-
nator of a message or record can be traced to the owner of the
private key. Public-key encryption can play an important role
in providing needed security services, including confidentiality,
authentication, integrity of records, and digital signatures.

Public-key cryptography standards (PKCS) is a family of stan-
dards for public-key encryption developed by RSA Laboratories,
which in collaboration with Apple, Digital, Lotus, Microsoft, MIT,
Northern Telecom, Novell, and Sun, developed a family of stan-
dards that describe data structures used with public-key crypto-
graphy. PKCS describes the syntax for several data structures used
with public-key cryptography.

One well-known product based on PKCS is the public-key
infrastructure (PKI). PKI is the combination of software, en-
cryption technologies, server platforms, workstations, policies,
and services used to administer digital certificates — creden-
tials issued by a trusted authority — and public- or private-key
pairs. It enables organizations to protect the security of their
communications and business transactions on networks. PKI
is used to secure e-mails, Web browsers, virtual private networks
(VPNs), and end applications. In a traditional PKI architecture,
a certification authority (CA) is a trusted party that vouches
for the authenticity of the entity in question. According to
NARA, it issues and manages, from a certificate server, security
credentials and public keys for message encryption and de-
cryption. The CA notarizes public keys by digitally signing digi-
tal certificates using the CA’s private key and links to entities.
An entity, which is a person, server, organization, account, or
site, can present a digital certificate to prove its identity or its
right to access information. It links a public-key value to a set
of information that identifies the entity associated with the use
of the corresponding private key. This entity is known as the
subject of the certificate. Certificates are authenticated, issued,
managed, and digitally signed by a trusted third party, the CA.

A certificate server is the repository for digital certificates.
End applications that are PKI-enabled verify the validity and
access privileges of a certificate by checking the certificate’s pro-

Subject public key
Issuer unique ID
Subject unique ID
Extensions

Digital signature
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file status protected in the repository. The security server pro-
vides services for managing users, digital-certificate security
policies, and trust relationships in a PKI environment.

PKI architectures can be classified as one of three configu-
rations: a single CA, a hierarchy of CAs, or a mesh of CAs. Each
of the configurations is determined by fundamental attributes
of the PKI: the number of CAs in the PKI, where users of the
PKI place their trust, and the trust relationships between CAs
within a multi-CA PKI.

Digital certificates are digitally signed data structures that
contain information such as the entity’s name, public key, sig-
nature algorithm, and extensions. This information resides in
the Active Directory located at the certificate server. The In-
ternational Telecommunications Union (ITU) X.509 standard
is the most widely used digital-certificate specification. The
X.509 digital certificate is ITU’s Telecommunication Stan-
dardization Section recommendation that defines a framework
for the provision of authentication services governed by a cen-
tral control paradigm represented by a directory. The recom-
mendation describes two levels: simple authentication with a
password as verification of claimed identity, and strong au-
thentication that involves credentials formed by using crypto-
graphic techniques — the certificate. The sidebar “Sample
X.509” shows a sample X.509v3-compliant digital-certificate
data structure. The extensions can be used to tailor digital cer-
tificates to meet the needs of end applications.

End applications either must be PKI-enabled, PKI-aware out
of the box, or enabled separately. Such enabling may involve the
use of PKI-vendor plug-ins (e.g., Entrust Technologies and
Shym Technologies have plug-ins for systems, applications, and
products applications that can be added into the end applica-
tion, or it may involve far more detailed programming.

With respect to component-level PKI interoperability, the
developer/integrator must understand that enabling an end ap-
plication to operate with one vendor’s PKI products does not
ensure that the end application also will operate with a differ-
ent vendor’s PKI products. If companies don’t want to find them-
selves stranded on their own PKI island, then they must plan to
integrate with other installations. However, making it possible
for an installation to accept X.509v3-compliant digital certifi-
cates does allow interoperability. The end application can accept
such certificates from multiple vendors’ CAs, assuming that the
certificates honor a consistent certificate profile for their exten-
sion fields. A sample application-programming interface to a
PKI service can be found at http://csrc.nist.gov/pki/pkiapi/
welcome.htm.

The issue of PKI interoperability becomes complicated when
it is compared with interdomains. Interdomain interoperabil-
ity involves several technologies and policy-related challenges.
Explaining these challenges, however, is beyond the scope of
this article.

Some encryption schemes include
« Rivest, Shamir, and Aldeman (RSA), 1977
« Diffie-Hellman
« ElGamal public-key system
« digital signature standard (DSS) that uses the DSA
« RC4 used in Microsoft Kerberos (128-bit key length).






Key Length (bits) Amount of Time to Break

30 N/A. Can be brute-force guessed on a powerful PC.
40 4h
56 22 h (1999)
64 Probably breakable by powerful computers.
80 <7 months. Read note 512-bit key length.
128 <7 months. Read note 512-bit key length.
512 7 months (1999, refer to http://www.cwi.nl/~kik/persb-UK.html)
1024 28,000 billion years (1996, using search techniques, with a
100-MIPS (one million instructions per second) computer —
equivalent to a 200-MHz Pentium).
Step 1 Step 2 Step 3
Data Signed data
Hash Encrypt with and public
private key key

Figure 2: The digital signature process. Step 1, hash (digest) the data
with a supported hashing algorithm (e.g., MD2, MD5, or SHA-1); step 2,
encrypt the hashed data with the sender’s private key; step 3, append
a copy of the sender’s public key to the end of the signed data.

Step 1
Hash

Data Hash Step 3

Step 2
Decrypt with
public key

Digital Hash

signature

Figure 3: The signature verification process. Step 1, hash the original
data with the same hashing algorithm; step 2, decrypt the digital
signature with the sender’s public key (all digital signatures contain a
copy of the signer’s public key); step 3, compare the results of the
hashing and the decryption. If the values match, then the signature is
verified. If the values do not match, then the data or signature probably
was modified in transit.

An algorithm approved by the Federal Information Process-
ing Publication includes
« data encryption standard (DES)

« triple DES as specified in ANSI X9.52, “Triple Data Encryp-
tion Algorithm Modes of Operation”
« skipjack.

The key length, in bits, determines the encryption strength of
the cryptographic algorithms (see Table IV). For example, DES,
which was adopted in 1977, uses 56-bit keys and can be cracked
by specialized computers in only a few hours. In addition, the
use of DES is not recommended because of the susceptibility to
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cryptographic exhaustion attack. Triple DES,

which replaced DES, consists of two 56-bit

keys.

Another example of the weaknesses of
the cryptographic algorithms has to do with
the plaintext. The default for browsers is
40-bit encryption. It can be recovered eas-
ily in four hours with an old desktop PC.

On 26 May 2002, the US government will
upgrade its data-encryption standard. The
new Advanced Encryption Standard (AES),
which was selected after a four-year study,
supports key sizes of 128, 192, and 256 bits.
According to NIST, if one were to build a
theoretical machine fast enough to crack
the DES in one second, it still would take that machine 149 tril-
lion years to break a 128-bit AES key.

The US government controls the export of cryptographic im-
plementations. A recent amendment to the Export Administra-
tion Regulations (15 CFR Parts 734, 740, 742, 770, and 774) eases
the restrictions on encryption applications. The rules govern-
ing export can be quite complex because they consider multi-
ple factors. In addition, encryption is a rapidly changing field,
and rules may change from time to time. Questions concerning
the export of a particular implementation should be addressed
to appropriate legal counsel.

Digital signatures. Electronic signatures refer to the process of
affixing, by electronic means, a signature to records (3). For ex-
ample, passwords, biometrics, physical feature authentication,
behavioral actions, and token-based authentication can be com-
bined with cryptographic techniques to form an electronic sig-
nature. The legal authority associated with an original signa-
ture on a paper-based document also applies to records.

Digital signatures are a form of electronic signature. The use
of digital signatures provides the mechanism to verify the in-
tegrity of a signature or record linkage and the identity of the
signatory. The signature or record linkage is fundamental to
conformance to 21 CFR Part 11.70. Digital signatures can be im-
plemented in software, firmware, hardware, or any combination.

The PKCS describes how to sign a message or record in such
way that the recipient can verify who signed it and that the
message or record hasn’t been modified since it was signed.
Figures 2 and 3 show a typical digital signature process.

In summary:

« The sender’s digital signature is associated with a pair of keys:
private key and public key.

« To sign a record, the record and the private key are the inputs
to a hashing process.

« The output of the hashing process is a bit of strings (message
digest) appended to the record. The plaintext, the digital sig-
nature, and the sender’s digital signing certificates are sent to
the recipient. A signing certificate contains the public sign-
ing key assigned to an individual.

« At the recipient site, after the sender’s certificate is received,
the CA digital signature is checked to ensure that someone
the recipient trusts issued it.

« The recipient of the transmitted record decrypts the message






digest with the originator’s public key, applies the same mes-
sage hash function to the record, and then compares the re-
sulting message digest with the transmitted version.

« Any modification to the record after it was signed will cause
the signature verification to fail (integrity).

« If the signature was computed with a private key other than
the one corresponding to the public key used for verification,
then the verification will fail (authentication).

In digital signatures, the private key signs and the public key
verifies the authenticity of signatures. For confidentiality, the pub-
lic key encrypts messages, and the private key decrypts messages.
Digital signatures are technologies that fully support the trust-
worthiness of signed records. Some products on the market sup-
port the integrity and signature authentication of documents writ-
ten in Microsoft Word, Microsoft Excel, Microsoft Outlook, Adobe
Acrobat, JetForm FormFlow, PureEdge, XML, and HTML.

Some digital signature standards are
o RSA as specified in either ANSI X9.31 Part 1 (ISO 9796) or

PKCS 1

o DSS as specified in ANSI X9.30 Part 1 and NIST FIPS PUB
186-2

« elliptic curve DSA (ECDSA) as specified in ANSI X9.62.

Windows operating system. The Microsoft Windows 2000 op-
erating system manages all the electronic-based solutions to-
gether. It is the first operating system to build PKI into its core,
adhere to PKI standards, and allow system programmers to es-
tablish and maintain cryptographic-based security infrastruc-
ture and the foundation for a secure network.

Teaming Windows 2000 with other popular Microsoft appli-
cations allows users to gain the following security capabilities:
« secure e-mail using Outlook
« secure Web access using Internet Explorer, Microsoft’s Inter-

net Information Services (IIS), and Windows 2000 servers.
The RSA algorithm is included as part of the Web browser for
Microsoft.

« file encryption with Windows 2000 encrypting file system
(EFS)

« smartcard-based single sign-on

« VPN that use Internet protocol security (IPSec)/VPN capa-
bilities within Windows 2000.

The primary components in Windows 2000 that support PKI
environments are certificate services, Active Directory, standards-
based PKI-enabled applications, and exchange key management
services.

Certificate services is a core operating system service that al-
lows businesses to act as their own CA. On the basis of the or-
ganization’s CA approval instructions, the CA can issue and
manage a digital certificate to represent its e-business identities.
Windows 2000 supports multiple levels of a CA hierarchy and
cross-certification as well as off-line and on-line CA for maxi-
mum flexibility. A CA can issue digital certificates for pur-
poses such as digital signatures, secure e-mail, and authentica-
tion to Web servers with the use of secure sockets layer (SSL) or
transport layer security. SSL is considered to be the industry-
standard protocol for secure, Web-based communications. A re-
cent version includes data encryption between the server and
the browser and its support client authentication.
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PKCS 1, 7, and 10 are used by Windows 2000 certificate ser-
vices. For example, PKCS 10 describes how to construct a cer-
tificate request message. After Windows 2000 certificate services
processes the request, the operating system will issue an X.509v3-
compliant digital certificate accepting or rejecting the request.
PKCS 10 may be used to implement access controls in network
end applications. File permissions, registry settings, password
usage, user rights, and other issues associated with Windows
2000 security have a direct effect on certificate services security.

Active Directory provides information from authoritative
sources about people and resources such as employees, part-
ners, customers, servers, roles, directories, information, digital
certificates, and so forth. It serves as the internal and external
certificate distribution system. Active Directory also is the cen-
tralized management interface for digital certificate issuance.

Windows 2000 introduces the concept of the enterprise cer-
tificate authority. This feature is integrated with Active Direc-
tory and enables other features such as SSL client mapping and
smartcard log-on. Internet Explorer, Encrypting File System,
IPSec, Outlook, and Outlook Express are some standards-based,
PKI-enabled applications. Exchange Key Management Service
is a component of Microsoft Exchange that allows archiving
and retrieval of keys used to encrypt e-mail. Both Exchange
Servers 5.5 and 2000 integrate with a Windows 2000 CA for the
issuance of x.509v-compliant digital certificates.

The National Security Agency (www.nsa.gov) has developed
security configuration guidance for Windows 2000 with the
purpose of providing direction about the services that are avail-
able in the Microsoft Windows 2000 environment and explaining
how to integrate these services into network architecture.

Dedication
This article is dedicated to my eight-year-old little angel, Chris-
tian. Christian, some day you will become a great wrestler.

Disclaimer
Any mention of products or references to organizations is in-
tended only to convey information; it does not imply recom-
mendation or endorsement by McNeil Consumer & Specialty
Pharmaceuticals (MCSP) or Johnson & Johnson, nor does it
imply that the products mentioned are necessarily the best avail-
able for the purpose.

The opinions expressed in this article are strictly those of the
author. They in no way represent the view of MCSP or John-
son & Johnson.
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