Web Services In
Pharmaceutical
Manufacturing

Eric June

ARt 3 n -
\ |
L R B t
et A PR

ASSURX, INC.

Web services technology allows
manufacturers to integrate numerous
independent applications and software.
By using open, standards-based
protocols, Web services software spans
system, vendor, platform, and
organizational boundaries.

Eric June is chief software architect at
AssurX, Inc., 305 Vineyard Town Center,
Suite 374, Morgan Hill, CA 95037,

tel. 408.778.1376, fax 408.776.1267,
ejune@assurx.com.

38  Pharmaceutical Technology v INNOVATIONS 2003

harmaceutical manufacturers face many of the same

challenges as their peers in nonregulated industries. Pow-

erful, flexible, integrated information technology (IT)

solutions are needed to support the organization and
ensure its agility in a constantly changing competitive envi-
ronment. But this need is difficult to fulfill because for years
companies have been implementing independent information
systems on a variety of platforms from a variety of software
vendors that use a broad range of technologies. Integrating in-
dependent systems in such a heterogeneous environment is dif-
ficult, time consuming, expensive, and risky.

Some organizations attempt to avoid the integration pitfalls
by using pre-integrated application suites from one software
vendor, trading best-of-breed features and benefits for imple-
mentation commonality. Alternatively, they standardize by using
applications that run on a particular operating system, or in
conjunction with a particular database management system
(DBMS), again trading optimized application feature sets for
consistency of implementation.

Web services technology can help solve these application in-
tegration problems by allowing IT solutions to keep pace with
organizational needs in an efficient, cost-effective manner.

What are Web services?
Web services are software services that are delivered by means
of open, standards-based protocols that can span system, ven-
dor, platform, and organizational boundaries. The primary goal
of Web services technology is interoperability.
Figure 1 shows the core functionality of Web services through
an analogy that involves robots and messages. In this example,
Mary needs a piece of information (the name of the King of
Sweden) and requests the information by sending a message,
formatted in a particular way, to a “robot” (Web service). The
robot authenticates Mary, determines that she is authorized to
ask this question, and immediately provides the answer in a re-
sponse message. Notice that in this analogy
» Mary doesn’t know or care what the robot is made of, how it
works internally, who created it, or where it is located. She
only needs to know how to send a message that it will accept
and understand.

« The robot doesn't know if Mary is a man or a woman or even
human. It only knows that it has received an authorized re-
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Figure 1: Analogy to show the core functionality of Web services.

quest for its services in a message format that it expects and
understands.

In practice, Mary would typically be an automated system
(another robot). The request and response message data would
be in extensible markup language (XML) and packaged in a sim-
ple object access protocol (SOAP) message. Messages are com-
municated across the network via hypertext transfer protocol
(HTTP), the familiar, reliable, ubiquitous protocol used for the
World Wide Web. This most prevalent form of a Web service is
often called an XML Web Service. XML Web Services (which
will be referred to simply as “Web services” in the remainder of
this article) can transcend all platform and organizational bound-
aries because of their reliance on open standards.

The ultimate Web services deployment

If all the applications within an organization have Web service
interfaces, the organization’s IT staff can freely integrate dis-
parate applications and implement complex business processes
that orchestrate the activities of many different applications in
one business transaction. This ultimate deployment of Web ser-
vices technology is referred to as a service-oriented architecture
(SOA).

But how is this utopian-sounding SOA concept actually im-
plemented? It is done by way of specialized middleware soft-
ware generically termed integration servers. The need for inte-
gration servers in an SOA becomes apparent when you consider
that the various software applications were developed by dif-
ferent software vendors, usually without any collaboration. Web
services use open standards, but the details of the implemen-
tations vary greatly. For example, consider a manufacturing ex-
ecution system (MES) that encounters manufacturing defects
as a routine part of its operation and has a Web service inter-
face. A separate quality tracking system exposes a \Web service
for a manufacturing defect entry. Although the defect data may
be generic and predictable, each system will have its own way
of representing the data (field names, data structure, etc.) and
the operations that act on it. The fundamental role of the inte-
gration server is to “connect the dots” by translating the XML
data from the MES system into the format expected by the qual-
ity tracking system.

As an organization’s SOA grows in capability and complex-
ity by adding more and more Web services into the mix, the
role of the integration server is expanded. In addition to per-
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forming data and method translation for point-to-point links,
it may be called upon to centrally manage system authentica-
tion and authorization, synthesize many point-to-point links
into business processes, and monitor performance and avail-
ability of the SOA's components. Full-featured integration server
platforms are referred to by a variety of names (e.qg., “Web Ser-
vices Management Platforms”) and may cost as much as
$100,000-250,000.

How do we get there from here?

Few organizations have the luxury of discarding their existing
heterogeneous IT environments, which typically include proven
legacy systems that predate Web services, in favor of a true
service-oriented architecture. The need for regulatory compli-
ance makes such a revolutionary change especially difficult for
pharmaceutical manufacturers. 21 CFR Part 11, predicate rules,
and principles of software validation are as applicable to infra-
structures based on Web services as they are to any other in-
formation system architecture.

Clearly, moving toward a true SOA requires evolutionary
change, not a revolutionary change. Pharmaceutical manufac-
turers should begin by assessing and evaluating the risks and
benefits of VWeb services technology. A probable outcome of this
risk-based approach will be to mandate that all new informa-
tion system procurements be from software vendors that are
committed to Web services technology for current and future
software releases. The organization can then rapidly accrue ben-
efits by implementing selected point-to-point links between
strategic applications, thereby developing expertise with the
technology in a controlled, gradual fashion.

Unfortunately, including a “supports Web services” check box
on product selection matrices is not a sufficient immediate ac-
tion. There are vast differences in how software vendors support
Web services technology, and these differences can have dra-
matic impacts on the ease of deployment, interoperability, cost,
risks, and benefits of seemingly equivalent software solutions.

Two Web service implementation models

Because easing system integration is a primary goal of Web ser-
vices technology, software vendors typically begin by exposing
their application’s functionality via Web service interfaces. By
doing so, software vendors receive the windfall benefit of in-
creasing the potential market for their product, because they
may now be able to span platform boundaries that were previ-
ously unbridgeable. This is an application-centric model (see
Figure 2) that focuses on back-end integration and relies on ex-
ternal processes (typically an integration server) to call into the
application. In the context of a larger system, the software ap-
plication functions as a software component.

The application-centric model solves half of the system
integration problem, because it only addresses scenarios in
which events originate outside the application. External sys-
tems (Web service consumers) are expected to recognize these
events and call into the application using the exposed Web ser-
vice interface.

The other half of the integration problem is addressed by a
user-centric model. This model enables the application to re-



spond to events that originate within itself (e.g., the
user clicks a button or link) by calling out to ex- |~
ternal Web services. This model also allows the
power of external Web services to be brought into
and through the application, all the way up to the
application’s user interface, providing direct bene-

fits to the end user. No integration server is required PN o e
- - H H ’ H _ Mnkea the Web

in this model, because the application’s architec B, Aprication L acslicnion S
ture provides a means of using any existing Web canpanent e = Sgpiication

SErvices.

"II ill'm 'I-I.LIHIITAT_ llnnu

AR UL ATEN CORTESD Lisem Commmic
D
Ay iy . /B

For example, the data entry form segment shown
in Figure 3 implements data lookups using health-
care common procedure coding system (HCPCS)
codes. The form implements the

models.

Figure 2: The application-centric and user-centric Web services implementation

following functionality:
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Applications that implement
the user-centric model can also
allow system administrators to
extend the system via custom business rules implemented as
Web services, thereby spanning system, platform, and devel-
opment environment boundaries. For example, let us assume
that the data entry form in Figure 3 was instead configured to
allow editing of the “pricing indicator” and “statute number”
fields. A system administrator may wish to implement a cus-
tom validation process that confirms that the “HCPCS code,”
“pricing indicator,” and “statute number” fields have consistent
values when the user submits the form. If the values are incon-
sistent, a custom error message is returned to the user, who can
then correct the mistake and resubmit.

Some innovative applications provide exactly this kind of func-
tionality and allow administrators the freedom of implementing
their Web services in Java 2 Enterprise Edition (J2EE), Microsoft
.NET, or any other development environment or platform that
supports Web services technology. Because these applications
were specifically designed to call out to Web services, no inte-
gration server or Web services management platform is required.

Note that many enterprise-class applications implement the
application-centric model, but few support the user-centric
model. This is because the user-centric model is generally a
more difficult architecture to design and implement, while the
application-centric model is relatively simple. The “single model”
applications therefore make system integration more difficult
and constrain potential benefits as compared to applications
that implement both models.

Figure 3: An example of a data entry form that uses Web services.

Customer-defined Web services

When a software application exposes Web services, the Web ser-
vices are described using Web services definition language
(WSDL). WSDL is a universal XML-based language that is un-
derstood by all platforms. The WSDL for a Web service describes
the operations supported, the messages used for communica-
tions, the location of the Web service, and so forth. It also de-
scribes the XML data formats used in the messages by way of
XML Schema Definition (XSD). XSDs are a form of metadata
(data that describes other data).

Software vendors typically provide fixed versions of their
application’s WSDL description. In other words, they specify
the Web service interfaces and data formats that were put in
place by the software vendor when the application was de-
signed. Some platforms (e.g., Microsoft .NET) allow WSDL to
be “dynamically” generated, but the WSDL still derives from
fixed attributes that were established when the application was
compiled.

However, enterprise-class software applications allow the cus-
tomer to configure the system to match existing business processes.
For example, applications that use a workflow paradigm typically
include a means for a customer to create and configure forms by
defining a field set, setting captions and descriptions, binding to
lists, specifying validation criteria, and so forth. The output from
this configuration process—the forms describe the data that the
system will manage—are actually customer-defined metadata.
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Because an XSD is exactly analogous to a form design (both
are metadata that describe a customer’s data), why should soft-
ware vendors fix the Web service’s definition? After all, the sys-
tem’s user interface forms and Web services use the same data
(in our example, healthcare quality issue data), and the data
format was defined by the customer after the software applica-
tion was designed.

Interoperability, ease of use, and customer benefits are max-
imized in software applications that offer dynamic \Web services
that adapt and redefine themselves on the basis of customer-
specific configuration data. For example, the XML-type defin-
ition shown below defines the “HCPCS code” field in the schema
definition for healthcare quality issues and is automatically em-
bedded in the WSDL describing the Web service:

<xsd:simpleType name="AddEditDeletelssue_Text1Type”>
<xsd:annotation>
<xsd:appinfo>
<asx:fieldInfo name="Caption” value=“HCPCS Code” />
<asx:fieldinfo name="Description” value= “The HCPCS
code that specifies the procedure or drug that the healthcare
quality issue pertains to.” />
</xsd:appinfo>
</xsd:annotation>
<xsd:restriction base="xsd:string”>
<xsd:minLength value="1"/>
<xsd:maxLength value="5"/>
<xsd:enumeration value="Q0166"/>
<xsd:enumeration value="Q0167"/>
<xsd:enumeration value=“Q0168"/>
</xsd:restriction>
</xsd:simpleType>

The schema’s definition reflects a customer’s choice of un-
derlying data field name and type (Text1), caption, description,
mandatory attribute (minLength = 1) and enumerates the al-
lowed field values. More or less information could be included
because the application’s dynamic WSDL and schema defini-
tion process is itself configurable by the customer.

The inclusion of customer-specific data in the schema/WSDL
makes system integration easier and more robust. Not only is
it self-documenting, but consumers of the Web service have the
option of closely replicating the exposed application’s user in-
terface (e.g., for offline data entry scenarios via universal Web
service clients such as Microsoft InfoPath). Consumers of the
Web service also can choose to use standard validating parsers
to assess potential submissions against constraints that are em-
bedded in the schema (data length, allowed values, etc.) with-
out having to actually invoke the Web service.

Interoperability is improved when a customer-defined Web
service concept is extended to provide configurable options for
the underlying data formats and to support various business
processes that may be implemented in the application (e.g.,
CAPA and audit management in addition to healthcare qual-
ity). For example, J2EE-based consumers interacting with a par-
ticular business process may prefer to exchange data using
generic XML (termed “XML string”), but .NET-based con-

42  Pharmaceutical Technology 1t INNOVATIONS 2003

sumers of the same process may prefer .NET-specific data sets.
A customer can choose to create various dynamic Web service
instances, each optimized for a particular business process and/or
group of Web service consumers.

Conclusion

Web services technology increases the power and flexibility of
the information systems used by pharmaceutical manufactur-
ers by lowering or eliminating the traditional barriers to sys-
tem integration. Organizational agility can be improved, which
helps the company compete more effectively in constantly chang-
ing business, technology, and regulatory environments. The first
step toward the adoption of Web services is to insist that all new
software procurements be from vendors with a demonstrated
commitment to the technology. Software vendors and applica-
tions vary greatly in how they support Web services technol-
ogy, which can lead to dramatic differences in cost, benefits,
and risk for the pharmaceutical manufacturer.

Software applications that implement both the application-
centric and user-centric models can deliver immediate bene-
fits from point-to-point integrations without requiring in-
vestment in an integration server or \WWeb Services Management
platform. Adaptable, dynamic Web services that redefine them-
selves on the basis of customer-specific data are more robust,
easier to use, and maximize both interoperability and customer
benefits. PT
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