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During the past several

years, many pharmaceutical

companies identified a need

for an electronic tracking

system that would help them

meet FDA GxP requirements.

Most of the companies began

Rl (0 seek a configurable product
that could be quickly and easily
implemented. The authors

| describe a quality-management

| system that draws on a Good

{ Automated Manufacturing

Practice Special Interest Group

document to help users

implement Part 11

requirements.
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or global pharmaceutical companies, maintaining a GxP

(the collective term for good laboratory practice, good

clinical practice, and good manufacturing practice) envi-

ronment while upgrading quality systems and moving
from paper-based systems to an electronic records and signa-
tures (ER/ES) structure requires a comprehensive and fail-safe
method of tracking all quality-related issues and exceptions in
real time throughout the organization. Some companies have
been preparing for this challenge for the past few years and al-
ready have begun implementing tracking systems to record de-
viations, nonconformance, defects, out-of-specifications, and
consequent corrective and preventive actions. Other companies
will find themselves scrambling to come up with a solution in a
timely manner. All of them must ensure that their tracking sys-
tems comply with 21 CFR Part 11.

Abrief history
In the beginning there was paper. Paper forms and templates were
developed to document problems, events, deviations, corrective
actions, and so forth. This approach created its own problems,
however: Records were easily misplaced or lost when forms and
files circulated among staff members in various offices or distant
locations. The inconvenience of paper media prolonged the process
of follow-up and approval and made it difficult to bring projects
to a conclusion in a timely manner. In addition, management had
no way to effectively assess the status of projects in the organi-
zation or to detect trends on the basis of recurring events.
Realizing that paper-based systems gave managers and staff
no immediate access to information and no effective control in
tracking issues, individual departments started to develop their
own electronic systems to address these problems. They used
tools such as e-mail systems, spreadsheets, and databases to
publish and keep track of deviations. Band-Aiding one prob-
lem led to others, however. Portions of records still were being
kept on paper, whereas others were saved electronically, thus
inviting errors. Each department or location typically had a dif-
ferent system in place, resulting in inconsistency in the way the
company was operating. Systems with little or no security en-
abled unauthorized users to access and modify records. Even
worse, no audit trail for records existed, so records could be du-
plicated, altered, or eliminated. Finally, because no validation
was performed on these systems, it was impossible to demon-
strate that the data being kept were complete and accurate.



Recognizing the need for a systematic way to address these
problems, FDA and the healthcare industry began meeting to
determine how they could adapt ER/ES systems to the current
good manufacturing practice regulations. 21 CFR Part 11 was
released 20 March 1997 with an effective date of 20 August 1997.
Partly because of this five-month implementation period and
partly because the broad scope of the regulation created wide-
spread difficulty and confusion, the implications and potential
effects of the final rule were not immediately recognized. In the
past few years, however, through the combined efforts of FDA
and the Industry Coalition on 21 CFR Part 11, companies have
gained realistic assessments of the time and expense required
and the risks associated with modifying or replacing current
systems and their related business processes.

The need for a tracking tool

Many companies have adopted an approach to Part 11 com-

pliance along these lines:

« Read and completely understand Part 11.

« Identify all systems that must be compliant.

« Develop a checklist or other method to create a gap analysis.

« Determine the functional requirements for each system.

« Determine the appropriate workflow to perform system
remediation or replacement.

« Implement a Part 11 compliance schedule and execute it ac-
cordingly.

Somewhere between the fourth and fifth steps, the need for
a tracking tool became apparent. A centralized tracking solu-
tion would enable all affected departments in the organization
to participate in their relevant portion of the workflow in a col-
laborative environment. Some companies attempted to develop
their own in-house tracking system. Information technology (1T)
departments were assigned to the development and deployment
of yet another system, a task that put a strain on ongoing efforts
such as Y2K remediation and e-business initiatives. Faced with
this added burden, many IT departments chose to create com-
promise and stopgap solutions until the other mission-critical
initiatives were completed.

Once the smoke cleared and full attention was given to the
compliance-tracking application, many IT organizations realized
they were lacking the necessary resources to develop a strategic
tracking tool (see sidebar “Desirable features of an electronic
quality-management tool™). It quickly became apparent that de-
veloping a tool that complied with all Part 11 requirements and
met the users’ business requirements could take years and would
cost millions of dollars just to develop, let alone to implement and
validate. Furthermore, an application being developed in house
would have required a software programmer to make changes to
the source code every time a business process was created or
modified. Clearly, some companies needed an off-the-shelf solu-
tion that was easy to configure and was Part 11 compliant.

A quality-management software tool

TrackWise (Sparta Systems, Inc. [SSI], Hazlet, NJ) is a configurable
Web- and Microsoft Windows—based quality-management
software tool used for tracking nonconformance, deviations,
customer complaints, corrective and preventive actions, audit
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Figure 1a: The Web-based desktop screen enables users to
initiate new records or browse and update existing records.
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Figure 1b: The TrackWise system enables users to approve
records electronically. The software can enforce configurable
serial and/or parallel approval processes.
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Figure 1c: The TrackWise Administrator console can configure
21 CFRPart 11 security parameters.

observations, and other regulatory issues such as commitments
and validations (see Figure 1a). Because the Part 11 regulation is
subject to interpretation, it is difficult to determine whether soft-
ware is truly compliant. SSI's approach was to use the Good Au-
tomated Manufacturing Practice (GAMP) Special Interest Group
document Complying with 21 CFR Part 11 Electronic Records and
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Electronic Signatures as its basis for implement-
ing all of the features necessary for a company
to be compliant (1).

The GAMP Special Interest Group docu-
ment offers a practical Part 11 interpretation
that is an assembly of views taken from FDA,
published articles, GAMP Forum meetings, and
International Society of Pharmacoepidemiol-
ogy and Parenteral Drug Association (PDA)
members. Part of the document outlines the
technical and the procedural controls that are
required for any Part 11-compliant system and describes who is
responsible — software vendor or pharmaceutical company —
for each control.

As an example, consider 21 CFR Part 11, Subpart B, 11.300(b)
Controls for Identification Codes—Passwords: “Ensuring that
identification code and password issuances are periodically
checked, recalled, or revised (e.g., to cover such events as pass-
word aging).” The software itself must be able to force passwords
to be periodically changed and also enable user ID—password
combinations to be rendered inactive without losing the record
of their historical use (see Figure 1b). However, it is up to the
pharmaceutical company to establish policy for how long a
password can be used until it expires. The time period could be
90 days, 120 days, and so forth.

Another example can be found in Subpart B, 11.300(d): “Use
of transaction safeguards to prevent unauthorized use of pass-
words and/or identification codes, and to detect and report in
an immediate and urgent manner any attempts at their unau-
thorized use to the system security unit, and, as appropriate, to
organizational management.” The software system must be able
to detect any failed attempts to use a password and after a cer-
tain number of failed attempts alert system administrators to
the attempted breach, take swift preventive action (e.g., lock the
user’s account), and also alert management that the breach oc-
curred and what action was taken.

The TrackWise system is fully configurable to allow the sys-
tem administrator to set the allowable number of failed attempts
as well as determine who is alerted and how, such as by means
of an e-mail, a page, or both (see Figure 1c). In addition, SSI
works closely with FDA-regulated clients and trade associations
to follow and implement all of the critical features necessary to
assist with a 21 CFR Part 11-compliance effort. Compliance
audits, which follow PDA or other process models, help com-
panies weigh various alternatives and solutions on their route
to compliance. In April, TrackWise was successfully audited by
a third party following the PDA process model (2).

- Full audit trail

password

removed

21 CFRPart 11 and beyond

Although addressing and implementing Part 11 requirements
is @ must, several other key considerations exist for effectively
selecting and deploying a compliance-tracking tool. One sig-
nificant aspect of any tracking tool is its adaptability to one’s
business rules — that is, is it configurable? Configuration should
not be confused with customization. A customizable product
requires changing the source code and/or specific “stored pro-
cedures” in the database to implement functional requirements,
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« Electronic signature
« Enforced workflow sequencing
« Minimum number of characters and digits in

- Notification and account locking after
maximum failed password attempts
« Signatures attached to records and cannot be

Desirable features of an electronic quality-management tool

« Password aging and expiration

« Password history

« Session time-out because of inactivity

« Full on-screen reporting

- Information can be exported to flat file
« Completely configurable security groups

thus necessitating a call to the product vendor. These develop-
ments could introduce delays in the process and could require
substantial additional validation. In contrast, a configurable
product is one that allows the customer to take the software out
of the box and configure it to match any business requirement.
For example, the TrackWise system can be used to set fields to
reflect divisions, departments, products, and batch codes. It also
can be used to set fields to specify workflows, security rules, and
more. The system is user-configurable, meaning that it has built-
in point-and-click tools that enable users to configure it with-
out requiring them to be technology experts.

Choosing an off-the-shelf, fully configurable tool can sub-
stantially shorten implementation time and reduce validation
costs. Customers then can validate that their configuration
matches their business and functional requirements.

Other very important attributes of any tracking solution are
robustness, scalability, and maturity of the product. The Track-
Wise system, for example, is designed to work with enterprise
database-management systems such as Oracle and Microsoft
SQL Server, which can support a large number of users. Date
and time stamps are stored by means of the Universal Time
Code, so the time displayed is in local time no matter what time
zone a user is in. Web-based systems require no client-side in-
stallation and thus simplify use. Most important, when choos-
ing a tracking tool it is essential that one chooses a mature prod-
uct with a proven track record. It also is important to consider
the reputation and stability of the software vendor. One not
only is purchasing the product, but also is committing to a long-
term relationship with the supplier. SSI supports the TrackWise
tool with professional services to install and configure the prod-
uct, train users, and support deployment. SSI also offers its cus-
tomers extensive documentation and test cases that can be used
throughout the validation process.

Conclusion

Investing in a quality-management system is one of the most im-
portant decisions an organization will face. Considering 21 CFR
Part 11 compliance as well as all other aspects will be key to a
company’s success, so make sure your company chooses wisely.
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