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Implementing On-Dose 
Anticounterfeiting Technologies 
for Solid-Dose Drug Products

An Executive 
Summary

Overview
The continuing practice of counterfeiting and diverting drugs 
has given rise to the need for sophisticated anticounterfeiting 
technology. Counterfeiting is a major issue for drug manufac-
turers, as the unauthorized diversion and falsification of drug 
products cuts into revenue and creates safety risks in the 
supply chain. Moreover, counterfeit drugs are dangerous. If 
therapeutic amounts of a product’s active ingredients are not 
present, then patients will not receive effective treatments and 
their health could be harmed.

Current legislation for track-and-trace requirements world-
wide has shifted the responsibility of product authentication 
to manufacturers and distributors, with the focus of such rules 
often being overt and covert packaging security features.

In fact, by 2023, Title II of the Drug Quality and Security Act 
of 2013 will require manufacturers, wholesale drug distributors, 
repackagers, and many dispensers to provide information 
about drug traceability, including who handled the product 
each time it is sold in the U.S. market. In addition, these firms 
must establish systems and processes that can verify the 
product identifier on prescription drug packaging.1

These aforementioned regulations focus on safety features 
for a product’s outer packaging. But, what happens if these 
so-called “fail safes” do not work or become unreliable? And 
what happens when the original packaging is separated from 
the drug product itself? Drug companies and distributors are 
placing themselves and patients at risk if they don’t implement 

techniques for confirming and tracing the product itself such 
as with On-Dose Authentication. For this reason, drug manu-
facturers must consider a multi-layered approach for product 
verification that involves both overt and covert technologies 
at the packaging and dosage levels.

On-Dose Solutions
On-dose technologies give brand owners security tools for 
real-time analysis and remediation of diverted or falsified drugs 
in the supply chain. These permanent IDs are embedded into 
the dosage itself and often cannot be removed, easily viewed, 
or detected by someone without knowledge of its existence, 
which practically eliminates the chance of the dosage being 
faked or substituted with expired or sub-standard product. 
The same cannot be said for packaging-level security or even 
reverse chemical analysis.

Several on-dose solutions are either currently on the market 
or will be commercially available soon (Figure 1). These include:

•	 Chemical screening methods such as using 
near-infrared spectroscopy for in-field screening;

•	 Molecular and DNA markers, which are 
unique traces of material that yield a 
binary positive or negative answer;

•	 Specialty printing or coatings that are 
applied to tablets or capsules;

•	 Inert single-coded taggants or single 
microtags for product identification; and
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•	 Variably coded microtags that not only identify a 
product, but can also reference a secure database 
that stores additional information such as the 
product’s lot number, expiration date, and more.

Need for Regulatory Guidance
Because these identifiers are applied to a drug itself, drug 
makers have a lot to consider in terms of reporting and regula-
tory issues.

Historically, manufacturers 
were often interested in using 
dosage-level security mea-
sures, but were hesitant to 
implement them because reg-
ulatory guidance was lacking. 
Then in late 2011, the U.S. 
Food and Drug Administration 
(FDA) published a final guid-
ance for pharmaceut ica l 
manufacturers that wanted to 
incorporate physical–chemical 
identifiers (PCIDs) in solid oral 
dosage forms as an anti-
counterfeiting strategy. PCIDs 
include inks, pigments, flavors, 
and molecular taggants.

The guidance, Incorporation of 
Physical-Chemical Identifiers into 
Solid Oral Dosage Form Drug 
Products for Anticounterfeiting, 
defines a PCID as “a substance 
or combination of substances 
possessing a unique physical 
or chemical property that un-
equivocally identifies and au-
thenticates a drug product or 
dosage form.”

FDA recommends that PCID 
ingredients be pharmacologi-
cally inactive so that they can 
be treated as excipients and 
not be derived from any major 
food allergen group.2 To mini-
mize toxicological risk, FDA 
suggests using PCIDs that 
are already used as food addi-
tives, are GRAS, or are listed 
in the FDA’s inactive ingredient 
database.

The guidance also provides 
recommendations covering 
design character istics for 
incorporating markers into 
so l id ora l  dosage forms; 

various supporting documentation; and procedures for 
reporting or requesting FDA approval to incorporate PCIDs 
into drugs premarket or as a post-approval change (see 
Figure 2).

FDA encourages using PCIDs in existing external parts of 
the dose such as coatings or printing inks. Studies have found 
using PCIDs in this manner would have little to no effect on 
drug quality, performance, or stability.
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Lhe	PCID	Guidance	discusses	the	documenta5on	for	
premar.e5ng	and	post-approval	elings	for	use	of	PCIDsS	
	
"  Informa5on	on	the	chemical	composi5on	of	the	PCID.	

"  PCID	physical-chemical	a@ributes	and	specieca5ons.	

"  Ha5onale	for	selec5on	of	the	PCID.	
"  Informa5on	concerning	product	development,	

manufacturing	steps	and	stability	associated	with	
incorpora5on	of	the	PCID.	

"  For	a	post-approval	change,	data	showing	that	PCID	has	not	
impacted	drug	product	impurity,	release	rate,	or	stability.	
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Figure 2: Documentation for PCID filings. 

Figure 1: Dosage level technologies.
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Conversely, FDA recom-
mends that PCIDs not be 
used in any parts of a drug 
that may add any level of risk 
for interacting with its function 
such as in release-controlling 
excipients. Figure 3 of fers 
some examples of  d rug 
components with significant, 
moderate, and minimal risk for 
using PCIDs.

Signif icantly, the agency 
does not intend to object if 
PCIDs are not included in 
ingredient lists on a drug’s 
labeling. But if a PCID changes 
any identifying characteristic 
of a drug product, such as its 
color, drug makers may need 
to include information on the label.3

Advanced Microtag System
An example of an On-Dose Authentication technique that 
meets FDA guidelines while offering additional security 
features are advanced microtag systems with variably coded 
microtags such as that from TruTag Technologies. TruTag 
microparticles (“TruTags®”) are made of pure silicon dioxide 
(i.e., silica), a well-studied excipient and material with GRAS 
status. Each TruTag is encoded with an optical signature 
that is secure and edible, and can be mixed into a coating 
or polymer. No false-positive readings are given because no 

other material—be it natural or synthetic—can replicate the 
complex multiple-channel spectral signal that is embedded 
in the tag material itself.

These covert microparticles can be added to a dosage 
form without modifying the manufacturing process and usu-
ally do not require any equipment changes (Figure 4). Once 
the variably-coded microtag is included in the dosage, it will 
last through the product’s lifecycle. Each TruTag custom-
manufactured spectral signature can be scanned in the field 
using one of the company’s proprietary portable detectors. 
This offers enhanced supply chain transparency, making avail-
able intelligence such as the specific manufacturing location 

Examples	of	!"#$%#&'(%)*+,)-%.(/*0#"12:	
•  PCID	is	not	a	permissible	food	addiBveR	or	not	GRASXIID	
•  PCID	poses	a	ris0	of	adverse	reacBon	in	paBents	

Examples	of	!3,4-0()-*+,)-%.(/*0#"12:	
•  PCID	is	added	to	core	secBon	of	drug	product	
•  PCID	is	added	to	a	release	controlling	secBon	of	drug	product	

Examples	of	“3#%#3(/*+,)-%.(/*0#"12:		
•  PCID	is	GRAS	or	IID	material	
•  PCID	is	added	to	outer	coatXnon-release	secBon	
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PCID	Guidance	Filing	Requirements	
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THE	TRUTAG	SOLUTION	

Figure 3: PCID guidance filing requirements.

Figure 4: The TruTag solution.
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and equipment line that produced the product. It is possible 
to identify the lot level as well (Figure 5).

The TruTags do not affect product appearance. They blend 
and disperse well in multiple film-coating products, including 
hydroxypropyl methylcellulose (HPMC) and poly(vinyl acetate) 
(PVA) coatings. In company-sponsored testing, the TruTags 
did not affect the dissolution and release characteristics of 
numerous APIs that were analyzed. The amount of silicon 
dioxide involved in an on-dose application is minimal, making 
the weight gain for a single product usually less than 0.05%.

Conclusion
Drug manufacturers and 
distributors are realizing that 
they can no longer rely solely 
on packaging security features 
to ensure the authenticity of 
the product within it. Rather, 
on-dose technologies provide a 
more robust and reliable means 
of deterring and identifying 
counterfeiting, verifying product 
identity, and ensuring product 
traceability. One advanced 
technology for achieving such 
security at the dosage level 
are TruTag’s variably coded 
microtags, which not only give 
drug makers covert and direct 
markings of drug products, but 
can also tap into a database 
of key product manufacturing 

information such as production date and lot number.
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Multiple levels of product intelligence, including: 
•  Product ID / Dosages 
•  Manufacturing Plant ID Code 
•  Equipment Line ID 
•  Intended Geographic Distribution Area 
•  Images and Descriptions of Drug Product, Packaging, 

Labels, etc. for visual confirmation 
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Enhanced	Supply	Chain	Visibility	
Figure 5: Enhanced supply chain visibility.


