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Focus On Quality

Validation of Spectrometry
Software: Risk Analysis
Methodologies for Commercial
Spectrometer Software

A simplified risk analysis methodology is needed for the validation of commercial soft-
ware used in the regulated laboratory. In this column, the author takes a look at two

alternative approaches.

R.D. McDowall

the risk analysis methodology used in the GAMP Good

Practices Guide for Validation of Laboratory Computer-
ized Systems (GPG) (2), which was based upon failure mode
effect analysis (FMEA), was too complicated. The rationale
was that we purchase mostly commercial software in regu-
lated laboratories that already has been tested by the respec-
tive vendor. Therefore, why do we need to potentially repeat
work that has already been performed?

Before we begin this discussion, it is worth mentioning
that I have written a paper on risk assessment at the system
level, and determination of how much validation is required
has been published recently by Advanstar Communications
(3). This publication looked at the nature of the software
used in the system and the impact of the records produced
by the system to determine how much validation was re-
quired. The outcome if validation was required was one of
two options: Full validation based upon a system imple-
mentation life cycle when the detailed steps to be under-
taken are defined in a validation plan for the system. Lower-
risk systems could be validated using a single integrated
validation document that defined the intended use, security
and access control, compliance issues, and preservation of

I n the last “Focus on Quality” column (1), I noted that

the records produced by the system.

In this column, I want to go into more detail and com-
pare the FMEA used by the GPG with a simpler and, in my
view, quicker risk analysis methodology called functional
risk assessment (FRA).

Document Your User Requirements

Before beginning the discussion, what should be our start-
ing point for the risk analysis and risk assessment?To be
effective, any risk analysis is based upon available informa-
tion (4). Therefore, the best source of this is the user
requirements specification (URS). When you are conduct-
ing a risk assessment at the requirements or functional
level, the URS should be relatively complete. This means
that you have a good understanding of what the system will
be doing, and this is reflected in the quality of the user
requirements. If you don’t have this, there is little point in
going further, as you will be wasting your time regardless of
which risk methodology you select.

Modified FMEA
The risk assessment methodology approach flow chart used
in the GPG is shown in Figure 1. It is a two-phase approach
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that determines first the system risk,
then at the functional level the haz-
ards, the probability of occurrence,
4 and their severity to identify and pri-
T Detormine oritize the risks that could occur when
system category using the system.
(Ato G) .
2. Determine The process works as follows and is
busé??ysst':rgm divided between assessing the overall
system impact and testing priority of
the hazards of the individual functions
that comprise it:
3. Determine 1. Classify the system. This uses the
T| semimpact 7 seven different categories between A
) and G as we discussed in the previ-
ous column (1) and assesses the
v technical complexity of a system.
oty ks 2. Next, the business impact of the
critically) system is determined. This is a plot
of the compliance risk (assessed as
low, medium, or high) versus busi-
3 ness risk based on the importance of
- gfif;'it"y“?ﬁsk the system to th.e busine'ss (also 19w,
dassification vs medium, and high). This determines
probablity the business impact as a single figure
between 1 and 5 (a range from very
low to very high), shown in Figure 2.
Figure 1: GAMP risk assessment process flow (based upon Appendices 1 and 2 of reference 2). Compliance risk can be laboratory

issues such as data integrity and
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Table I: Part of a combined risk and analysis and traceability matrix for a spectrometer

URS
Req. No.  Spectrometer System Requirement Priority M/D Risk N/C
2.3.06 The system has the capacity to hold a minimum M C IQ
of 100 GB of live data on the system.
3.3.03 Access to the data system and spectrometer M C TSO1

is restricted to authorized personnel who will
access using the correct combination of user ID
and password

3.3.04 Users with access to the NMR system are assigned D N -
to configurable user groups.
4.3.01 Data files will uniquely identify the sample and M c TS04

the parameters used to collect the data are directly
linked to that file.
4.3.02 Data files will be named by a file naming convention. M C SOP

Priority: M/D = Prioritization of a requirement as either Mandatory (M) or Desirable (D)
Critical: N/C = Assessment of regulatory or business risk as either Critical (C) or Not Critical (N)
Test: Traceability matrix for requirements to:

\V = tested by the vendor

IQ = verified in the IQ

0Q = verified in the vendor 0Q

SOP = a procedure needs to be written for this requirement

TS# = PQ test script number where the requirement will be tested

- = requirement rated low priority, not considered further.

RA and TM = Risk Assessment and Traceability Matrix
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wider impact of patient safety.
Business risk can be items such as GXP risk
data loss, inability to release a batch,

. . D Very low =1
or in a wider context, a product
recall. The criteria that are used for W ow-2
both estimations will have to be [l Medium=3
developed by the laboratory, possibly O wish=4
in conjunction with a validation or iy B verhioh -5
quality assurance group. o Medium

3. The overall system impact is deter-

mined by plotting the system category

(A—-G) versus business impact (1-5) to
produce a 7 3 5 grid to determine the Figure 2: Determination of business impact of a system (adapted from reference 2).
overall system impact between 1 and 3
(low, medium, and high impact) as
shown in Figure 3 as a traffic light
scheme from green to red. The grid
used in this assessment is relatively
large; furthermore, as we saw in the
last column, a system can be classified
in two or three system classes. This
means that if you misclassify a system,
there is the potential to either over- or
underrate the system impact.

4. Having determined the overall sys-
tem impact, the attention now turns
to the criticality of individual
requirements and the hazards that a
system faces. Conceptually, it is bet-
ter to focus on the criticality of
requirements rather than the hazards
because we are dealing with off-the-
shelf or configurable commercial
software. The main difference is that
when you write a macro or custom
software for use with your spectrom-
eter software, you may need to con-
sider the hazards that the macro is
faced with, as you will be dealing
with a unique situation with no help
available from the vendor. Either
way, the requirement of the hazard is
classified as low, medium, or high.
Now you need to consider the risk
likelihood. This is fine for a hazard
where the likelihood can be seen as
low, medium, or high as “the fre-
quency of an adverse event” and can
be estimated for a specific hazard
relatively easily. Plotting the likeli-
hood versus effect of the hazard
allows the risk to be classified as
level 1, 2, or 3 as shown in Figure 4.
A level 1 risk is the highest, as shown
by the red coloration, and a level 3
risk is the lowest, shown as green.
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Figure 3: Determination of overall system impact (adapted from reference 2).

Now here comes a major problem—
if we are using criticality of require-
ment, then how is this linked to risk
likelihood? I have no idea, because
there is nothing in Appendix 2 of the
GPG that describes this situation (2).

5. Finally, the ability of the system to
detect the risk occurring is estimated
as low, medium, or high and plotted
against the risk level to determine
the highest to lowest priority for
testing as shown in Figure 5.

Circle 19
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The biggest issue I have with this
approach is that the intended use of
the system has been relegated to a
sideshow with the overriding empha-
sis placed on risk assessment. We must
not forget that we have other control
mechanisms in place in the laboratory
— maintenance and calibration —
and these are key ways to ensure the
overall quality of data and informa-
tion generated by a spectrometer.

Functional Risk Assessment

FRA is a simpler risk analysis method-

ology that was developed specifically

for the validation of commercially
available software. The process flow in

Figure 5 is described in the list below,

and the numbers in the figure corre-

spond to each task described below.

1. The input to the process is a pri-

oritized user requirements specifica-

tion. All URS requirements are pri-
oritized as either mandatory (M) or
desirable (D). The mandatory
assignment means that the require-
ment must be present for the system
to operate; if “desirable” is assigned,
then the requirement need not be
present for operability of the system

— it is simply nice to have (5,6).

This is shown in Table I with the

first three columns.

Each requirement is numbered,
specified, and prioritized and is the
format of a URS used in this
methodology.

2. The next stage in the process is to
carry out a risk assessment of each
function to determine if the func-
tion is business or regulatory risk
critical (C) or not (N). This risk
analysis methodology uses the tables
from the URS that have two addi-
tional columns (columns 4 and 5)
added to them as shown in Table I.
The approach is shown in Table I in
the fourth column from the left.
Here, each requirement has been
assessed as either critical or noncriti-
cal. For a requirement to be assessed
as critical, one or both of the follow-
ing criteria need to be met.

The requirement functionality poses

a regulatory risk that needs to be

managed. The basic question to ask

here is: will there be a regulatory cita-
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will be considered further in the val-

Risk likelihood

Low |Medium| High

Requirement
criticality or
hazard effect

Medium

. Level 1 risk
D Level 2 risk
. Level 3 risk

idation of a system. No other combi-
nation (that is, low) will be consid-
ered any further.

5. Once the risk analysis has been
completed, the advantage of the FRA
approach is that a traceability matrix
can be included in the same docu-
ment. This is achieved by adding a
fifth column to highlight where the
requirement will be tested or verified
in the remaining part of the valida-
tion. Some of the areas are illustrat-
ed in the legend to Table I and also
are shown in the table itself.

Limitations of FRA

The underlying assumption of FRA is
that the software (together with the

Figure 4: Classification of risk (adapted from reference 2).

tion if nothing is done? For example,
requirements covering security and
access control, data acquisition, data
storage, calculation and transforma-
tion of data, use of electronic signa-
tures, and integrity of data are areas
that would come under the banner of
critical regulatory risk (as well as
good science). Requirements can also
be critical for business reasons — for
example, performance of the system
or its availability.

3. The functional risk assessment
approach is based upon plotting the
prioritized user requirements and
regulatory or business criticality
together to produce the Boston Grid
shown in Figure 3. Requirements
that are both mandatory and critical
are the highest risk (combination of
the prioritization and business—reg-
ulatory risk).

For most commercial spectrometry
systems, requirements either fall into
the high- or the low-risk categories.
There will be a few requirements in
the mandatory and noncritical quad-
rant of the grid, but few, if any, in the
desirable but critical quadrant. This
is logical. If your requirement were
only desirable, why would it be criti-
cal or vice versa? If requirements fall
in this last quadrant, it may be an
indication that the initial prioritiza-

tion or the risk analysis was wrong,
and either should be reassessed.

4. Under the FRA, only the software
requirements classified as “high” in

instrument) has undergone more test-
ing by the vendor during development
than anybody in a laboratory can un-
dertake in a reasonable timeframe.
Moreover, anticipated problems with
the software or the records have been
considered and detailed designs im-

Circle 20
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Figure 5: Determination of testing priority (adapted from reference 2).
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Figure 6: Functional risk assessment process flow chart.

plemented and tested to cope with
these situations. Therefore, using this
premise as a basis, it sits on top of a

vendor’s approach. However, this as-
sumption should be verified by a ven-
dor audit for critical systems.

www.spectroscopyonline.com

The application of FRA is intended
for use with commercial off-the-shelf
(COTYS) software (GAMP Category 3)
and configurable COTS software
(GAMP category 4). It has not been
applied to bespoke or custom-coded
systems (GAMP category 5).

Summary

Two risk analysis methodologies for
validation of computerized laboratory
systems are compared and contrasted:
a modified FMEA and FRA. The latter
is a simpler methodology that is easy
to understand and apply, plus it has an
advantage that the traceability matrix
can be combined relatively easily and
with little effort.
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