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Foreword

This report is a translation of a report published by the Norwegian Directorate for
Higher Education and Skills (HK-dir) in 2024 (Norwegian title: Geopolitisk spenning og
internasjonalt kunnskapssamarbeid: En kvalitativ studie av erfaringer i norske
fagmilje). The translation was carried out with the assistance of ChatGPT, followed by
review and quality assurance by the Directorate.

The motivation for this translation is that the topic of geopolitical tension and
international knowledge cooperation is high on the international agenda. Through this
English edition, we aim to share empirical insights from the Norwegian knowledge
sector that may be relevant for universities, research institutions, and public
authorities in other countries.

Responsible international cooperation is complex and requires insights across
academic and policy domains. Finding the right balance between security and
openness depends among others on our ability to share experiences and resources
across borders, and to maintain an open dialogue about the challenges and
opportunities arising in an increasingly demanding international landscape.

The field of geopolitics and international knowledge cooperation continues to evolve.
The situation in the Norwegian knowledge sector remains largely as described in the
original report. One notable development concerns export control. Since the
publication of the Norwegian edition of this report in 2024, a new Agency for Export
Control and Sanctions (DEKSA) has been established, accompanied by a revised
export control regulation. It is still too early to assess how these changes will affect the
knowledge sector, but the stated aim is to ensure a clearer framework and reduce
unnecessary administrative burdens on the sector, which depends on international
collaboration.
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sSummary

Background: The world has become more turbulent and conflict-ridden, with rising
tension between global powers and war in Europe. The Official Norwegian Report by
‘Forsvarskommisjonen’ (The Defense Commission) (NOU 2023: 14), identifies Russia
and China as the main challenges facing Norway. Democracies are under pressure in
several countries, and the threat landscape is complex. Numerous sectors, including
the knowledge sector, which is distinctly international, are affected. For years, national
threat assessments have pointed to this sector as a target for foreign intelligence and
interference. Academic freedom may also come under pressure due to a more tense
global environment and partnerships in authoritarian states.

Simultaneously, countries outside the Western world have emerged as scientific and
technological powers. Measured by the number of academic articles in the Web of
Science, China is now the world'’s largest research nation (Sivertsen, 2024). As a small
country with a limited share of global knowledge production, Norway depends on
being connected to international knowledge development. Collaboration with
partners in authoritarian regimes can be academically valuable but also presents
security policy challenges. Norwegian authorities emphasize that collaboration must
occur within frameworks that uphold academic values and institutional and national
security requirements.

About the study: This study explores how various academic fields are impacted by a
more tense geopolitical climate and how academic staff in particularly affected fields
experience the act of balancing academic freedom with security requirements.
National and international discussions have largely focused on Science, Technology,
Engineering, and Mathematics (STEM) — fields of strategic importance for states'
economic and military capacities. This study also investigates how humanities and
social sciences are affected by these developments.

The study is based on 43 in-depth qualitative interviews, mainly with academic staff
working in areas that Norwegian authorities define as “sensitive” and/or have
partnerships in countries in conflict or countries with which Norway has no security
policy cooperation. The study’s objective is to shed light on specific challenges and
dilemmas in the informants’ work environments.

Main findings: The challenges reported by our informants vary between fields and
countries. In STEM, the challenges are primarily linked to a few countries, mainly China.
Few informants report security-related or research ethics issues, though awareness is
high that surveillance and espionage may occur. The most challenging aspect of
their work is managing export control and licensing requirements for dual-use goods
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and technologies. In a sector where international interaction and knowledge
exchange are central, control over knowledge and technology transfer can restrict
academic freedom and create practical challenges in their work. Many find export
control regulations difficult to understand and implement. As a result, some
collaborations cease, and candidates from countries like China are excluded from
positions for practical reasons. The lengthy processing times for licenses and entry
permits are incompatible with project timelines. Reduced collaboration and fewer
recruits are seen as academic losses.

Informants in the humanities and social sciences report that the space for academic
work has narrowed due to political developments in several countries. Many
informants face dilemmmas related to research ethics as well as security — both their
own security and that of their partners abroad. The backdrop is politically sensitive
topics that authoritarian states may seek to censor. Informants mention that they
adapt research and teaching practices to ensure their own and their partners’ safety.
While these adaptations are undesirable, they generally feel that they can justify
these adjustments methodologically and ethically. A degree of self-censorship or
adjustment of communication is not uncommon, even in Norwegian public discourse.
Embassies monitor research, teaching and their communication efforts, and the risk
of visa denial has a chilling effect. Some researchers working on conflicts directly
affecting Norway also carefully consider how and if they participate in public debates,
as doing so can have a high professional and personal cost in a polarized public
sphere. Some informants express concern that fewer students will choose specific
languages or area studies if the perception of threats and challenges becomes too
dominant. This could negatively impact Norway'’s long-term knowledge preparedness
regarding these countries.

Recommendations: The following points summarize the report’s recommendations
for the sector and authorities:

o Decisions should be made as close as possible to the affected academic
communities. One solution does not fit all. Partnerships should be evaluated
case by case and regularly reassessed.

e Academic staff, as experts in their fields, must balance security risks with
academic values. They must make decisions but should not stand alone in
doing so: Strong support from administration and leadership is crucial.

o Institutions should examine the support needs of staff in the humanities and
social sciences.
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The issues the knowledge sector must address are complex and require cross-
disciplinary and cross-sector collaboration and information sharing.

Norwegian institutions should cooperate and share knowledge and resources.
They should also leverage their networks and partners in allied countries to
exchange knowledge and experiences.

The responsibility for achieving a balanced approach between security and
openness in international knowledge collaboration primarily rests with
research and higher education institutions. Authorities must provide
information and predictable frameworks, necessitating collaboration across
relevant government bodies.

It is essential to closely follow developments and experiences in the EU and
other European countries, as they face similar challenges as Norway. European
partnerships in research and education may become increasingly important
in the years to come.
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1 Introduction

The world has become more turbulent, with increasing tension between global
powers. The war in Ukraine has put security high on the political agenda in Europe.
Wars outside Europe, such as in the Middle East, also affect European societies, as the
world has become more closely intertwined through migration and digital
communication surfaces. Democracy as a form of government is under pressure
globally. Several countries have become more autocratic (Nord et al. 2024). The
threat landscape that Norway and other Western countries face is complex. Several
sectors of society are affected, and economy, technology and energy have become
part of security policy. High rates of change, technological advances and digital
transformation provide opportunities, but also entail vulnerabilities (NOU 2023: 14).

Geopolitical tension and international conflicts affect the distinctly international
knowledge sector. Since the 1990s, research has moved from being organized as
national systems to becoming a system defined by global knowledge flows and
global networks and value chains. This development has been driven by the internet,
English as a common language, and high mobility of researchers and students.
Countries outside the Western world have established themselves as scientific and
technological superpowers. Measured by the number of articles in the Web of
Science, China emerged as the world's largest research nation in 2018, ahead of the
United States (Morginson, 2021; Marginson 2022; Sivertsen, 2024).

Internationalization and international cooperation in research and higher education
have been a policy goal in countries around the world for decades. The justifications
have varied somewhat over time and between countries, and have included cultural,
political, economic and academic motives (Bomberger et.al, 2019; Bamberger and
Morris, 2024; de Wit, 2020; Marginson, 2024; Trilokekar, 2022). Access to markets and a
highly qualified workforce are part of the justification for internationalization in the
Norwegian knowledge sector but have been less prominent than in some other
countries. The most important argument in Norwegian internationalization policy is
the argument about academic quality and relevance. As a small country, with a small
share of the world's knowledge production, Norway depends on being connected to
international knowledge development and knowledge flows.

In recent years, authorities in Norway and other Western countries have increasingly
viewed internationalization as a source of vulnerability. The backdrop is the
geopolitical shift and the strategic importance of the knowledge sector for states’
technological and economic competitiveness. There is increased attention to the
danger of leakage of sensitive knowledge and technology to non-allied countries.
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National risk and threat assessments point to the knowledge sector as a target for
foreign intelligence and interference. There is also concern about the consequences
that authoritarian states, having established themselves as scientific and
technological superpowers, may have for academic freedom, nationally and
internationally. Authorities continue to emphasize that international knowledge
cooperation is a goal, but they emphasize that it must take place within a framework
that safeguards academic values and institutional and national security
requirements.

The increased attention to security has led to discussions in university policy forums,
nationally and internationally, about the consequences for academic freedom, open
research!, and international knowledge flow.

1.1 About the study

The discussion on geopolitical tension and academic freedom, nationally and
internationally, has so far largely focused on technology and natural sciences. These
are fields of strategic importance for states’ economic and military capabilities. In this
study, we also examine how humanities and social sciences are affected by these
developments.

The report examines the following questions:

« How are different academic communities — technological and
mathematical-natural sciences, humanities and social sciences — affected by
a more tense geopolitical climate?

« How do academic staff in particularly affected fields experience the balance
between academic freedom and demands for security, institutionally and
nationally?

The study is based on 43 semi-structured in-depth interviews. Most of the interviews
were with academic staff and heads of departments within the natural sciences,
technology, social sciences and humanities, but we have also interviewed some
institutional managers, administrative staff and student representatives. The

' Open research refers to several principles for making research accessible, promoted by national and
international actors such as UNESCO and the EU. It involves sharing, transparency, and collaboration within
academia and with partners outside of academia. It also entails making as much research as possible available
through open access publications and ensuring that research data are, to the greatest extent possible,
accessible in open databases.
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academic staff work in fields that Norwegian authorities define as "sensitive’, and/or
have cooperations in countries in conflict or countries with which Norway does not
have security policy cooperation. The interviews shed light on the informants’
understanding of the situation, experienced events and challenges they encounter in
their own work situation. Based on their roles as researchers, university teachers and
communicators, the informants reflect on the consequences of international
developments for their own fields, in the short and long term.

The aim of the study is to shed light on specific challenges and dilemmas that require
awadreness and action at institutional and government levels. By also incorporating
humanities and social sciences, the study provides insight into a varied picture of
challenges. It is a goal that these insights can contribute to important insights and,
subsequently, targeted and proportionate measures.

The study contributes with insights that are important for the sector's international
cooperation. On a more general level, the study also provides insights that are
important for national processes related to security, preparedness and competence
development for important societal functions. There are connections here: The Officlal
Norwegian Report from the Defense Commission (NOU 2023: 14) points to education
and competence as part of national preparedness. The need for restructuring to
secure energy needs, sustainable growth and development, combined with
demographic development, increase the need for competence, and make
recruitment challenges in various parts of society more critical. At the same time,
geopolitical tension affects the flow of people and knowledge across borders.

The Official Norwegian Reports by the Defense Commission and
‘Totalberedskapskommisjonen’ (The Total Preparedness Commission) (NOU 2023:17)
emphasize the need for a common situational understanding and a holistic
approach to national security, based on strategic, long-term and cross-sectoral
cooperation. The Defense Commission points to the need to compile and analyze
undesirable incidents that occur in different sectors. This study is a contribution to the
cross-sectoral work. The study does not provide unambiguous answers, but highlights
challenges that academic staff on the ground face in the knowledge sector.
Understanding these challenges is not only important for the sector itself, but also for
the society of which the sector is a part.

It is our hope that the report can be a contribution to dialogue and reflection on
difficult trade-offs at the government level and at research and educational
institutions.
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1.2 Background and scope of the study

In 2023, the Directorate for Higher Education and Competence (HK-dir) was
commissioned by the Ministry of Education and Research to conduct an analysis of
the challenges that research and higher education institutions face in international
collaborations.2 The analysis is part of the work to follow up and further develop the
guidelines for responsible international collaboration,® which HK-dir together with the
Research Council published in 2023, on behalf of the Ministry of Education and
Research.

The guidelines, which are intended to be a resource in the knowledge sector's work on
risk assessments and security routines in international cooperation, are based on
international resources. Several close partner countries had already developed, or
were in the process of developing, guidelines for responsible international knowledge
cooperation, in addition to international organizations such as the EU and the OECD.*
An overarching message is that different considerations must be balanced. Security
measures should be proportional to challenges and threats. It is important to avoid
the development of a culture characterized by suspicion. The sector has provided
positive feedback on the guidelines, but it has also been expressed that dilemmas
and difficult trade-offs related to the balance between academic freedom, openness
and security should be given more attention, preferably with examples.

As part of the work on the guidelines, NUPI was commissioned to map ethical and
security-related challenges that researchers and knowledge institutions in Norway
encounter in international collaborations. The study (Gasemyr et.al,, 2022) is based on
data collected through surveys and interviews. The findings indicate that ethical and
security-related challenges are not a widespread problem in the sector, but many still

2 HK-dir has a broad portfolio of responsibilities. International knowledge collaboration is one area of
responsibility. HK-dir is also responsible for the ongoing management and oversight of the knowledge sector’s
work within the three security domains: information security, societal security, and national security. HK-dir
conducts an annual assessment of institutions’ compliance with the Ministry of Education and Research’s (KD)
policy on information security and data protection, summarizing its findings in an annual report, which is
published openly on hkdir.no. These annual reports do not reflect the perspective of individual researchers, which
is an issue addressed in this report.

3 The principle of responsible international collaboration was first formulated in the Norwegian context in the
revised Panorama Strategy for Research and Higher Education Collaboration with Brazil, Canada, India, Japan,
Ching, Russia, South Africa, South Korea, and the USA (2021-2027). Responsibility is described here as “[...] taking
into account fundamental academic values and national interests, including security interests.”

4 See, among others, European Commission (2022) “Tackling Foreign Interference”; OECD (2022) “Integrity and
Security in the Global Research Ecosystem”; Ministry of Education and Research, Denmark (2022) “Afrapportering
Udvalg om Retningslinjer for Internationalt Forsknings- og Innovationssamarbejde» (“Reporting of the
Committee on Guidelines for International Research and Innovation Collaboration”); and Universiteiten van
Nederland et al. (2022) “National Knowledge Security Guidelines.”
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experience that the challenges are increasing in scope and becoming more
demanding to handle. The study points to, among other things, differences in
research ethics principles between countries, adjustments due to political restrictions
in partner countries and tightened restrictions related to security in Norway that make
it more demanding to recruit for projects and positions. Many express concerns about
stigmatization of employees and students from certain countries. Several academics
in the NUPI study also express concern about challenges that students may
encounter during study stays abroad, though they have limited knowledge about the
students’ experiences.

The NUPI study did not examine differences between disciplines and countries in
depth. In our study, we therefore want to further develop this perspective. We examine
particularly affected disciplines within technology and natural sciences and
humanities and social sciences. We have not examined countries systematically and
comparatively, but examples are linked to selected countries. As some countries are
more relevant than others, countries were defining for the selection of several
informants.

China is the country that receives the most mention in the report. This is due to the
fact that China is increasingly seen as a challenging country, while the country has
established itself as a research and technology powerhouse. Together with Russiaq,
China has been designated by the Norwegian Police Security Service (PST) as the
main challenge for Norway in the coming years (Politiets sikkerhetstjeneste, 2024).
According to PST, cooperation in research and education, business and political
relations will be at risk of Chinese intelligence activities. Chinese research leaders,
guest researchers and students from institutions affiliated with the Chinese military
work in Norway. At the same time, China is still defined as a cooperating country,
unlike Russia, which has been subject to sanctions since the full-scale invasion of
Ukraine in 2022.°

The study is not limited to international project collaborations. As a result of decades
of internationalization, the sector is international at all levels. Four out of five research
publications have foreign co-authors. A large number of foreign researchers and
students reside in Norway, on a permanent or temporary basis. In 2023, the proportion
of foreign doctoral students was 44 percent. In 2022, three out of four postdoctoral

5 See «Regjeringen fryser forsknings- og utdanningssamarbeid med Russland» («The Government freezes all
research and educational cooperation with Russia”), regjeringen.no, 04.03.2022.
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fellows had foreign citizenship. The proportion is particularly high within technology
and natural sciences (Forskningsrddet, 2023; HK-dir, 2024).

In the interviews, we therefore opened for reflections on dilemmas and challenges in
various aspects of internationalization, at home and abroad. The conversations with
the informants covered all aspects of academic work: research, education and
dissemination. Some issues are at the intersection of research and education, for
example the recruitment of PhD candidates and the development and sustainability
of disciplines in the longer term.

As part of the study, we have reviewed relevant research literature on geopolitics and
international knowledge collaboration, academic freedom and export control. The
literature provides a picture of the central questions and themes being discussed
internationally and places our informants’ assessments and perspectives in a larger
context.

1.3 Definitions

Geopolitics: The term refers to how states and other political actors, in competition for
power and influence, position themselves strategically based on geographical
location and resources. The term also encompasses how economic, cultural and
historical conditions affect states' relationships with each other. The term has been
used for various political and intergovernmental relations. Today, the term has
become relevant again, especially in connection with increased rivalry and tensions
in the relationship between key global powers such as the USA and Ching, as well as
Russia. Access to knowledge and new technology are crucial resources in today's
geopolitical rivalry. Great power rivalry has global consequences: On the one hand,
the great powers will seek to consolidate and strengthen their position in various
parts of the world, such as the Middle East, the High North and the South China Sea.
On the other hand, smalller states and regional actors (such as the EU) will have to
position themselves in relation to the dominant actors (Andersen and Bekkevold,
2023; Beeson and Biscop, 2021; Park, 2023).

Hybrid threats: The term refers to strategies or attacks where different methods and
tools are used to weaken or undermine a society. Hybrid (or composite) threats
include both conventional military means and non-military means, used by both
state and non-state actors. Hybrid attacks often occur covertly, which can make it
difficult to identify the threat. The goal is often to achieve political goals, without
triggering military confrontation. Non-military means can be cyber-attacks,
sabotage, economic pressure and interference operations, where the goal is to
destabilize and create division in a society. Interference operations are about the
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spread of propaganda and disinformation, with the aim of influencing perceptions
and actions, in order to achieve political, military or economic advantages. The term
hybrid threats has been controversial. The criticism is, among other things, that the
term is not very accurate because it covers a very broad spectrum of threats, and
that it does not represent anything new, but describes old strategies such as
propaganda, espionage and economic warfare (Heier and Borch, 2025; Meld.St.10
(2021-2022); Wigell, 2019).

Academic freedom: Academic freedom is about the freedom to carry out academic
work, without outside intervention or interference. Academic freedom has an
institutional and an individual side. According to the Act relating to universities and
university colleges, institutions have the right to design their own academic and
value-based foundation. The individual university teacher or researcher has
independent academic responsibility for the content of teaching and the right to
choose the subject and method of research. Academic freedom is not absolute.
According to the abovementioned act, freedom is granted within the framework that
follows from law and employment conditions. It may be limited, among other things,
for reasons of national security and public safety. Freedom is also based on research
ethics standards and quality norms, managed by the academic communities
themselves.®

Academic freedom is most often treated as an abstract ideal, a principle, but must
also be understood as contextually conditioned practices. Depending on the
academic, institutional, historical and political context, academic freedom can be
understood and practiced differently (Maassen et.al, 2022; Marginson, 2014). A
fundamental tension also lies in the understanding of freedom as a negative or
positive freedom. Freedom from external intervention or influence (negotive freedom)
does not necessarily mean that one has the freedom to carry out the research or
teaching one wishes (positive freedom). This may depend on factors such as funding,
employment conditions and position in the research community.

Knowledge security: The term refers to measures to protect critical knowledge,
technology, research and information against unauthorized access, espionage, theft
or sabotage. This includes data security, securing intellectual resources, research
results and technology that may have economic, strategic or national security value.
The term has become relevant in line with increasing international competition for

® Negative and positive freedom can also be seen as interconnected. In the American tradition, academic
freedom has been linked to tenure: security through permanent employment provides the opportunity for free
research and protection against external pressure. See Gibbs (2016), Scott (2024), and Tierney and Lanford
(2014).
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technological and scientific development, where knowledge and research are tools
for economic and geopolitical power. Knowledge security is important for nation
states, academic institutions and private companies (Snitselaar et.al, 2022; van der
Molen et.al.,, 2023).

International knowledge collaboration: International knowledge collaboration refers
here to collaboration between countries, institutions and researchers to develop
knowledge and technology across national borders. Collaboration can involve
sharing infrastructure, joint projects and publications. The purpose can be to promote
solutions to global challenges, stimulate economic growth through technological
development and innovation, increase the quality of research and education through
access to international expertise and resources, and build cultural and diplomatic
bridges. Mobility of researchers and students is a central part of international
knowledge collaboration. International knowledge collaboration does not only take
place abroad, but also at home, as a result of the presence of international students
and researchers, and interaction on international, digital contact surfaces.

1.4 Structure of the report

In chapter two, we describe the empirical data and method for the study. In chapter
three, we present questions and themes that are raised in the international discussion
about geopolitics, knowledge security and academic freedom. This chapter is based
on international scholarly literature. In chapters four and five, we treat the empirical
material on which the study is based. The chapters are structured according to the
two overarching categories of technology and mathematical-natural sciences and
humanities and social sciences. In the final chapter, we summarize the findings and
provide recommendations.
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2 Method

2.1 The informants

We interviewed a total of 43 people. 37 of the informants are academics with doctoral
degrees/research expertise in the following fields: Technology and mathematical and
natural sciences (16), humanities and social sciences (19) and health sciences (2).

Within technology and mathematical and natural science subjects, the informants
have backgrounds in subjects such as materials science, cryptology,
nanotechnology, physics and chemistry. Some also have interdisciplinary
backgrounds and work with climate. What these informants have in common is that
their work is often affected by export control regulations. The subject areas largely
coincide with the list of “research fields of particular interest to foreign states” in PST’s
threat assessment (PST, 2024).

Within the humanities and social sciences, the informants have backgrounds in
subjects such as political science, history, religion, defense studies and area studies.
What most have in common is that they conduct research, teaching and
dissemination in countries with authoritarian regimes, and that their research topics
are sensitive and related to regimes or conflicts. Many informants work mainly or
partly with China, and some work mainly or partly with Russia. Other informants work
with Israel/Palestine, countries in Southeast Asia (including India, Myanmar, Pakistan
and Bangladesh) and countries in Africa (Uganda and South Africa). Some work
mainly thematically and across countries and regions.

Nine of the informants have leadership roles, either at the center, department, faculty
or university level. Of these, six have a background in technology and mathematical
and natural sciences, while three have a background in the humanities and social
sciences.

In addition to 37 academic staff with research expertise, we interviewed three
administrative staff and three people from organisations that work with or represent
students. The student representatives were originally included to capture specific
features of the students’ experiences. During data collection, we chose to focus on the
challenges of academic staff, also related to teaching.

We conducted the interviews digitally, in the period December 2023 to April 2024. The
interviews lasted between 60 and 90 minutes and were recorded (see privacy and
data security in the next section). Even though the interviews were conducted
digitally, we found the informants to be comfortable and candid.
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The focus in the interviews was informants’ experiences related to geopolitical
tension, international conflicts and authoritarian regimes, what challenges the
informants experienced related to the balance between openness and security, and
how they assessed the consequences of these challenges for professional
development and international cooperation. See interview guide in Appendix A.

2.2 Strengths and weaknesses of the sample

The purpose of the study is not to generalize to the population of academic staff in
Norway, but to shed light on challenges for those who are largely affected by
geopolitical tension and measures related to security in the sector. We consider that
our informants are among those who, to the greatest extent, have had to deal with
geopolitical tension and heightened attention to security in their professional work.
We also find that the interviews largely shed light on the topics we are interested in.

Around a quarter of the informants had a background or affiliation with countries
other than Norway, mainly countries in Europe. Aimost all informants we interviewed
have close relationships with partners in partner countries outside the Western world.
We find that the informants are well aware of the challenges their partners in Norway
and abroad are experiencing. However, we still have no basis to say anything about
how the situation is experienced by people with a background from countries
described as challenging in national threat assessments.

2.3 Privacy and data security

Some of the questions we asked the informants were sensitive. The respondents were
sent an information letter (see Appendix B) requesting an interview, including
information about what participation entails, privacy and processing of personal
data. The informants were sent a questionnaire in advance, so that they could
prepare. Recordings of the interviews were conducted based on written consent, and
are stored in secure areas at HK-dir. The interviews were transcribed and will be
deleted after publication.
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3 Geopolitical tension and consequences for
academia: International perspectives

The consequences of geopolitical tension for research and international knowledge
collaboration are a topic of global debate. In this chapter, we present questions
raised in international scholarly literature in the field. This literature review helps put
our informants’ experiences and perspectives (see chapters four and five) in a larger
context.

The first part of the chapter describes the changing international and geopolitical
context and the consequences this has for knowledge security, academic freedom
and international academic cooperation, across disciplines. The second part looks
more closely at the situation within the technological and mathematical-natural
science disciplines. The background is the central place that new, groundbreaking
technologies have taken on in the geopolitical landscape, both economically and
militarily. Export control is given a large place in this part of the chapter, because this
is largely where challenges and dilemmas related to academic freedom and
cooperation play out. Export control means that defense equipment and multi-use
goods, with civilian and military applications, cannot be exported from the country
without a license from the authorities.

3.1 A changing geopolitical landscape

Increased geopolitical tension and conflict in recent years follow decades of global
integration and interaction, driven by free trade and technological development since
the end of the Cold War. Internationalization, free trade and the intertwining of global
production processes have been seen as a path to prosperity, peace and security.
Increasingly, they are now seen as potential sources of threats and vulnerabilities.
This has consequences for both trade and academia, as open and internationally
oriented sectors of society.

According to the Defense Commission (NOU 2023:14), over 70 years of Western
growth and security under American leadership may be in decline. The development
is characterized by several wars, the emergence of more and more authoritarian
regimes and the weakening of international institutions that have been associated
with Western and liberal values. Russia’s full-scale invasion of Ukraine in 2022 is seen
as a turning point, not least in Europe. In the longer term, however, the relationship
between the West and China may become a greater challenge. The US global role is
being challenged by China, economically and strategically. Over the next few
decades, China will likely establish itself as the world's largest economy and be on the
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same level as the US militarily. China's great power ambitions have led to increasing
tension between the US and China. European countries have economic interests in
continued interaction with China but may be pressured to adapt to a clearer division
of the world. In Europe, the development towards a more authoritarian regime in
China under Xi Jinping has been a major source of unrest. A world order defined by
American leadership appears in such a light as necessary for containing anti-
democratic forces globally.

Democratic regimes are also challenged by internal forces. The Defense Commission
points to tendencies towards increased polarization and the emergence of illiberal,
anti-democratic political movements in the Western world. Political developments in
the United States may have an impact on the country’'s willingness and ability to
assume global leadership. Similarly, it will have an impact on international
cooperation if extremist, nationalist parties grow stronger in Europe.

Composite, or hybrid, instruments will become more prominent, according to the
Defense Commission. It will become more difficult to distinguish between threats to
societal security and national security.” The threats, which are made possible on a
new scale through new technology, include non-military operations, such as
disinformation, interference operations, intelligence activities, acquisition of strategic
infrastructure and cyber-attacks. Democratic societies are particularly vulnerable to
this type of threat, as the possibilities for control and surveillance are less than in
authoritarian states. One challenge is the grey areas in which hybrid threats unfold. It
can be difficult to identify actors and intentions. There can be smooth transitions
between forms of influence and “soft power”, which all states use, and what can be
perceived as hostile actions. China and Russia (which in turn believe they are
exposed to hybrid threats from the West) have been identified as key actors behind
hybrid attacks targeting countries in the Western world, including academia
(European Parliament, 2019; Mansted, 2021; Wigell, 2019).

3.2 Geopolitics and knowledge security

Central to the political cooling of relations between China and the Western world is
the race for leadership in new, emerging technologies. The reason for this is these
technologies’ enormous economic and military potential. China's technological and
industrial ambitions, formulated in the ten-year strategy Made in China 2025 (2015)8

7 This forms the basis for the concept of the "total defense.” See the Total Preparedness Commission’s report
(NOU 2023:17).

8 Made in China 2025 includes a list of ten key industries that China intends to focus on. This initiative is expected
to challenge the United States in industries that are important to the U.S. See Whang (2019).
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and the doctrine of military-civilian fusion,® have caused unease in the West. The
overall goal is for China, from being a low-cost and low-tech manufacturer, to
become a technology-intensive powerhouse in the world. To achieve this goal, China
will become more independent of foreign suppliers, especially in the semiconductor
and chip industries, which are the engine of the modern economy (Luo and van
Assche, 2023).

Given the geopolitical importance of new technologies, education, research and
innovation have been drawn into the race for more power. In recent years, there has
been a heavy investment in research, education and innovation in many
authoritarian states. This applies not least to China, which is currently a leader in
several scientific and technological areas. According to a report from the Australian
Strategic Policy Institute (ASPI), China has global leadership in 37 of the 44
technologies that ASPI tracks, including in areas such as defense, space, robotics,
energy, environment, biotechnology, artificial intelligence, advanced materials and
key quantum technologies (Gaida et.al.,, 2023).

In the Western world, there has been concern that the openness of the knowledge
sector makes it vulnerable to espionage and theft of technology and sensitive
knowledge (Chu, 2020; Evans, 2020; Long and O’Connell, 2022; OECD, 2022; Shih et.al.,
2023; Smith and Walsh, 2023). US authorities have argued that the rapid growth of
Chinese science and technology development is largely due to illegal copying and
theft.® According to US authorities, the means of gaining access are the classic
channels of exchange and cooperation in academia: visiting scholars and foreign
students, talent and recruitment programs, joint research projects, centers for cultural
and language courses (Confucius Institutes) and funding (FBI, 2019). Reports from
leading US think tanks have also pointed to international interaction in academia as a
strategic tool for the Chinese Communist Party. It has been shown, among other
things, that American universities have collaborated with Chinese military universities.
Although this has been about ungraded basic research, some find reason to believe
that this contributes to Chinese military buildup (Lond—Damnjonovic, 2018; Tiffert ed.,,
2020).

® The doctrine is about building the People's Liberation Army (PLA) into a "world-class military power" by 2049, in
part through the Chinese science and technology sector, to ensure that new innovations simultaneously
promote both economic and military development. See Fritz (2019) and the Norwegian Intelligence Service
(2024) “china’s Global Ambitions.”

° This is an argument that has been challenged by others. See Wagner (2024). For a discussion on the balance in
Chinese-American research collaboration, see Lee and Haupt (2020).
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The risk of suspicion of the many Chinese students and researchers residing in the
United States has been part of the American debate. The number of documented
cases of espionage and theft is small. Madelyn Ross, president of the US-China
Education Trust, is among those who have believed that parts of the threat picture
that is being drawn up are characterized by alarmism. She believes, among other
things, that Chinese talent and recruitment programs (such as the Thousand Talents
Program) are primarily tools to bring home Chinese researchers and students and
counteract brain drain (Ross, 2021).

3.3 Geopolitics and academic freedom

The growth in higher education and scientific production has in several countries,
such as China, gone hand in hand with increased political control over the sector.

China has never had academic freedom in the Western sense of the word, but there
have been periods of greater openness. Chinese universities, especially the top-
ranked ones, are intertwined with and influenced by global trends. Internationalization
has been an important strategic element in the focus on research and higher
education. A certain degree of institutional autonomy and academic freedom in
selected areas has been a prerequisite for developing world-class environments.
Through extensive state investments, Chinese research and higher education
institutions have also benefited from a type of positive academic freedom. This
applies in particular to selected elite institutions and technological and scientific
disciplines. After Xi Jinping came to power, control over universities has increased. The
scope for institutional autonomy has become smaller, and ideological schooling is
emphasized more. However, a demanding balance is being struck between the need
for some openness, which stimulates knowledge development, and a desire for
control (Ahlers, 2024; Gornitzka and Halskov-Hansen, 2023; Pringle and Woodman,
2022).

Increased political control over research and higher education, combined with
authoritarian regimes taking a prominent position in the global research and
education landscape, has led to concerns that extensive interaction may lead to
restricted academic freedom also at Western institutions. Pressure on academic
freedom through interaction with authoritarian regimes can take various forms.

Financial dependence, through research funding from foreign sources and income
from tuition fees, can create dependencies that make Western institutions and
researchers vulnerable to pressure. Especially in Anglo-Saxon countries, funding from
foreign donors and tuition fees from foreign students have been an important source
of income, also because of cuts in public funding (Cooney—O’Donoghue, 2024; Fulda



Geopolitical tension and international knowledge collaboration | 23

and Missal, 2021; Furstenberg et.al., 2020; Heathershaw and Pils, 2020; Ignatieff, 2024).
This business model has not defined the sector in Norway.

Foreign students and researchers may experience surveillance by embassies and
threats and harassment for statements and activities that are contrary to the
interests of regimes in various countries." In Anglo-Saxon countries, there has been
particular concern about Chinese students and researchers due to their large
numbers at many institutions (Chubb, 2022; Human Rights Watch, 2021; Lioyd-
Damnajanovic, 2018; Trilokekar et.al., 2020). However, measures for transnational
control of their own citizens are not unique to China. They apply to authoritarian
regimes more generally, in an era characterized by migration and mobility. New
technology increasingly makes it possible to monitor, discipline and punish dissidents
and critics abroad (Dukalskis, 2023; Tsorapas, 2020).

There have been cases of complaints to universities regarding speakers; demands to
cancel various academic activities; pressure on staff to change the content of
research and teaching (for example, changing terminology or teaching materials
that are perceived as sensitive); and self-censorship among students and
researchers. The motive is to control political speech and narrative.

Cultural institutions and think tanks have been used by China and Russia to promote
political influence, including through academia (Bertelsen, 2023; Ignatieff, 2024;
Popovic et.al, 2020). Chinese language and culture centers (Confucius Institutes)
have been established in a number of countries since the early 2000s, including at
many universities in the Western world. The institutes constitute a core component of
China's cultural diplomacy. In an early phase, they were considered the Chinese
answer to Western language and culture centers such as the British Council and the
Goethe Institute, but have increasingly been accused of promoting Chinese
propaganda and acting as platforms for espionage at Western institutions.”? As a
result, they have been largely closed down in Western countries (Lien and Tang, 202;
Zhu and Li, 2024).

A heightened focus on security in China under Xi Jinping has also raised concerns in
the Western world. Xi's concept of national security is about building China as a
global superpower, maintaining political stability domestically, and securing the

" On transnational repression as both a cross-sector and sector-specific issue, see Proba Samfunnsanalyse, for
the Ministry of Labour and Social Inclusion (2023), «Transnasjonal undertrykking — Begrepsavklaring og
sektoransvar» (“Transnational Repression — Conceptual Clarification and Sector Responsibility”).

'20n American reactions to Confucius Institutes, see Congressional Research Service (2021): “Confucius Institutes
in the United States: Selected Issues.”
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Communist Party’s grip on power. The concept permeates all policy development,
domestic and foreign, and is implemented through new laws, regulations, and
mobilization campaigns, with the aim of making officials and ordinary citizens aware
of potential threats (Drinhausen and Legarda, 2022).

The comprehensive security transformation poses challenges for states and non-
state actors interacting with Ching, including academia. It has resulted in stronger
party control of universities and increased surveillance, censorship, and emphasis on
ideological and political education. Inward and outward mobility may encounter
bureaucratic obstacles (Liu et.al, 2023; Lo and Pan, 2021; Sharma, 2024).

The updated Chinese counter-espionage law, which came into force in 2023, has
received much attention internationally. The law requires Chinese citizens to
contribute to Chinese intelligence if requested. It has raised concerns in the Western
world about whether Chinese researchers may be pressured by their own authorities
to hand over sensitive information. The law also expands the scope of activities that
can be considered espionage. It can include research and data considered
legitimate in other countries. One challenge is that it may appear unclear what falls
under the law. It may thus have a chilling effect on academic collaboration and
mobility. A new data security law may also create challenges for research and
international collaboration and make independent analysis more difficult. Permission
is required to export data collected in China. The law also gives authorities new
powers to access electronic devices (Shormo, 2023; Sharma, 2024).

The new security regime has been met with some criticism in China. One concern is
that too strict restrictions will affect international cooperation and the flow of
knowledge and data, which China needs. National independence in key technological
fields is a goal, but it is recognized that foreign expertise is important for China's
scientific and technological development. Isolation can pose a risk to the quality of
scientific results. International cooperation therefore remains a political goal. The
politicization of Chinese academia is also balanced, in many cases, by leaders and
employees, who have a strong researcher identity (Ahlers, 2024).

3.4 Internal and external pressure against academic freedom

In recent years, pressure on academic freedom has been discussed in the Western
world. The debate revolves around several factors: on the one hand, external factors,
such as how increased polarization in society and interaction with authoritarian
states affect academia. On the other hand, internal factors, such as how increased
demands for external earnings can come at the expense of academic freedom.
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Reputational considerations can also make the dissemination of controversial
findings more difficult (Thue et.al, 2022).

Internal and external conditions can also be seen in context. Internal sectoral
conditions, such as funding and organizational forms, have an impact on how
institutions interact with other parts of the world and the influence foreign actors have
on the sector. As mentioned above, financial ties to donors with ties to other states
and fee paying foreign students are an important part of the backdrop for the
discussion of geopolitical tension and academic freedom in countries such as the
United States, Australia and the United Kingdom. In relation to external funding,
various countries and donors can be challenging. In the United States, funding from
Saudi Arabia, the United Arab Emirates and Qatar, among others, has raised
concerns, in addition to Chinese funding sources (Greenfield, 2023). In relation to the
handling of the large student demonstrations in connection with the war in Gazaq, it
has also emerged that American universities have been under strong pressure from
private donors who support Israel (Copeland 2023; Nerkar et.al. 2024; Reich, 2023).

As mentioned earlier, the Defense Commission points to polarization and politically
extremist movements as internal challenges, with implications for the stability,
security and sustainability of democracies, and relations with other parts of the world.
Academia is affected by these developments. In several countries, academic
freedom has come under pressure. Hungary under Viktor Orban is among the most
publicized examples, but also Republican-led states in the USA. Initiatives have been
taken to ban or restrict certain types of studies and subjects. Humanities and social
sciences have been central to many of these controversies. This is related to
politically controversial themes, such as gender, race and ethnic-religious minorities,
but it may also be related to the epistemology of the subjects, which can be
perceived as more subjective and socially and culturally conditioned than the natural
sciences. One claim has been that academia is left-wing and biased in an ongoing
culture war. Populist and nationalist leaders in democracies outside Europe/North
Americaq, such as Israel and India, have also challenged democratic institutions and
principles, including academic freedom. This is largely due to ethnic-religious
conflicts (Galnoor, 2009; Mehta, 2022; Rogenhofer and Panievsky, 2020).

A more polarized public and a harsher climate of debate can narrow the space for
dissent and the dissemination of research to a broader public. The background to
increased polarization, as this has been expressed in the Western world in recent
years, is complex. It must be seen, among other things, in the light of technological
development with new digital platforms, globalization, social differences and new
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cultural and value conflicts.® Russia and China have an interest in Western
democracies being weakened by polarization and may try to stimulate this through
interference operations. Another factor is the development of transnational public
spheres. Expressions that emerge in a Western context can be followed throughout
the world and trigger sanctions from actors with different political agendas, both in
and outside the Western world. One consequence of this is systematic self-
censorship. There has been a lot of attention about the danger of self-censorship
associated with Ching, but the issue is relevant for several themes and countries. In
the United States, where the war in Gaza has created strong political divisions, a
survey showed that more than eighty percent of researchers specializing in the
Middle East practice self-censorship.”

Another issue that has recently begun to receive attention, and which this report also
examines, is the tension between academic freedom and heightened security
measures resulting from increased geopolitical tension. This is a complex field that
raises several issues.

Part of the discussion is about how foreign researchers and students residing in the
Western world are affected by these measures.” In the United States, the so-called
China Initiative has been criticized for creating a climate of suspicion and prejudice
directed against Chinese students and researchers, as well as being ineffective. The
initiative, which was an attempt by the US Department of Justice to prosecute
suspected Chinese spies in American research and industry, was terminated in 2022
due to criticism (Ross, 2021; Gilbert, 2022). In Australia, there has also been debate
about counterintelligence measures. Critics of new laws to prevent foreign
interference and espionage believe that they could affect legitimate research
activities, threaten academic freedom and stigmatize Chinese researchers and
students in the country (European Parliament, 2018; Grubbs, 2019; Kendall, 2022; Sorial
et.al, 2024). Finnish researcher Mikael Wigell formulates a fundamental dilemma
liberal democracies face in the face of hybrid threats: “How to strengthen resilience
against hybrid interference, without sacrificing these basic liberal democratic values,

¥ For a thorough discussion of these issues, see the Kierulf Committee’s report “God ytringskultur md bygges
nedenfra, hver dag» (“Academic Freedom of Expression — A Good Culture of Expression Must Be Built from the
Bottom Up, Every Day”) (NOU 2022:2).

" Three out of four respondents felt that the war had made self-censorship more necessary. Fifty-two percent
cited concern about offending students, 45 percent cited pressure from external actors, and 33 percent cited
concern about internal disciplining by colleagues and administrators at their own institution. See Cooley (2024).
See also Lynch and Telhami (2023).

'8 On how increased geopolitical tension affects Chinese students in the U.S, see Wang (2024) and Hou (2024).
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has become a question of major importance for Western democracy” (Wigell, 2019:
256-257).

Another part of the discussion concerns export controls of knowledge and technology,
and how this affects academic freedom, collaboration, knowledge flow and mobility
in academia. These are questions that will be addressed in the subsequent parts of
this chapter.

3.5 A new security regime

From being a driving force for free trade and globalization, the United States has
become a driving force for a new security regime, with consequences for trade,
industry, and academia globally. In a new US security strategy from 2017, China was
designated as the main challenge for the United States, and it was stated that US
security is based on continued economic and technological superiority. Economic
security became more closely linked to national security, in contrast to the decades
before, when economic policy and security policy were largely seen as separate.
Continued superiority is to be ensured by investing in its own technological
development, preventing unwanted technology transfer, and containing the
technological development of rivals, through screening of individuals and businesses,
investment controls, and export controls (Bown, 2020; Evans, 2020; Roberts et.al., 2019;
Shivakumar et.al, 2022; Whang, 2019; Whang 202]).

Export control means that defense-related goods and dual-use goods (civilian goods
that can have military applications), with associated technology and services, cannot
be exported without a license from the authorities. Which goods, technologies and
services require a license are defined in lists of defense-related goods and dual-use
goods, which are negotiated within multilateral export control regimes.'® The controls
are implemented by the individual country. This multilateral system was developed
by the Western powers after World War Il to ensure common security interests during
the Cold War (Whang, 2019).

After the end of the Cold War, the goal was to reduce the scope of export controls to
promote competitiveness in an emerging global economy. In 2018, a new US export
control law, The Export Control Reform Act (ECRA), broke with the global free trade
paradigm. The goal was to contain China. The shift came under Donald Trump, but

'® There are four multilateral export control regimes: the Wassenaar Arrangement for conventional weapons and
dual-use goods, the Missile Technology Control Regime for missile technology and delivery systems for weapons
of mass destruction, the Nuclear Suppliers Group for nuclear technology, and the Australia Group for chemical
and biological goods and production equipment.
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has been continued under the Biden administration, which passed The Chips and
Science Act in 2022. The goal of this law is to strengthen the US semiconductor
industry and promote related scientific research and technological development
(Grubbs, 2019; Luo and van Assche, 2023; Marks, 2023).

ECRA introduced unilateral controls, but the US has been a driving force for allied
countries to introduce similar controls. The law also has reach outside the US in that
products manufactured in countries other than the US, and containing US technology
or components, are subject to US export controls (Dekker and Okano-Heijmans, 2020;
Whang, 2021).

A new technology category, referred to as “emerging and foundational technologies,”
was incorporated into the law. It has proven challenging to define exactly which
technology areas are covered by this category, but new technologies such as
artificial intelligence, semiconductors, and chip manufacturing equipment are
central. Other technology areas included in overviews prepared by US export control
authorities include biotechnology, robotics, advanced computing, advanced
materials, quantum cryptography, and 3D printing (Jones, 2020).” The technology
areas largely coincide with those mentioned in China’s Made in China 2025 strategy
(Whang, 2019).

China's economic and technological development has been perceived as less of a
direct security threat in the EU than in the US. The EU has been concerned with
challenges related to increased protectionism.”® As a result of a heightened
geopolitical climate, however, the approach to China has changed, also in the EU and
in large EU member states. In Germany, which has China as its most important
trading partner, a new China strategy was introduced in 2023. The strategy reflects
contradictory approaches and interests. The business community has been very
critical of measures that could limit economic interaction. "De-risking" rather than
"de-coupling” is emphasized, but the strategy also emphasizes that Germany will
reduce economic dependence on China and adapt technology cooperation based
on security and human rights considerations (McElwee and Mazzocco, 2023).
Attempts to balance different interests in relations with China are also expressed in

7 For more information see: https://www.torrestradelaw.com/posts/BIS%E2%80%99s-New-Approach-to-
Identifying-%E2%80%9CEmerging-and-Foundational-Technologies%E2%80%9D/285 and Critical and Emerging
Technologies List Update (whitehouse.gov)

8 The U.S. approach has leaned more toward “decoupling” compared with the EU, where the approach has been
“de-risking, but not decoupling.” Ching, in turn, has responded with “self-reliance and sufficiency.” See Roberts et
al. (2019): 11. See also Dekker and Okano-Heijmans (2020), Tordoir and Meyers (2024), Chorzempa and von
Daniels (2023), Barkin (2020), and Bamberger and Huang (2024).
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China-specific guidelines for academic cooperation, which have been developed in
Germany and the Netherlands.'

In the face of a new geopolitical climate and unilateral US measures, the EU has also
taken action related to technology and export control. In 2021, the EU introduced a
new regulation on the control of exports and dual-use goods (EU 2021/821), especially
with regard to new, emerging technologies.?® In 2024, the EU presented its Economic
Security Package. The package contains, among other things, proposals to
strengthen research on dual-use technologies, a Council recommmendation on
research security and proposals for strengthened coordination between member
states in the field of export control.?' The initiatives are based on a list of ten critical
technologies, presented by the EU Commission in the autumn of 2023, which
coincides with the technology areas that have been listed in the US (Benson et.al.,
2024).

Norwegian export control regulations are aligned with EU regulations. Developments
in Norway are following the same path as in our allied countries. In the spring of 2022,
proposals were submitted for changes to the export control regulations, with the aim
of strengthening the control of knowledge transfers that can contribute to developing
a country’'s military capability. Although existing regulations provide authority to
control certain knowledge transfers, the Ministry of Foreign Affairs believes that the
regulations need to be sharpened. Work on the export control regulations is still
ongoing, and it has been decided to establish a new agency for export control,
subordinate to the Ministry of Foreign Affairs, to strengthen the capacity for case
processing and guidance of the knowledge sector.?

19 See Bekkers et.al. (2019) «Checklist for Collaboration with Chinese Universities and Other Research Institutions”
(the Hague Center for Strategic Studies); German Rectors’ Conference (2020) “Guiding Questions on University
Cooperation with the People’s Republic of China”; Deutscher Akademischer Austauschdienst (2024) “Academic
Cooperation with China: A Realistic Approach”.

20 The regulation also allows EU member states, in some cases, to introduce controls on goods and technology
that could lead to human rights violations. See Hart and Casey (2024). See also
https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items _en

7 see European Commission (2023) «Joint Communication to the European Parliament, the European Council
and Council on ‘European Economic Security Strategy™ and European Commission (2024) “Proposal for a
Council Recommendation on Enhancing Research Security”.

22 When the Norwegian version of this report was published, the agency had not yet been established. The
agency has now been established and has been given the name the Norwegian Agency for Export Control and
Sanctions (Norwegian acronym: DEKSA). In August 2025, the Export Control Regulations were amended, and a
new guide was published to strengthen the control of exports of Norwegian technology. See
https://deksa.no/nyhet/endringer-i-eksportkontrollforskriften/
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3.6 Export control of knowledge and technology

Through international agreements, Norway has committed itself to preventing the
spread of chemical and biological weapons, goods and technology relevant to
nuclear weapons, conventional weapons, military goods and sensitive technology.
The control is anchored in the Act relating to Control of the Export of Strategic Goods,
Services, Technology, etc. and its associated regulations. Violations of the regulations
are punishable by fines or imprisonment for up to five years, unless the matter is
subject to more severe penalties. In addition to export controls, there are sanctions
directed at individual countries, including Russia and Iran. The sanctions are based on
decisions in the UN and the EU.

Control of knowledge transfer has become an important part of export control work,
nationally and internationally, given the intangible nature of emerging technologies.
Knowledge falls under the concept of technology, understood as intangible
technology. The Ministry of Foreign Affairs enforces sanctions regulations and export
control regulations, and grants licenses. From 1 January 2025, the newly established
Norwegian Agency for Export Control and Sanctions will take over this responsibility.

The export control regulations cover in principle all forms of knowledge transfer:
teaching, publishing, participation in seminars and conferences, research
collaboration, guest stays and employment. The licensing requirement also applies to
knowledge transfer that takes place in Norway, if the information will be used
abroad.?

The Ministry of Foreign Affairs has developed a guide for the knowledge sector, for
sharing and making knowledge available within “sensitive subject areas”.?* The
institutions themselves are responsible for assessing the sensitivity of subject areas
and topics and assessing whether the transfer of knowledge to the individual student,
fellow or employee would be in breach of the regulations. The guide, however,
provides a list of subject areas that are particularly relevant.?®* According to the guide,
the regulations will primarily apply when interacting with countries “subject to export

2 Norwegian Ministry of Foreign Affairs (2022) “«Forslag til endringer i eksportkontroliforskriften» (“Proposals for
Amendments to the Export Control Regulations”), Consultation paper.

24 sensitive fields are defined as “studies/research/work at the graduate level that provide foreign students,
doctoral candidates, and other academic staff with knowledge of technological areas that may later be used in
the development, production, or use of weapons of mass destruction (WMD) or their delivery systems.”

% The list includes life sciences, biotechnology, biochemistry, chemistry (including process technology), physics
(including nuclear physics), aerospace and aviation technology, mechanical engineering, materials technology,
cybernetics, medicine/veterinary science, and mathematics. According to the guidance, the list is not
exhaustive.
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restrictions or [..] countries where there is reasonable suspicion or concrete
information about worrying activities related to the development and use of weapons
of mass destruction and their means of delivery”.

Goods, services and technology for which a license must be sought are described in
more detail in two international lists, annexed to the Export Control Regulations. It is
primarily List I, on dual-use goods, that is relevant to academia.? List Il is divided into
ten main categories that indicate the product/technology area,? which in turn is
divided into five subcategories that provide more detailed specifications of the
product/technology type.28 There is a licensing obligation for all knowledge related to
nuclear material, facilities and equipment. Within the other categories, there is a
licensing obligation for knowledge that is necessary for the “development, production
or use” of the listed goods. According to List Il, there is no licensing obligation related
to the simplest forms of knowledge transfer, such as how to turn on a machine. What
is understood as simple forms of knowledge transfer in contrast to knowledge that is
necessary for development, production or use is a question of interpretation.

List Il also contains exemption provisions. Exempt from the license requirement is
knowledge about goods/technology that can be considered basic research, and
knowledge about goods/technology that is already available in the public domain.

Basic research is defined as "experimental or theoretical work carried out primarily to
acquire new knowledge about the fundamental principles of phenomena [...] not
primarily directed towards a specific practical goal or application”. Despite the fact
that the term is defined in the lists of goods, there is also room for interpretation here.
In response to the proposal for new export control regulations, Norwegian academics
have pointed out that the concept of basic research used in the context of export
control is narrower than that used in academia. It is pointed out that it often does not
make sense to distinguish between basic and applied research. Technological
development, where the purpose is practical application, may, for example, in an

% To align with the EU, Norway uses the EU's English-language lists. The EU list incorporates what has been
agreed in the Wassenaar Arrangement (WA), the Missile Technology Control Regime (MTCR), the Nuclear
Suppliers Group (NSG), the Australia Group (AG), and the Chemical Weapons Convention (CWC), consolidating
the control lists from these agreements into a single list.

270. Nuclear materials, facilities and equipment, 1. Special materials and related equipment, 2. Materials
processing, 3. Electronics, 4. Computers, 5. Telecommunications and «information security», 6. Sensors and lasers,
7. Navigation and avionics, 8. Marine, 9. Aerospace and propulsion.

2 The subcategories are A. Systems, equipment and components, B. Test, inspection and production equipment,
C. Materials, D. Software, and E. Technology (technical assistance and technical data).
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early phase have the character of basic research.?® It is the Ministry of Foreign Affairs
that, when processing license applications, decide whether the exemption provisions

apply.

The term "in the public domain” is defined as technology/knowledge "which has been
made available without restrictions upon its further dissemination®.*° Knowledge that
is under development is not understood as already available. Nor is it knowledge that
is available to a limited audience, for example at a seminar or in a teaching situation.
The knowledge must be published, which means that first-time publication may be
subject to licensing. According to the Ministry of Foreign Affairs’ guide, the exception
provision regarding already available knowledge means that it is mainly education at
doctoral level and certain subject areas at master's level that are covered by
licensing requirements.

In addition to the licensing requirement for listed goods and technology, Section 7
(known as the "catch-all provision") of the Export Control Regulations provides for a
licensing requirement for all types of goods, technology and services in the following
cases: where it is assessed that the goods are intended for use in weapons of mass
destruction; for military use in an area where there is war or a threat of war; for
military use in a country subject to sanctions, or when the goods may serve to
develop a country’'s military capability contrary to Norwegian security and defense
interests.® The catch-all provision does not provide an exception for basic research or
knowledge that is available in the public domain.

3.7 New dilemmas related to export control

During the Cold War, export controls targeted goods and technologies that had a
clear military application, and were often developed within the military sector. Today's
emerging technologies are largely developed within the civilian sector and are often
intangible. They involve software, algorithms, patents and designs, not just physical
products and machines. The technologies are often developed for commercial

29 The TRL scale (Technology Readiness Levels) is a tool often used to measure technological maturity and to
differentiate between basic research and applied research. See consultation paper, “«Forslag til endringer i
eksportkontrollforskriften” (“Proposals for Amendments to the Export Control Regulations”).

3Quoted in consultation paper, «Forslag til endringer i eksportkontrollforskriften» (“Proposals for Amendments to
the Export Control Regulations”).

3 See Meld. St. 35 (2020-21).
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purposes, but the military use is potentially large. The areas of application are as
much civilian as military.*2

Controlling new technologies that are ubiquitous in society involves many challenges,
as it may make more sense to talk about all-use rather than multiple-use. Challenges
are related to the fact that intangible technologies do not physically cross national
borders in the same way as tangible technologies, that the technologies are
developed at a high pace, and that they are developed within global value chains. No
country is self-sufficient in all stages of the production process. The closely
intertwined global value chains distinguish the current situation from the Cold War
era, when economic interaction between East and West was very limited. For example,
within the chip industry, the United States is a leader in terms of design and software.
Countries such as the Netherlands, Taiwan and Japan play key roles in production.
China exports important metals and is a producer of chips that are important for
industry, but not among the most technologically groundbreaking (Dekker and
Okano-Heijmans, 2020; Okano-Heijmans et.al, 2024; Jones, 2021).

Export controls on new, emerging multi-purpose/all-purpose technologies have met
with criticism from industry, business and academia in the Western world. A more
fluid distinction between civilian and military technology, and between economic and
national security, could create a kind of permanent state of emergency that justifies
extensive protectionist measures with negative consequences.

For actors in trade, industry and academia, increased control over the transfer of
goodes, services, technology and knowledge will lead to more limited access to
markets, sources of financing and talent. This also entails risks. Industry actors have
pointed out that access to the Chinese market has provided earnings that have
financed development and innovation. Weakened market access can lead to
weakened innovative power. Actors within academia have pointed out negative
consequences for academic freedom, recruitment and academic quality. Preventing
technology and knowledge leakage can be difficult to combine with the global battle
for the best minds, which will be important for innovation and restructuring in the
future (Krige, 2019; Roberts et.al, 2019; Shivakumar et.al.,, 2022). In an article on

%2 Dilemmais related to controlling the transfer of sensitive knowledge are not entirely new, although many
authors argue that this has become a completely new challenge with emerging technologies that have dual-
use potential. During the Cold War, there was also a discussion about controlling knowledge with dual-use
potential. Just as academia today is seen as a “soft underbelly” that the adversary (China) can exploit, during
the Cold War this was a concern in relation to the Soviet Union. Academig, for its part, then as now, protested
against the idea that international knowledge flows could be controlled. See Krige (2019) and Evans and Valdivia
(2012).



Geopolitical tension and international knowledge collaboration | 34

national security and the research university, the American historian of science John
Krige describes a fundamental dilemma, which is highlighted in a time characterized
by both global competition and geopolitical tension:

«Access to the rich global pool of knowledge was essential for the United States to
retain scientific and technological pre-eminence. But so too, were barriers to protect
its lead-time from foreign nationals who could capitalize on what they had learnt in
the country, to the detriment of US interest” (Krige, 2019: 272).

International industry and academic actors have also questioned the effectiveness of
the policy in dealing with a China that is already technologically and scientifically
advanced. This is also pointed out by the Norwegian University of Science and
Technology (NTNU) in their input to the revised export control regulations: “The Ministry
of Foreign Affairs’ proposal for new export control regulations seems to be based on
the fact that the Western world is leading in terms of research. In important high-tech
areas, this is no longer the case.” Internationally, it has also been argued that
restrictions could lead to China intensifying its efforts in its own technology
development and becoming independent of the Western world, and that
protectionism would lead to increased tensions, less cooperation and less knowledge
about the other party.

A concern within industry and academia, which is described in the literature, is also
that the control of knowledge and technology transfers is not sufficiently accurate.
The pace of technological development means that regulations are lagging behind.
The categories “emerging and foundational technologies” have been perceived as
too vague and broad, with the risk of imposing control on technology and knowledge
that is already widely available and easy for the counterparty to access. A system
that takes into account the specific nature and level of development of the
technologies will, on the other hand, be very complex (Okono-Heijmons et.al, 2024,
Whang, 2021).

In the face of the series of challenges and dilemmas, some have pointed to the need
for innovative thinking about the control of sensitive technology and knowledge. One
approach that has been discussed in the literature is the establishment of
interdisciplinary and cross-sectoral teams (“communities of caution”), consisting of
researchers, lawyers and representatives from government agencies and business.
The teams will be able to provide the authorities with knowledge about industries and
research and technology fields. Actors within industry, trade and academia will, in
turn, be able to obtain information about threats and security challenges that they
lack knowledge about, and the opportunity to influence decisions that concern them
(Barkin, 2020; Dekker and Okano-Heijmans, 2020; Shivakumar et.al, 2022).
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Such collaboration will not be uncontroversial. Self-regulation and distance from
authorities have been understood as the core of academic freedom. Those who
defend the model, however, believe that the rapid development of all-purpose
technologies with an unfathomable economic and military potential in a turbulent
and unmanageable world will push for closer collaboration with authorities (Evans
et.al, 2021; Evans, 2022).
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4 Science, technology, engineering, and mathematics

This chapter explores how geopolitical tension and increased attention to security are
experienced from a Norwegian perspective, based on interviews with representatives
from various disciplines within the category of Science, Technology, Engineering, and
Mathematics (STEM).

In the interviews, we focused on bringing out the specific experiences and
assessments the participants have made, as well as how they assess the long-term
consequences of the situation. The first part addresses the informants’ understanding
of the situation and their experiences with ethical and security-related events. The
following section examines the challenges the informants describe in relation to their
work environment and professional activities. The final part discusses the long-term
consequences ds seen by the academic communities.

4.1 Understanding of the situation and experienced events

The informants from the STEM fields have to a limited extent experienced that security
or ethical standards have come under pressure as a result of international
collaboration or an international working environment. Several expressed a high level
of trust in their international partners and colleagues, many of whom they have
known for years, and noted that their partners’ research ethics standards are
comparable to their own.

One of the informants, however, pointed out that China is known for disregarding
patents: "They’'ve had state-run intelligence programs where they’ve gone out and
harvested high-level technology. Just taken it straight back to China and copied it,
right. [So] they essentially skip the entire research and development process. And
then they can just steal the prototype and put it into production.”

All informants were very aware that the research and higher education sector could
be exposed to unwanted activities such as surveillance, espionage, and intellectual
theft. There has been considerable public attention to these issues, with several
individual cases covered in the media. Some also referred to conversations the
institution has had with the PST (Norwegicm Police Security Service) about the threat
landscape.

One administrative employee explained that the institution had put a lot of effort into
raising awareness. Administrative staff were invited to staff groups to provide
information about the security work. A survey was carried out among all the heads of
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departments, which showed a high level of awareness and that the department
heads felt a strong responsibility to share information.

An experience mentioned by several informants is the surveillance of researchers
from Norwegian institutions who are staying in countries with authoritarian regimes,
as well as of foreign researchers and students in Norway. As expressed by a faculty
leader: “Several of our staff who have extensive collaboration with China say. ‘We
know that when we are invited to a conference there, we have to be very careful
about which mobile phone we use and make sure to protect our data.” They are
monitored every second.”

Some informants reported receiving inquiries from individuals abroad with unclear or
suspicious backgrounds, related to positions, research stays, and conferences. One of
the informants believed that younger researchers could be particularly vulnerable to
exploitation by foreign actors. They may fly under the radar because they are not in
prominent positions, yet they may be more easily influenced and are the future
leaders. At the same time, as one of the informants pointed out, the motive for making
contact could simply be a desire to come to the West to build a career and a better
life.

We asked the informants what consequences it could have if unwanted actors
gained access to research data and infrastructure. Several noted that it is difficult,
from a professional standpoint, to assess the potential end uses of research—what
actors with malicious intent might employ it for. In principle, all research can have
dual-use potential. At the same time, several pointed out that there is a long way
from basic research to practical application. Research data also cannot readily be
repurposed for new objectives.

There is an understanding that certain types of knowledge and data must be
protected. This is established practice, for example in collaboration with industry. At
the same time, the informants noted that the research data they use are largely
openly available. In light of this, many find it unclear what foreign guest researchers
and PhD students should be granted access to in Norway that is not already
accessible. Research and research infrastructure will often be at the same level, or at
a more advanced level, in other countries:

“We are not in a situation where we are far ahead, and China is lagging behind, and
they come here to steal knowledge |..]. They are a fully-fledged part of an
international knowledge community. [..] | can point to certain groups here that are
very strong internationally in specific niches [but] there are Chinese universities that
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are just as advanced, and perhaps far surpass us. [..] | do not perceive there to be
any differences in level that could be exploited, [and] they have better equipment.”

Some believed that what is more interesting for unwanted actors is the sum of
experiences and insights that come from being present in an academic environment.
This is information that can be linked with other information and potentially misused.
As one of the informants put it: “It is not the case that we are sitting on one big secret,
and if Russia or China got hold of it, that would in itself be a serious matter. But when
combined with data points from many other different sources, it could perhaps lead
to an undesirable consequence.”

The informants expressed that they would loyally comply with rules and requirements.
At the same time, there was a widespread perception that much of the knowledge
and technology subject to control do not pose a security risk or is already openly
available internationally. The risk that controls on knowledge transfer either miss their
target or become overly broad is also discussed in international literature. One
example highlighted by several informants is electron microscopes. Many describe
these as the “workhorses” of laboratories, and they are globally accessible. However,
the microscopes are included on the list of technologies prohibited for export to Iran,
in accordance with the sanctions against Iran. As one of the informants put it:

“The manuals for these instruments are available online. [..] We have [..] a regulation
stating that Iranians should not have access to electron microscopes, because
electron microscopes are, of course, necessary tools if you want to build a nuclear
bomb. But then you have to ask yourself: is it really an electron microscope that
stands between the authorities in Iran and a nuclear bomb? [..] There is no point in
regulating technology that is already globally available on the internet or
commercially. They have better microscopes than we do. [..] The Iran Regulation goes
extremely far. It regulates things that today are completely standard laboratory
equipment.”

In the interviews, the questions were asked openly and without reference to specific
countries. However, it emerges that China is seen as the most challenging partner
country within STEM fields. Russia and Iran are also frequently mentioned as countries
from which academic staff have been recruited, and from which there have
traditionally been many applicants. It is perceived as both practically and ethically
challenging when employees with backgrounds from these countries must be
removed from tasks due to new security considerations. But whereas these two
countries are currently subject to sanctions, China is defined by the Norwegian
authorities as a partner country. The message of cooperation is accompanied by a
message of risk and caution.
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This “double message” is experienced as difficult to manage in practice. Some
informants felt that Norwegian authorities are sending contradictory signals and
called for political clarification on the country’s relationship with China. At the same
time, several stressed that decoupling from China in their respective fields would
have negative consequences—both because China has become a world-leading
research nation, and because cooperation with China is essential in areas such as
climate research and the green transition. Related to climate research, several also
expressed concern about the consequences of the sanctions against Russia, which
prevent access to important climate data from that region.

4.2 Challenges related to the work context and academic
activities

What is perceived as most challenging in the everyday work environment are the new
and increasingly strict security measures. The informants identified three main
challenges: First, the mapping of technologies and projects that may be sensitive and
therefore require protection and access control; second, license applications to the
Ministry of Foreign Affairs; and third, issues related to recruitment and mobility. One
informant described the work as divided into a “technology track” and an “individual
track.” The technology track involves mapping knowledge, technology, and
infrastructure, while the individual track deals with recruitment, guest visits, and
collaboration partners. This work demands substantial resources, which must be
covered within existing budgets. The following statement illustrates the scale and
complexity:

“The Faculty of Mathematics and Natural Sciences at any given time has between 900
and 1,000 externally funded projects—across the entire technological spectrum. We
have no database of our technologies. We have never previously mapped our
technologies. We know who is employed, we know who is funding the projects, we
know who holds the rights to the results, and so on. But we haven’t gone in and
assessed what types of technologies are involved—certainly not in relation to Control
List Il or the sanctions regime. And that's a job we've now started, because we realize
there’s a major gap here. This is something we have to do—but in many ways, this is
the easy part. It's not easy, but still the easiest part of the job. The real question is:
What do we do with the knowledge we gain from this mapping?”

All institutions we spoke with described significant efforts related to implementing
new security routines and managing export control cases. Several said they had
made considerable progress in mapping and securing technologies. The work on
export control, however, is seen by some as more demanding. Institutions are in the



Geopolitical tension and international knowledge collaboration | 40

process of establishing procedures and systems. Some have created resource pages,
networks, and designated contact points for export control.®

4.2.1 Control of knowledge transfer

Compliance with export control regulations is the issue that most occupies the
research environments we have been in contact with. The work takes time, requires
expertise in several fields, and can challenge academic freedom. It involves difficult
trade-offs and discretionary judgments related to what falls under the regulations
and requires a license application, and what falls outside and is exempt from
licensing. Once it is determined that something requires a license, an application
must be submitted to the Ministry of Foreign Affairs. The relevant assets must be
secured to prevent the academic environment from violating export control
regulations by granting access without a license.

The Ministry of Foreign Affairs has developed guidelines for controlling knowledge
transfer. These leave significant room for judgment within academic environments. In
cases not involving sanctioned countries, institutions must make case-by-case
assessments.2* A number of subject areas are listed as requiring special
consideration,® but it is emphasized that this list is not exhaustive. Reference is
otherwise made to technology areas covered by the Ministry’s dual-use goods list
(List ). The so-called catch-all provision (§7 of the export control regulations) also
means that other types of goods, technology, and services may be subject to
licensing under certain circumstances.®®

As described in the previous chapter, export control regulations apply to all forms of
knowledge transfer, including those occurring within Norway, if the knowledge is
intended for use abroad. Assessments regarding potential licensing must be made in
connection with many activities—not only when entering international partnerships,

33 This finding is confirmed in HK-dir's annual survey of the institutions’ work on information security and data
protection (2023). It shows that institutions have strengthened their overview of information assets—data,
computers, and software—that must be protected against threats and managed in accordance with legal
requirements. In 2022, nine universities and university colleges reported that they were working on mapping
information assets regulated by export control and the Security Act.

34 Since the Norwegian version of this report was published, a new guide on the control of knowledge and
technology transfer has been issued (in August 2025): https://www.regjeringen.no/no/dokumenter/veileder-for-
eksport-av-teknologi/id3116449/

% Life sciences (including biotechnology), biochemistry, chemistry (including chemical process technology),
physics (including nuclear physics), aerospace and aviation technology, mechanical engineering, materials
technology, cybernetics, medicine/veterinary science, and mathematics.

38 If the goods are intended for use in weapons of mass destruction, for military use in an area where there is war
or a threat of war, for military use in a country subject to sanctions, or when the goods could contribute to the
development of a country’s military capability in a manner contrary to Norwegian security and defense interests.



https://www.regjeringen.no/no/dokumenter/veileder-for-eksport-av-teknologi/id3116449/
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but also during hiring, student admissions (primarily at the graduate level), sharing
information (including verbal and informal communication), access to and use of
equipment at the institution, and participation in conferences and seminars. Licensing
requirements can arise at various stages of the research process—during the process
or when results are produced and disseminated.

For each activity that might trigger licensing obligations, several assessments must
be made. It must be considered whether the relevant field (knowledge, technology,
service, equipment) is dual-use and on List Il. Then it must be assessed whether any
exemptions apply—primarily whether the knowledge/technology is already publicly
available or can be characterized as "basic research.” In cases where technology and
knowledge are not listed on List Il, it must be considered whether the catch-all
provision applies. Here, understanding the end-use of the research and who the end-
users are is crucial.

Many informants find these assessments challenging. List Il is described as a large
and inaccessible document, with many categories, subcategories, and exemptions to
navigate. One informant put it this way: "l don’t know if you've ever looked at it, but it's
quite complicated. It's like, oh, this falls under this, except for this, but then we have the
exceptions to the exceptions, and then the exceptions to the exceptions to the
exceptions.”

Available guidelines (including guidelines for responsible international cooperation
developed by the Norwegian Directorate for Higher Education and Skills and the
Research Council) are perceived by many as too general. One department head
described it like this:

"How to practice and enforce the regulations? [..] It's a challenging question that |
think our entire organization struggles with, frankly [..] There has been little help
available. [..] The guidelines are so general that in practice they don't help those
working at the grassroots level, and that's been quite frustrating [..] It's probably the
one single issue I've spent the most time on in the past six months, | think.”

There is variation in how informants perceive their competence and resources to
handle export control work effectively. Some express that they have good support
systems at the faculty level and have gained enough experience with the regulations
to apply them fairly efficiently in their work. Others—who form a larger group in our
material—find export control work challenging in terms of both resources and
competence. Assessments must be made on several levels. First, there is a need for
insight into the relevant field and project. Then, there is a need for insight into export
control regulations with their lists, definitions, and exemptions, as well as knowledge
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about possible end-uses of research and the ties and interests of foreign partners.
Not least, the latter is perceived by many as outside their expertise. As one informant
said, "We cannot read our way to knowing what others might imagine using this for."

It can be unclear what falls under the exemption for basic research. As explained in
chapter three, "basic research” is exempt from export control. Informants report that
they use Technology Readiness Levels (TRL) to assess degrees of basic versus applied
research. However, several comment that the distinction in practice is not so clear
and is increasingly blurred. This can be due to the nature of the research but also
partners and funding. There has been a research policy goal, in Norway and other
Western countries, for the sector to build ties with non-academic partners and to
attract external funding from industry and other parts of the private sector. This can
make the exemption harder to apply for some. This dilemmma has also been discussed
in international literature (Stalenhoef et al,, 2022; van der Molen et al., 2023).

The interviews show that handling export control matters requires various types of
specialized expertise, in combination. The competence need can only be met by
close and good dialogue between academic and administrative staff. Some
informants also pointed to the desirability of cooperation between Norwegian
institutions to share experiences and resources:

"l am deeply concerned that all Norwegian universities [..] are now trying to solve their
own export control problem. There is an enormous amount of wasted effort as
everyone tries to create their own rules [..]. There are voices saying no, we cannot
have a common set of rules because we are so different. [..] | disagree. We have a lot
in common. Not least in hiring procedures, and also in technology mapping.”

It is clear that many—both leaders at various levels and professors responsible for
projects—feel uncertainty and fear of making mistakes in a complex landscape. There
may be concern about personal responsibility for security-related incidents. Some
also point to the risk of reputational damage to the institution if errors become
publicly known through media coverage. At the same time, there is a widespread
view that export control assessments must be made as close as possible to the
academic environments to ensure they are based on good knowledge of the relevant
field. Administrative resources and expertise must be connected. Several department
heads we spoke with believe that the institute level is well suited to handle export
control issues, with support from the faculty.

Dialogue with authorities is also emphasized as important. Several refer to
conversations with the Norwegian Police Security Service (PST), from which they have
benefited. This has given them a better understanding of the threats the sector may
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face. At the same time, as mentioned above, several experience the authorities’
signals regarding China as contradictory.

Some informants express a desire for clear guidelines from the authorities on what
types of international cooperation are possible and desirable. On this point, however,
the interview material is mixed. Others clearly state that they do not want too many
restrictions and directives that could limit academic freedom. The desire for clear
guidelines, expressed by some, can be seen as frustration related to difficult
assessments, lack of knowledge about the political and security context, and a sense
of great responsibility. These contradictions illustrate how balancing security and
openness in practice can be very challenging.

Time-consuming processes related to license applications can become a bottleneck.
This creates challenges in a workday characterized by time pressure, positions that
need to be filled, and projects that must start. Some informants responsible for
projects report internal license application processes that take very long, due to
many cases and few administrative staff available to assist. Several also refer to long
processing times at the Ministry of Foreign Affairs—according to some, up to a year.

In addition, there is processing time at the Norwegian Directorate of Immigration
related to visas for foreign researchers and students. License applications and visa
applications are separate processes. Approval of work and residence permits is not
part of export control regulations.?” A foreign national may be granted work and
residence permits without having an approved license for the work they are to
perform. To avoid situations where people come to Norway only to find that their work
cannot be carried out due to lack of a license, the license should be granted before a
visa application is submitted. %

4.2.2 Recruitment and mobility
The academic environments we spoke with are distinctly international. Employees
and students come from all over the world. Mobility and international recruitment are

% Entry and residence permits for Norway are regulated under the Immigration Act (‘Utlendingsloven’), with
accompanying regulations. This is not within the scope of export control legislation, but export control may
nevertheless be relevant to whether a permit is granted. According to the Immigration Act, expulsion may be
ordered or entry permits denied—which might otherwise have been granted—if considerations of fundamental
national interests or foreign policy considerations so require. According to Circular GI-07/2023 from the Ministry
of Justice, fundamental national interests include espionage, sabotage, subversive activities, etc., usually in favor
of another state. A residence permit should be denied, the circular further states, if it may result in the export of
knowledge and technology that has military significance for other countries.

3 The Preparedness Council for the Knowledge Sector (Beredskapsrédet for kunnskapssektoren) (2022) «Kontroll
med kunnskapsoverfgring» (“Control of Knowledge Transfer”).
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an integrated part of academia, stimulated by internationalization initiatives
throughout the 2000s. In some fields, particularly within STEM, this is seen as crucial for
the sustainability of the environment. Within this context, considerations related to
security and export control regulations are experienced as challenging.

Several informants report great uncertainty related to entry permits and licenses in
connection with collaborations, guest stays, and job vacancies. A typical example is
PhD positions. According to the informants, there are many applicants from countries
such as Russiq, Iran, and China. The applicants are generally described as very
strong, often the best. However, what is perceived as long processing times for entry
and license applications with uncertain outcomes means that these applicants are
often considered less viable. Waiting several months is incompatible with the
progress plan for research projects.

This creates a dilemma many face: How should they handle hiring cases where the
principle of qualifications seems to conflict with what is practically feasible? It is
experienced as an ethical dilemma because the answer often ends up being that the
best-qualified candidate is passed over. This conflicts with deeply rooted norms in
the academic environment. Many also wonder if they are violating anti-discrimination
laws, which prohibit discrimination based on ethnicity/nationality, among other
factors.

Some report using the exemption in the anti-discrimination law regarding the right to
objective differential treatment. At the same time, they question this practice. They
find it problematic when the practice becomes fixed and is applied at the group level
rather than the individual level. A couple of informants also mentioned receiving
letters from central management sent to all academic environments (including
humanities and social sciences), which they perceived as instructions to avoid hiring
selected nationalities. Several called for legal guidelines from the authorities clarifying
the lawful scope between the Export Control Act, the Security Act, and the Anti-
Discrimination Act.

While informants are concerned with ensuring that recruitment practices comply with
the law, some were puzzled by how laws and regulations were enforced in individual
cases. These cases involved people who had been denied entry and residence
permits, even though the informants could not see that they would work with anything
sensitive: Data would be open, equipment would be standard worldwide, and results
would be published.

The informants emphasize that export control regulations must be enforced equally in
Norway as in allied countries. Examples were mentioned of individuals who traveled
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on to other Western countries after being denied entry in Norway. If Norway applies
stricter practices than other countries, it could negatively affect Norwegian academic
environments competing internationally for research talent. Informants express
frustration over having to select candidates further down the list because the best
candidates cannot obtain entry permits, residence permits, and licenses:

“It is difficult to find qualified and good people. [..] There are generally few applicants
from Norway and Europe at all to our fields. So we have quite a large staff of, among
others, Chinese researchers from before. They have been a very, very important
contribution to our research. And we risk losing that now. That is a concern. [..] we
rank the candidates, so we may have to go down to the fifth, sixth, seventh place on
the list. And that is a problem because we are supposed to conduct world-class
research here, and we are completely dependent on recruiting the best [..] and we
just can’t do that now with the current regime.”

The challenges become especially noticeable against what several describe as a
generally difficult recruitment situation. According to one informant, every single
recruitment process is demanding. They point to a “science crisis” starting already in
schools as part of the reason for few top Norwegian applicants to PhD positions.
Competition from the private sector is described as another contributing factor: Good
Norwegian applicants go to better-paid jobs outside academia. Recruiting from other
Western countries is not always an option either, as the situation is often the same
there as here. As one informant put it: “We are fishing in the same pond, and it's not
big.” Another described access to international candidates as a matter of life or death
for the academic environment: “It is really a political question whether we will keep
this field in Norway.”

Concerns that controls on knowledge transfer could limit access to necessary
competence—and thereby slow down innovation and research—are also present in
other Western countries. The concern revolves around whether differing export control
practices in various countries may create uneven competition and the risk of losing
top qualified candidates. Researchers from non-Western countries dominate in some
technology fields, including strategically important semiconductor technology (van
der Molen et al., 2023).

4.2.3 Consequences for the work environment

Heightened attention to security can affect various aspects of the work environment.
The academic environments we have been in contact with are accustomed to an
open campus. One informant believed that access control could, among other things,
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have negative consequences for interdisciplinary collaboration by making it more
difficult to invite external participants from other parts of the institution.

Access control related to sensitive and listed technologies and instruments also has
consequences for the internal life of the institution. Some informants pointed out that
access regulations can be practically challenging because laboratories are not
organized according to listed and non-listed technologies and instruments:

“There is probably a lot of our activity that is basic research [..]. But we are ina
somewhat special situation because we have a lot of laboratories and infrastructure
[..]. So even if you as a PhD candidate work on a basic research project exempt from
export control, you still get access to instrumentation that may be listed [..]. And our
laboratories are not organized by listed and non-listed [..]. We don’t have one room
where all the listed equipment is kept, so we could lock and keep out Chinese or
Pakistani researchers from there. That doesn’t work. And the result of this is that we
have concluded that we have to apply for licenses for all candidates from at least
these countries pointed out by the Police Security Service (PST), and that is very, very
difficult because the processing time is so long, and we have agreements with
funders that the project must be carried out, start within a certain time, and follow a
timeline [..]. And usually those timelines are already hard enough to meet anyway, so
[..] it simply doesn't work.”

Security measures can also have consequences for the psychosocial work
environment. National and European guidelines for responsible international
collaboration emphasize that work on security must not lead to stigmatization of
employees and students. The risk of stigmatization is a concern for the informants.
Several report that employees from countries under scrutiny experience the situation
as difficult, even though they also understand the concerns. This can involve concrete
measures, such as employees with many years of service in Norway being removed
from tasks, but also a more general feeling of uncertainty and suspicion based on
country background. A paradox some informants mention is that these may be
people who themselves are regime critics and may have left their home country for
that reason, yet still experience restrictions due to ties to their home country. The
leaders we spoke with are all concerned with supporting affected employees,
including through conversations and openness about the reasons for measures.

Several informants also mention that new security measures at institutions and
among non-academic partners have consequences for students and teaching
activities. One example raised by a couple of informants involved companies outside
the university that, citing security reasons, would not allow visits from students from
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certain countries. In both cases, this led to no students visiting those companies to
avoid discrimination.

4.2.4 The difficult balance between security and academic freedom
Conversations with informants in STEM fields reveal that extensive efforts to secure
assets and infrastructure have been initiated, and that work related to export control
is high on the agenda. This work does not affect all academic environments equally,
but for the most affected, it consumes significant time and resources.

The informants express understanding that security measures are necessary, and all
indicate that they will loyally comply with the measures and requirements. At the
same time, a new security regime is perceived as intrusive to academic freedom in
several ways. The measures do not always appear proportional to the risk, nor
adapted to a sector whose very DNA is knowledge exchange and international
collaboration. The knowledge developed at Norwegian universities and colleges is,
with few exceptions, intended for publication. It is also seen as a paradox that
knowledge areas should be shielded when informants believe China is already at the
forefront in these fields.

The challenges the informants face daily concern the handling of security measures,
especially issues related to export control. This involves questions of resources and
expertise but also finding an acceptable level of risk. Several point out that all risk can
never be eliminated if research is to advance. However, defining an acceptable risk
level can be demanding in cases where knowledge about partners and the country
context is limited. As several said, they also do not have access to the same kind of
information as the security authorities. Furthermore, the challenge related to security
threats and emerging new technology is not static but continuously evolving.

When asked what the institutions and academic environments might need from the
authorities, answers vary widely. Some want a more coherent policy and clear
political guidelines on what can be collaborated on and with whom. Others are
skeptical of this in terms of academic freedom. They argue that targeted measures
require insight into the specific project and field, both nationally and internationally.
This knowledge rests with the academic communities.

All informants highlight the high academic level of partners and recruited researchers
and students from what national threat assessments refer to as "countries of
concern.” Ching, in particular, is described as a research and technology superpower
that is interesting to collaborate with. Collaboration aligns with Norwegian policy and
is also the approach in other European countries. Nevertheless, there are signs of
cooling and decoupling. These tendencies are also apparent in other European
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countries (van der Molen et al., 2023). When asked about prospects for cooperation
with China going forward, many informants are hesitant. This is due to uncertainty
related to the responsibility they take on and fear of making mistakes, but not least
because of long processing times for visa and license applications with uncertain
outcomes.

Some believe it would be relatively easy to replace a Chinese partner with one in
Europe or North America. Others feel it would not be easy to replace the Chinese
partner. They describe international research systems where environments in
different countries have different specializations and contribute differently to the
research process.

4.3 Conclusion: What is at stake? Long-term consequences

The increased attention to security in the knowledge sector is relatively new, not only
in Norway but also in other countries. It is too early to say how this new risk landscape
and heightened focus on security will affect collaborative relationships in academia,
and what the longer-term implications will be. Several of our informants expressed
concern about the consequences of scaled-back cooperation. They argued that
what is lost by not collaborating must also be factored in. For a small country like
Norway, cooperation and access to international knowledge development is also
important for preparedness and security.

For the informants, being connected to international knowledge systems is, first and
foremost, about academic quality. The best academic environments are often
located outside Norway, increasingly also outside Europe. One informant described
how Chinese PhD students had been crucial to the development of a research field at
the Norwegian institution. This example illustrates a research and knowledge ideal
prominent in the sector, which contrasts with the understanding of knowledge as a
strategic element in geopolitics: Knowledge development is not a zero-sum game
where knowledge leaks from one country to another. Global knowledge systems and
as free a flow of knowledge as possible represent a win-win situation for all parties.
This view of knowledge has shaped the policy for internationalization in research and
higher education.

Secondly, internationalization, including cooperation with China and other non-
Western countries, is about access to good candidates for recruitment positions.
According to the informants, for various reasons there are few Norwegian candidates
for recruitment positions, and often these do not meet the quality standards of the
best candidates from abroad. It is noted that Norway, as well as other Western
countries, is facing a “science crisis.”
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Many are concerned about the consequences for the green transition. Access to
expertise is important for Norway to contribute to addressing climate change and to
play a role in an emerging green economy:

“In our group, we are very focused on research related to the green transition, i.e.,, new
energy technology. These are basically the industries of the future [..] and it is already
difficult enough to compete. | worry that if our academic environments in the next
decade have this as a kind of ball and chain, it will have consequences for Norwegian
industry [and] whether Norway will achieve its climate goals — what role we can play
in the new industry that is going to grow to be large [..]. | think that's a perspective
worth considering as well.”
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5 Humanities and social sciences

In this chapter, we examine the challenges faced by academic staff in the humanities
and social sciences in their international knowledge collaborations. As in the previous
chapter, we begin with informants’ understanding of the situation and experienced
events. We then explore how their academic work and international collaborations
are affected by authoritarian regimes, increased geopolitical tensions, and the
growing focus on security within the sector. Finally, we conclude by presenting our
assessments of what we know about the challenges within the fields of humanities
and social sciences, and the long-term consequences.

5.1 Understanding the situation and experienced events

In the countries where our informants work or collaborate, the conditions for research,
teaching, and dissemination differ from those in Norway. These differing conditions for
academic freedom may stem from cultural factors, political systems, and other
traditions related to academic practice (Morginson, 2014). Our informants report that,
in recent times, they have observed a political shift toward authoritarianism in several
countries, making the conditions for academic work more challenging. This trend
toward authoritarianism and the restriction of academic freedom is also highlighted
in the academic literature.

The informants report that the space for what is possible to research has become
smaller, and that more regimes are extending their control over narratives and
influencing research and communication on sensitive topics. This applies both to
authoritarian regimes that the Norwegian Police Security Service (PST) identifies as
the greatest intelligence threats to Norway (primarily Russia and China), as well as to
countries considered democratic but moving in an authoritarian direction, such as
Israel and India. In Ching, for example, one informant stated that Chinese researchers
have been given a mandate to present Chinese history in a ‘positive way,” which
“becomes a challenge in almost all fields and was not the case previously.”3®
Academic staff we have spoken with also find it more demanding to research, teach,
and communicate about Russia. This is partly because the Putin regime, more than
before, appears to use researchers to present the country’s history and its
involvement in the war in Ukraine in a particular way.

39 See also Makinen (2024), who interviews academic staff in the humanities and social sciences in Finland. They
also report that almost all topics have become sensitive in China.
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The individuals we spoke with described a wide range of events they have
experienced. Among the most common are threats and reprisals—either directed at
themselves, their collaborators, or their informants. These threats and reprisals mainly
occur abroad and can vary in severity. Some have collaborators who have been
threatened and had their homes and offices searched after speaking to the mediaq,
while others have collaborators who have been imprisoned or have disappeared.
What these incidents have in common is that they cause our informants and their
partners to reconsider how safe it is to conduct research, teaching, and dissemination
in the ways they have previously done.

Several informants also report experiences of surveillance—both in the countries
where they work and in Norway, carried out by the embassies of those countries. The
embassies monitor both academic staff and students from the country the embassy
represents, as well as Norwegian researchers. Surveillance can be perceived as a
warning that further sanctions may follow. In some cases, the surveillance is overt—for
example, as one informant recounted, she was summoned to a meeting with
embassy staff who commmented on her publications. In other cases, our informants
consider it likely that they are being monitored, based on their knowledge of the
country they work in and the experiences of colleagues. One informant also reported
an attempt by Chinese security services to recruit them. As one of our informants
points out, both the feeling of being watched and actual surveillance can have a
chilling effect, making it more difficult to be a researcher and to produce new
knowledge.

Several informants are aware of this surveillance and report that they or their
colleagues have been denied entry to the countries they work in or with, due to their
research, teaching, or dissemination activities. For academic staff who primarily work
in and with a single country, being denied a visa can have significant consequences,
especially for those who have invested heavily in developing knowledge, language
skills, and networks. Their specialization adds depth to their work but also makes them
vulnerable: they cannot easily shift their research focus to another country.

Another type of incident mentioned by several informants is espionage. Although very
few in Norway have experienced espionage within their academic environments,
several informants say they are aware of the risk, and that this awareness can lead
them or their institutions to hesitate when it comes to recruiting researchers from
countries such as China and Russia. This awareness appears to stem from an
increased focus on the risk of espionage, including from the PST, as well as actual
espionage cases in Norway. In recent years, one of the few known espionage cases in
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Norway has emerged from the academic environment in political science and
geopolitics at the University of Tromsg.4°

5.2 Challenges in the work environment and academic practice

The episodes mentioned in the previous section place our informants in challenging
situations where they must weigh and balance various considerations. The
challenges they face often involve how to balance academic freedom and the safety
of themselves, their partners, and informants against the pursuit of research,
teaching, and dissemination. For example, choosing certain research questions or
communicating politically sensitive findings may pose risks to the safety of academic
collaborators.

To continue their research, teaching, and dissemination despite these challenges, our
informants report making various adjustments. These adaptations vary and may
include changing the actual topic of their research or teaching, or modifying the
presentation—for instance, by carefully choosing the wording of project titles or
academic publications. Word choice is also an important adjustment in
dissemination activities.

That they must make adjustments in order to conduct research, teach, and
disseminate knowledge in countries with different conditions for academic freedom is
evident to our informants. However, the question remains: how far should one go in
adapting to other cultural and political contexts and an increasingly tense
geopolitical situation? For example: how much can one adjust their own expressions
before compromising academic freedom and research ethics?

Before we delve into where the line is drawn—when informants no longer make
compromises—we will look at the challenges they face and the adjustments they
make. As we will see, the specific adaptations often vary due to differences in the
topics they work on, the angles of their research, and the countries they study or work
in. Although many of the informants were already making adjustments in the past,
they now find that increased geopolitical tension in recent years, and the

40see, for example, Finnset et al. (2022) [Suspected Russian spy worked on research in security, preparedness,
and hybrid warfare in Tromse = NRK Troms and Finnmark]. Another case of a Norwegian citizen suspected of
espionage for China also comes from a research field within the humanities and social sciences, specifically
international relations. This case became known after we had conducted our interviews. See, for example, Misje
et al. (2024) https://www.vg.no/nyheter/i/6397jz/skrev-doktorgrad-om-norges-forhold-til-stormakter.



https://www.nrk.no/tromsogfinnmark/mistenkt-russisk-spion-jobbet-med-forskning-pa-sikkerhet_-beredskap-og-hybrid-krigforing-i-tromso-1.16152389
https://www.nrk.no/tromsogfinnmark/mistenkt-russisk-spion-jobbet-med-forskning-pa-sikkerhet_-beredskap-og-hybrid-krigforing-i-tromso-1.16152389
https://www.vg.no/nyheter/i/6397jz/skrev-doktorgrad-om-norges-forhold-til-stormakter
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authoritarian shift in some of the countries they work with, have made it more difficult
to navigate the dilemmas they face.

5.2.1 Self-censorship and adaptation in the role of researcher and university
teacher

In this section, we first examine challenges related to the role of the researcher and

university teacher, and then to the role of the communicator.

Our informants describe difficult trade-offs when dealing with surveillance, threats
and reprisals, and the risk of being denied a visa. While they are accustomed to
making adjustments—due to cultural or political differences in the countries they
study—these incidents are particularly challenging because such adaptations may
impact core values they seek to uphold in their academic work. These values include
academic integrity, academic freedom, and the safety of collaborators.

Many of these dilemmas appear to be intensified by a more polarized geopolitical
climate. One adjustment several informants mention is that, in research proposals
and project presentations, they use more ‘palatable’ language in order to carry out
their research and avoid visa denials. Some also report avoiding certain topics or
perspectives in their research to prevent reprisals or threats against collaborators.
The informants emphasize that they try to limit changes to their research or teaching
as much as possible and seek alternatives that minimize the impact on the core
values they aim to protect.

Two examples from our informants illustrate how they conduct research and teaching
despite restrictions on academic freedom and political pressure in China and
Myanmar. One example comes from China, where a researcher chose not to include
a Chinese partner in a specific project due to concerns about the security of research
data. Although the researcher had previously collaborated with Chinese partners on
several projects, data protection in this particular case was deemed so important
that the researcher instead chose partners from other countries. Part of the reasoning
was the counter-espionage law, as mentioned earlier, which allows Chinese
authorities to request information from citizens, including researchers.

Another example involves a researcher working on and teaching about Myanmar,
who considered it too risky to use Myanmar as a case study in teaching about the
regime and violence. The researcher chose to continue teaching in and about
Myanmar but used another country as the case example in class. These examples
show that conducting research and teaching within the framework of academic
freedom as it exists in Norway is not always possible. Nevertheless, the informants still
consider the work they carry out to be worth the compromises they make.
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Many of our informants use (or accept when asked) the term self-censorship to
describe how they adjust their wording, both in research and teaching (see also NOU
2022: 2). However, whether this self-censorship is problematic, and whether it
compromises academic freedom, is not perceived as clear-cut by those we spoke
with. Many informants describe pragmatic choices about what to say in different
situations and how to phrase things. Often, these are practical decisions related to
methodology or access to respondents.

Some also explain that, in consultation with partners in the countries concerned, they
develop an understanding of which topics or criticisms can be expressed in which
settings—for example, in closed versus open seminars. Other informants report that
they express themselves more critically within academic contexts than in public
forums. In this way, critical perspectives can still be conveyed without creating
problems for collaborators or jeopardizing their own visa status.

Our impression of the individuals we spoke with in the humanities and social sciences
is that their analytical approach—often centered around politics in various forms—
enables them to recognize when a topic is politically sensitive and may pose risks to
themselves or their collaborators. In addition to their own experiences, they draw on
the experiences of colleagues and assess risks based on these, as well as their own
analyses of the regimes in the countries they research or teach in. Those whom we
spoke with reflect actively on how to manage these risks.

Although our informants are aware of and appear to navigate various risks and
threats, they still report that it can be difficult to know which adjustments are
necessary, and when. One experienced researcher said he believes there is space to
express criticism even in authoritarian regimes, but that such space must be built
over time. Experience and recognition as a researcher can make it easier to strike a
balance—being more critical in some contexts and more measured in others.

It is important to keep in mind that all the individuals we spoke with are academic
staff with at least a couple of years of research experience beyond their PhD. Most
also hold permanent positions. We believe that, in general, it may be more difficult for
some to find this balance—for example, younger academic staff in temporary
positions or those without the same level of experience and institutional familiarity.
The institution plays an important role in this regard, through the support it provides
(or sometimes lacks), which we will return to later in the chapter.

5.2.2 Self-censorship and adaptation in research communication
Many informants in the humanities and social sciences report that public
communication on sensitive topics has become more difficult recently—particularly in
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relation to issues concerning China and Russia, but also, for example, the Israel—-
Palestine conflict. As mentioned earlier, several informants adjust how they
communicate in public arenas, both abroad and in Norway, partly to avoid exposing
collaborators to threats or reprisals.

Several informants also adapt their public communication to protect their credibility
as researchers. They are concerned that their research and dissemination may be
perceived as biased—that it could be interpreted as supporting regimes or actors
they do not wish to be associated with.

Some examples illustrate how informants experience that public communication
about China has become more difficult. One researcher working on China says that
both they and their colleagues can be accused of being “a mouthpiece for the
Chinese propaganda apparatus,” while at the same time being accused of “exposing
ugly things about China that aren’t really there.” Another researcher describes
receiving hate mail and criticism from both Western and Chinese actors for inviting
Chinese guests to a debate. Both researchers feel that the space for expression has
become more polarized in recent years. As a result, they now think more carefully
about how they formulate themselves, particularly in light of how they believe their
words might be interpreted.

In addition to adjusting their wording, participation in various events can also present
challenges that need to be carefully considered. One informant emphasizes the risk
that researchers’ participation—including her own—in conferences and seminars may
be strategic, with state agents behind the invitations. As a result, she thinks carefully
about why she is being invited to certain events.

In our assessment, many topics—particularly those related to China and Russia—are
especially difficult to communicate about because so much is at stake, and the
subjects being addressed may be linked to national security. As a result,
communication on such topics tends to attract heightened attention and may lead
researchers to invest significantly more time and effort into their public engagement
to ensure credibility. As a report from Oslo Metropolitan University emphasizes, the
trust placed in researchers can decline sharply if their work is not perceived as
independent (Thue et al, 2022).

The challenges of public communication are not new—especially not in authoritarian
regimes that may use brutal methods to silence criticism from activists, journalists,
and academics. Difficulties with dissemination are also not limited to academic staff
with extensive international collaboration, like those we interviewed, or to those
researching countries other than Norway (see NOU 2022: 2). However, public
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communication about Russia and China can be particularly challenging due to these
countries’ active efforts to influence both research and dissemination.

5.2.3 «Red lines»

In this section, we explore the ‘red lines’ our informants describe—that is, the
adjustments they are no longer willing to make because doing so would involve
compromising too much on academic integrity and research ethics. Where these ‘red
lines’ are drawn may vary between researchers, and they can differ from project to
project and from country to country. Several informants refer to broad principles that
they then apply to each specific case. For example, many mention the importance of
protecting the health and safety of colleagues, research participants, and especially
collaborators. For other informants, key principles include maintaining credibility, not
suppressing critical debate, and not compromising the integrity of their research.

The greatest challenge arises when researchers must define these ‘red lines’ in
practice. Academic staff often have differing views on what it means, for example, to
compromise academic integrity. One informant, who works thematically and across
many countries, stated that altering or adjusting the content of their research would
be out of the question. However, such a threshold would make it difficult for many of
our informants who focus on a specific country to continue their research. Many of
them instead seek pragmatic solutions they can stand by—such as shifting to a less
controversial topic.

Several informants express that they generally find it difficult to accept rigid,
principled rules about which countries one can collaborate with (perhaps with the
exception of Russia). Instead, they prefer to make their own academic assessments of
which institutions they can justify partnering with.

One example comes from Myanmar, where a researcher considered it both politically
and ethically irresponsible to continue collaborating with a partner institution if its
rector were to compromise with the military. Another example is from Israel, where a
Middle East researcher did not support a general boycott of Israeli universities but
found it unacceptable to collaborate with an Israeli university located in the occupied
West Bank. A third example is from Chinag, where an informant explained that they
generally know which institutions are more closely monitored by the authorities, and
when research data from such collaborations are no longer reliable.

These examples show that the thresholds our informants operate with are often highly
context-specific and may involve both ethical and other considerations. As specialists
in their respective countries and topics, the individuals we interviewed seem to
believe they are well positioned to make such judgments themselves.
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For some of the informants mentioned earlier in the chapter, the risk of being
perceived as biased has made it more difficult to communicate their academic
perspectives—both abroad and in the Norwegian public sphere. Some informants
report that they have reduced their public engagement or stopped it altogether,
choosing instead to focus their time on research and teaching. One of these
informants also notes that younger researchers in their academic environment are
avoiding certain topics or research angles because they see how difficult it can be to
communicate about them. In this sense, it is possible that increasingly challenging
conditions for public communication may, over time, influence recruitment into
certain topics or country-specific research—although our study does not allow us to
determine the extent of such a dynamic.

5.2.4 Institutional support

Academic staff in the humanities and social sciences appear to have less support
from administrative structures compared to those in technology and the natural
sciences. At the same time, several informants emphasize the value of support and
assistance from colleagues in handling challenges related to international knowledge
collaboration. Peer support is especially important because academic staff in the
humanities and social sciences often work in small groups or entirely alone.

Our informants report that they possess country- and context-specific knowledge
and are well equipped to make informed judgments. However, they still express a
need for help and support. They seek support both from their academic communities
(across institutions, including internationally) and internally within the institutions
where they work.

A couple of informants report that their institution facilitates discussions about the
challenges of international collaboration in authoritarian regimes and in a shifting
geopolitical landscape. One informant notes that there has been “a stronger culture
developing around sharing experiences [..], both regarding broader questions about
the geopolitical situation and more individually experienced issues in the field [..].”
Another informant shares that the institution regularly organizes internal seminars
where such ethical challenges are openly discussed.

Other informants report that their leadership does not facilitate discussions on such
topics. A researcher at a larger university points out that, while the institution has an
ethics council that can be useful, its value is often limited because the dilemmas
academic staff face are highly context-dependent and are best addressed in forums
where other researchers are familiar with that context.
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Several informants also highlight a lack of practical and technical support when
traveling to authoritarian regimes or conflict-affected countries. This includes, for
example, the need for ‘clean’ laptops and other equipment that can help prevent
research data from being compromised. One informant emphasizes that the
personal safety of foreign researchers must also be safeguarded and suggests more
dialogue on how to practically facilitate safe travel to China and other countries with
authoritarian regimes.

Although our informants want support and guidance from their institution, they
largely wish to make the decisions themselves. As one researcher emphasizes,
resedarchers must make decisions themselves and be accountable for them. The
researcher says: “There is an absence of overarching guidelines for these kinds of
things because there is a sort of consensus that academic freedom should be the
baseline. And that means it is up to the individual researcher to make their own
assessment of the cost—benefit.” The researcher explains that he has strong support
from colleagues with whom he discusses trade-offs and dilemmas, as well as from
management. Nevertheless, he must stand alone when facing difficult and principled
judgments. The fact that the researcher makes decisions himself and stands by them
is about professional freedom, but this does not necessarily preclude support from
the institution.

5.3 Conclusion: What Is at stake? Long-term consequences

In this chapter, we have examined how geopolitical tension, authoritarian regimes,
and a focus on security in the sector affect international knowledge collaboration
within the humanities and social sciences. Almost all informants report experiencing
pressure on academic freedom in the countries where they work or with which they
collaborate, and they say this creates problems for themselves or their partners. The
challenges appear to be particularly pronounced for academic staff working on
politically sensitive topics related to China and Russia, due to these countries’
geopolitical roles and their active attempts to influence research, teaching, and
dissemination.

The trade-offs described by our informants can be extremely demanding. For
example, they must navigate unwritten rules regarding when they may be denied
visas to countries such as China. They also need to assess for themselves whether
they are being monitored, why this might be the case, and what risks this entails for
themselves and their collaborators. Whether the adjustments and self-censorship in
a given instance were excessive is something that, in most cases, neither the
academic staff nor others can determine afterward. This also makes it difficult to
evaluate the consequences of these adjustments.
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Our assessment, however, is that most informants appear to be only minimally
concerned that the adjustments they make compromise the quality of their
academic work. They are accustomed to adapting research designs, teaching, and
dissemination in other countries for reasons such as cultural or political contexts. As a
result, they also seem able to manage other considerations, such as their own and
their collaborators’ safety. Adapting to and navigating challenging conditions may,
however, be more difficult for early-career researchers and, especially, students.
Since our informants are primarily experienced academic staff in permanent
positions, we do not have insight into the extent of the challenges faced by younger
researchers and students.

What our informants appear more concerned about is that these adjustments mean
certain topics and perspectives are less explored, and that there is reduced
collaboration with local partners. In the long term, they worry about recruitment into
their fields and topics. Recruitment is also a challenge within STEM fields, but for
different reasons and with different consequences. One possible reason in the
humanities and social sciences, as several informants mention, is that students are
increasingly reluctant to travel to countries such as Chinag, Russiq, India, and
Myanmar. Another possible reason is that early-career researchers respond to the
difficulties experienced by more senior colleagues in research and teaching
collaboration, as well as dissemination related to certain countries or topics. A
potential consequence is that these younger researchers may shift the focus of their
research portfolios toward topics and perspectives they consider easier to work with.
Over time, this can lead to the loss of important academic perspectives, for example
on China and Russia.
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6 Conclusion and recommendations

6.1 What dilemmas does the knowledge sector face?

Increased geopolitical tension and a higher level of international conflict affect the
knowledge sector, which is open and internationally oriented. The sector can be
exposed to espionage and the theft of data, knowledge, and technology, which may
be exploited for strategic and military purposes. Academic freedom can come under
pressure as a result of heightened tensions and academic engagement with
authoritarian states. This has led to a stronger focus on security within the sector, both
in Norway and in other countries. In turn, security measures can also restrict
academic freedom and scholarly collaboration.

Two fundamental dilemmas lie at the core of the complex issues addressed in this
report:

e Openness and international orientation make the sector vulnerable, but they
are also part of its character and have been a prerequisite for growth and
development. Research has always been international, but decades of
globalization, technological development, and internationalization policies
have laid the foundation for a globally interconnected research and innovation
system. Scaling back collaboration and exchange could undermine academic
quality and make recruitment to academia more challenging.

« Democratic societies are vulnerable to hybrid threats. Because they are
committed to protecting fundamental civil liberties, democratic states do not
have access to the same tools that authoritarian states can use to monitor the
digital space and control society. This liberal dilemma also applies to security
in the knowledge sector. Some security measures in certain countries have
been criticized for being illiberal, thereby undermining the very values they are
intended to protect.

6.2 Findings from the study

In this study, we have examined how different academic fields— Science, Technology,
Engineering, and Mathematics (STEM) and, humanities, and social sciences—are
affected by a more tense geopolitical climate, and how academic staff in particularly
affected fields experience the balancing act between academic freedom and
security requirements.

The study does not provide a basis for making claims about the breadth of the
Norwegian knowledge sector. Not all fields and academic staff are equally affected
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by these developments. The academic staff we interviewed work in fields that the
Norwegian authorities define as “sensitive,” and/or have collaborations with countries
in conflict or countries with which Norway does not have security policy cooperation.
Based on qualitative in-depth interviews, the study provides a good basis for
discussing the challenges within these areas.

The academic environments we have been in contact with report that a changing
international and geopolitical climate has consequences for their academic work. At
the same time, there are variations between fields and between countries. In STEM
fields, the challenges are linked to a small number of countries, primarily China.
Informants also frequently mention Russia and Iran, but in these cases because some
staff and applicants come from these countries. Russia and Iran are subject to
sanctions, unlike China, which is defined as a partner country. At the same time,
Norwegian security authorities identify China as a major challenge for Norway in the
coming years. According to the Police Security Service (PST), collaboration in research
and education, business, and political relations is vulnerable to Chinese intelligence
activities. This occurs simultaneously as China has established itself as the world’s
leading research nation in terms of publication output, particularly in the academic
and technological fields considered sensitive and worthy of protection.

Many of the informants in STEM fields find it challenging to handle issues related to
export control. The regulations are perceived as difficult to access and hard to
operationalize within academia. They also find it difficult to assess the potential end
use and end users of research in other countries. The processing time for license and
entry applications is long, and the outcomes are uncertain. This is hard to reconcile
with the requirements for progress in projects and hiring processes. Combined with
concerns about making mistakes, the result is that collaboration and recruitment
from certain countries are scaled back or halted.

It is too early to assess the long-term consequences of this, but the informants fear a
decline in academic quality. Recruitment to PhD and postdoctoral positions is
particularly challenging. There are generally few candidates from Norway and other
Western countries, and they are often ranked several places behind candidates from
countries such as Chinag, Russia, and Iran.

Informants in the humanities and social sciences report that the space for academic
work has narrowed as a result of political developments in the countries they work
with and in. The challenges are not limited to countries defined as problematic in the
National Threat Assessment. They apply to many countries, including democracies
such as India and Israel. Informants say they make adjustments to research and
teaching arrangements to safeguard their own and their partners’ security. For
foreign partners, the consequences can include threats against them and their
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families. Several informants also report that embassies monitor activities, and that
statements can affect visa approvals. A certain degree of self-censorship is therefore
not uncommon, even in the Norwegian public sphere. Some who work on countries
and conflicts that directly affect Norway also report carefully considering if and how
they participate in the Norwegian public debate. The personal and professional cost
can be perceived as high.

Several informants emphasize that a certain degree of adaptation and pragmatism
has always been necessary. Understanding and navigating different political and
cultural contexts, both methodologically and in terms of research ethics, is part of
their expertise. Our assessment is that most informants are only minimally concerned
that the adjustments they make compromise the quality of their academic work.
However, they are concerned that fewer students will choose certain language,
country, or area studies. If students and early-career researchers are reluctant to
travel to certain countries, this could, over time, weaken society’s knowledge
preparedness. It is noted as a paradox that many may hesitate to travel to China,
precisely at a time when knowledge about the country is most needed.

In summary, there are some overarching differences between the two categories of
disciplines. In STEM fields, security is primarily perceived as a matter of institutional
and national security. This is due to knowledge and technologies that could
potentially enhance the military and economic capabilities of rival states. In the
humanities and social sciences, security is more often a matter of personal safety for
researchers, students, and partners, due to politically sensitive topics. It is our
impression that institutional efforts regarding security have been greatest in STEM
fields, particularly related to technology mapping and export control. In the
humanities and social sciences, responsibility for security still appears to be more
individualized.

Academic freedom and collaboration can come under pressure in all the
environments we have been in contact with, but in different ways. Pressure from
authoritarian states is rarely reported in STEM fields. Here, it is primarily national
measures and export control regulations that limit academic freedom. Informants in
the humanities and social sciences, on the other hand, describe challenging and, in
some cases, deteriorating conditions due to the political situation in a number of
countries, which also affects Norway, as society is increasingly transnational through
networks and digital platforms.

6.3 Implications and recommendations

Norwegian society and the Norwegian knowledge sector are well-positioned to
handle the challenges arising from increased geopolitical tension. There is relatively
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high trust in society and low corruption, the population has high levels of
competence, and democratic values are strong. In general, it is more difficult for
foreign states to influence decision-making processes and public opinion in a country
with these characteristics. Research and higher education are primarily publicly
funded. The sector is not dependent on fee paying international students or foreign
donors. The country is relatively small, trust is high, and there is good dialogue
between authorities and institutions. The institutions we have been in contact with
have implemented extensive measures related to security and responsible
international collaboration. This study also shows that there is a high level of
awareness of security issues among researchers collaborating with environments in
countries with which Norway does not have security cooperation.

At the same time, security challenges are likely to persist. The Defense Commission
(NOU 2023: 14) writes that we are entering a period of a more tense international
climate over the coming decades. Technologies are developing rapidly. Solutions that
work today may be outdated in a few years. The situation requires sustained vigilance
and effort, not only regarding security but also in protecting important values such as
openness and academic freedom, which may come under pressure both abroad and
at home in a more tense context.

Based on our conversations with the informants, we believe competence building and
collaboration summarize the way forward for the knowledge sector, as elaborated in
the points below:

o Local assessments: Through practical research work, researchers and
academic environments are often the ones facing concrete decisions on how
to balance openness and academic freedom on the one hand, and security
measures on the other. One solution does not fit all, and trade-offs must be
made on a project-by-project basis and evaluated regularly. Sound
assessments require subject expertise, but also awareness of and competence
in security issues.

e Support from leadership and administration: Academic staff, as experts in
their fields, must weigh security risks against academic values and make
decisions, but they should not do so alone. Strong support from administration
and leadership is crucial. Early-career researchers may have particularly high
support needs. Several informants, including those at leadership levels,
considered the departmental level well-suited for handling questions related
to export control. Department heads, however, also need support from the
management in their own organization.



Geopolitical tension and international knowledge collaboration | 64

Institutional support for the humanities and social sciences as well:
Institutions should map the support needs of staff in the humanities and social
sciences. Many work alone, without the same affiliation to a research group as
in STEM fields. Some environments we have been in contact with in the
humanities and social sciences have organized forums within the faculty for
exchanging experiences and discussing dilemmas. Several informants find this
very useful.

Interdisciplinary and cross-sector collaboration and information sharing:
The issues the knowledge sector must address are complex. Good decisions
require expertise in multiple areas: subject- and technology-specific
knowledge, legal-administrative competence, context- and country-specific
expertise, and knowledge about threats and the potential end use of research.
No one has expertise in all these areas. Interdisciplinary and cross-sector
collaboration and information sharing are therefore necessary.

Collaboration between institutions: Norwegian institutions should cooperate
and share knowledge and resources. Work on security and responsible
international collaboration requires significant resources, which institutions
must cover within existing budgets. It is inefficient for each institution to
develop everything alone. Institutions can, among other things, share tools and
methodologies for mapping technologies and partners (due diligence),
expertise related to license applications, procedures for hiring, country-specific
knowledge, and knowledge about end use and end users of research in
different areas. Norwegian institutions should also leverage their networks and
partners in allied countries to exchange knowledge and experiences.

Authorities must provide predictable frameworks: The responsibility for
ensuring a good balance between security and openness in international
knowledge collaboration lies primarily with research and higher education
institutions. Authorities must share information and provide predictable
frameworks. This requires cooperation across the relevant governmental
bodies.

o Practices in the field of export control must, to the greatest extent
possible, be harmonized with practices in allied countries to ensure that
the sector is not disadvantaged in international competition for talent
and expertise.
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o Employment practices in the sector must be assessed against
applicable laws and regulations. Any uncertainties in this area must be
clarified..

Experience sharing and collaboration with European partners: It is important
to closely follow developments and experiences in the EU and other European
countries. European countries face the same challenges as Norway. European
experiences related to export control in the knowledge sector and
collaboration with China in emerging technologies are particularly relevant.
European partnerships in research and education may also become
increasingly important in the years to come.
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7 Appendix

7.1 Appendix A: Interview guide®4?

Experienced episodes of ethical and security-related nature

Have you, or colleagues, partners, or students you know, experienced security-
related challenges connected to international collaboration, either at home or
abroad? If yes, how was this handled?

Have you encountered research ethics dilemmas or situations where
academic freedom has been pressured due to international partners
requesting adjustments to research design, presentation of findings, content in
teaching, etc.? If yes, what was the issue, and how was it handled?

Consequences for academic freedom

Do you experience that the space for expression and academic freedom at
your Norwegian institution is affected by an increased focus on security policy?
If yes, how?

Do you find that increased geopolitical tension and focus on security are
influencing the conditions for academic work and dissemination? If yes, how?

Have you experienced that citizenship/country of origin is being politicized in
ways that affect recruitment, collaboration, and/or participation in
activities/projects within your academic environment? If yes, how?

Consequences for research ethics

Adapting to the local context may be necessary when collaborating with
partners in other countries. Is there a limit to what constitutes ethically
acceptable adaptation in research? Where do you draw the line? [Question
only for humanities and social sciences. ]

How can data and knowledge within your field/your international
collaborations potentially be misused?

Are research ethics issues discussed with international partners?

“ The interview guide was nearly identical for all informants, with a few exceptions.
42 The interview guide served as a starting point for the interviews but was adapted to each individual informant.
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Consequences for teaching activities

» Do you find that increased geopolitical tension affects the teaching situation,
for example in the supervision of international students, students’ access to
data and infrastructure, topics being taught, etc.? If yes, how?

+ Do you have insight into how international students in Norway and Norwegian
students abroad experience their safety and study situation?

Experiences with handling export control regulations
[Questions only for STEM fields]

o How are issues related to export control and security handled within your
academic environment/at your institution (methodology and procedures)? Do
you receive support, and do you know where to seek advice?

 What academic assessments are made, among others regarding dual use,
basic/applied research, and open data/open science?

Consequences for international collaboration and global knowledge exchange

e What could be the consequences for your academic environment if
international collaboration becomes more challenging? What do we risk losing
if such collaboration were to end?
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7.2 Appendix B: Information letter

Would you like to participate in the following project?
“Balancing Act: Academic Freedom and Integrity in a New Geopolitical Climate”

This is a question to you about participating in an analysis project whose purpose is
to examine how to balance transparency and data sharing against security concerns
in collaboration with international partners. In this document, we provide you with
information about the objectives of the project and what participation will entail for
you.

Objectives

The Norwegian Directorate for Higher Education and Skills (HK-dir, the acronym in
Norwegian) is conducting a study where we examine how transparency and data
sharing can be balanced against security concerns in collaboration with international
partners. This balance may involve dilemmas and difficult considerations, and there
may be significant differences between different academic disciplines.

Who is responsible for the project?

HK-dir is responsible for the project. The project leader is senior advisor Margrete
Sovik.

Why are you being asked to participate?

In the project, we aim to interview Norwegian and foreign researchers at institutions in
Norway. We are seeking individuals who are currently or have previously been
involved in international research and educational cooperation. We are particularly
interested in individuals who have experience with and have reflected on the
dilemmas that can arise in international collaboration.

We are contacting you because we believe that, based on your participation in
international knowledge exchange, you may have interesting experiences and
reflections on the dilemmmas that can arise in such collaborations.

What does participation entail?

¢ If you choose to participate in the project, it will involve an interview of
approximately 1 hour, preferably conducted virtually. The interview will focus on
dilemmas that researchers and students may encounter through participation
in international knowledge exchange.
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e Examples of topics include:
o Challenges of an ethical and security-related nature

o Consequences of new security policies and increased focus on security
(today and in the future)

o Handling challenges (balancing openness and
restrictions/confidentiality)

¢ If you consent, we would like to record the conversation. If the conversation
takes place on Teams, both audio and video will be recorded. If the
conversation takes place in person, only audio will be recorded.

Participation is voluntary

Participation in the project is voluntary. If you choose to participate, you can withdraw
your consent at any time without providing any reason. All of your personal
information will then be deleted. There will be no negative consequences for you if
you choose not to participate or later decide to withdraw.

Your privacy — how we store and use your personal data

We will only use the information about you for the purposes we have described in this
document. We treat the information confidentially and in accordance with data
protection regulations.

e At HK-dir, the following persons will have access to your personal data: Project
leader Margrete Savik and internal colleagues (Hege Toje, Bard Drange, Agnete
Wiborg, og Torill Iversen Wanvik).

e Personal data is processed on hardware owned by the data controller
institution as well as mobile devices owned by the data controller institution.
This includes Microsoft Teams in cases where we record Teams-based
interviews. We also use Teams to transcribe these interviews. If we record non-
digital interviews, we use the audio recording function on a mobile phone.
Audio files from non-digital interviews are first placed in a Teams folder before
being transcribed using Teams or manually. Once transcribed, all audio files
are deleted.

e Interview material: After transcription (or based on handwritten notes), we will
remove names, institutional affiliation, and any information about the
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person/institution that is not relevant to the project. However, personal data
may still be present in the interview material, for example, when a field of study
is linked to international experiences.

e Access restriction: The Teams folder where we store interview material is
additionally secured using two-factor authentication to prevent access by
anyone other than the project manager and active project members.

e We create a linking key to separate interview material and personal data. The
key code form is stored separately from the interview material.

 Participants will not be identifiable (directly or indirectly) in reports/other
publications from the project unless the participant consents to this and the
project team deems it appropriate and adds value to the project.

What happens to your personal data when the project ends?

The project is scheduled to end on March 31, 2024. At the conclusion of the project,
and with the participant's consent, the interview material and linking key will be stored
for up to 12 months to be used in potential follow-up projects (planned for March 31,
2025). The data will be stored by the same data controller institution (HK-dir) after the
project ends. If additional employees at HK-dir participate in follow-up projects, they
will also have access to the material.

What gives us the right to process your personal data?
We process information about you based on your consent.
Your rights

The participant can request access to, correction of, or deletion of personal
information about themselves by contacting HK-dir's data protection officer, confer
HK-dir's privacy policy (https://hkdir.no/en/privacy-policy).

If you have any questions about the study, or would like to learn more about or
exercise your rights, please contact:

e HK-dir through project leader Margrete Sevik, margrete.sovik@hkdir.no

e HK-dir's data protection officer: Torgeir Hovden, torgeir.novden@hkdir.no
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Kind regards

Margrete Savik (project leader)
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