i An update to this article is included at the end

Renewable and Sustainable Energy Reviews 132 (2020) 110112

Contents lists available at ScienceDirect

Renewable and Sustainable Energy Reviews

)
A

5

SEVIER journal homepage: http://www.elsevier.com/locate/rser

Check for

Blockchain-empowered sustainable manufacturing and product lifecycle il
management in industry 4.0: A survey

a,b

Jiewu Leng *, Guolei Ruan ?, Pingyu Jiang ¢, Kailin Xu®", Qiang Liu®, Xueliang Zhou ¢,

Chao Liu*®

& Guangdong Provincial Key Laboratory of Computer Integrated Manufacturing System, State Key Laboratory of Precision Electronic Manufacturing Technology and
Equipment, Guangdong University of Technology, Guangzhou, 510006, China

Y Department of Information Systems, City University of Hong Kong, Hong Kong, 999077, China

¢ State Key Lab for Manufacturing Systems Engineering, Xi’an Jiaotong University, Xi’an, 710064, China

4 School of Mechanical Engineering, Hubei University of Automotive Technology, Shiyan, 442002, China

€ School of Mechanotronics & Vehicle Engineering, Chongqing Jiaotong University, Chongqing, 400074, China

ARTICLE INFO ABSTRACT
Keywords: Sustainability is a pressing need, as well as an engineering challenge, in the modern world. Developing smart
Blockchain

technologies is a critical way to ensure that future manufacturing systems are sustainable. Blockchain is a next-
generation development of information technology for realizing sustainability in businesses and industries. Much
research on blockchain-empowered sustainable manufacturing in Industry 4.0 has been conducted from tech-
nical, commercial, organizational, and operational perspectives. This paper surveys how blockchain can over-
come potential barriers to achieving sustainability from two perspectives, namely, the manufacturing system
perspective and the product lifecycle management perspective. The survey first examines literature on these two
perspectives, following which the state of research in blockchain-empowered sustainable manufacturing is
presented, which sheds new light on urgent issues as part of the UN’s Sustainable Development Goals. We found
that blockchain-empowered transformation of a sustainable manufacturing paradigm is still in an early stage of
the hype phase, proceeding toward full adoption. The survey ends with a discussion of challenges regarding
techniques, social barriers, standards, and regulations with respect to blockchain-empowered manufacturing
applications. The paper concludes with a discussion of challenges and social barriers that blockchain technology
must overcome to demonstrate its sustainability in industrial and business spheres.

Sustainable manufacturing
Product lifecycle management
Industry 4.0

Sustainability

production [4], and crowd manufacturing (a development of
crowd-sourcing) [5]. Sustainable manufacturing is one of the measures
toward “Goal 12: Responsible consumption and production” and “Goal
9: Industry, innovation and infrastructure” in the SDGs. The primary
goal of sustainable manufacturing is initially economic sustainability.
Nevertheless, sustainable manufacturing is also vital for sustainable
development of the global society because it helps to address global
challenges such as the need for renewable energy sources and green
buildings [6]. The primary trend of the above sustainable manufacturing
visions lies in the new feature of the crowded/clustered/decentralized
interconnection of socialized manufacturing resources and
open-architecture products, which implies a fundamental reorganiza-
tion of the cross-enterprise manufacturing network. Sustainable
manufacturing vision requires manufacturers to share product lifecycle
information and collaborate in an inherently trust-less manufacturing

1. Introduction

The realization of the United Nations’ 17 Sustainable Development
Goals (SDGs) is a diverse process and can be categorized into social,
economic, and environmental dimensions of sustainability. While
manufacturing usually harms the environment, it also has a positive
contribution to humanity’s needs for comfort and a decent level of life.
Sustainability is an attractive strategy for reducing system risk/uncer-
tainty, satisfying individualized consumer demands, saving energy,
addressing social responsibility, and increasing resource productivity in
the manufacturing sector [1]. A variety of advanced manufacturing
models, which involve developing sustainable processes and systems to
produce more sustainable products/services, have been proposed,
including social manufacturing [2], peer production [3], open
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SPC Statistical Process Control

network [2]. However, layer upon layer of business negotiations and
offline contract signing consume and waste many resources in the life-
cycle of production. Current emerging manufacturing paradigms exist in
various Internet-based social media, for which secure cyber tools to
identify, maintain, and evolve group consensus are lacking; this results
in challenges pertaining to confidentiality, trust, and cybersecurity that
must be handled. Several critical issues have arisen, including the
management of information coordination, product/service manifesta-
tion with information complexity, customer demand manifestation with
information flow, information vulnerability in outsourcing caused by
the limitations of IT systems, and lack of data standards. Moreover, as
these issues are compounded with the mass individualization needs of
products, the pursuit of sustainability in manufacturing activities is
significantly complicated [7]. Erroneous, illegitimate, or tampered data
can lead to incorrect conclusions and pose a considerable threat to future
cross-linked and value-added manufacturing networks.

Existing trust determination solutions (e.g., Shapeways, Maketime,
and Plethora) have connected demanders with providers and facilitated
information availability for both parties in terms of capabilities and
requirements. Prosumers trust these centralized platforms to provide
verified services and cut down the costs associated with outsourcing/
crowdsourcing parts to manufacturers [8,9]. However, sustainable
manufacturing is often decentralized and carried out by multiple pro-
duction units and individuals, where each production unit is an isolated
information island [10]. Product conceptualization, design, manufac-
ture, and assembly are becoming increasingly complicated because of
the increase in socialized manufacturing resources and enabling tech-
nologies that participate in this progress. The sharing of product life-
cycle information is changing the intellectual property protection and
distinctive roles of manufacturers in the network [11]. The production
cycle and quality are difficult to guarantee because of weak coordination
capability upstream and downstream of the manufacturing community
[12]. It is difficult for manufacturers to quickly locate the fault source
when quality issues are found, as faults may be caused by a single node
or a cohesion between the nodes.

One approach to tackle this issue is the blockchain computing
paradigm, which offers a new tool to address the security, sustainability,
resiliency, and efficiency of systems. The blockchain offers an innovative
decentralized and transparent transaction mechanism (i.e., computa-
tional trust). The transparency and traceability characteristics enabled
by blockchain and smart contracts show promise for enhancing the
sustainability of manufacturing networks, while avoiding intervention
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from third parties who cannot add value [13]. Practitioners and scholars
do not fully recognize the sustainability advantages of blockchain for
disrupting the manufacturing sector [14]. Therefore, this paper surveys
the current status of blockchain-empowered sustainable manufacturing
models and methods. Four keywords (including “blockchain”, “sus-
tainable manufacturing”, “sustainable product lifecycle”, and “Industry
4.0”) are utilized for retrieving related research from the Science Direct,
IEEE Xplore, Taylor & Francis Online, Springer, Wiley InterScience,
Emerald Insight, AIS Electronic Library, Georgia Tech Library, and MDPI
online databases. In total, 183 high-quality and relevant papers were
manually identified for conduction of a systematic literature review.
This survey focuses both on identifying the current status of research on
blockchain-empowered sustainable manufacturing and highlighting the
challenges and future research opportunities.

The remainder of this paper is organized as follows. Section 2 dis-
cusses the benefit of adopting blockchain in the manufacturing industry.
Section 3 presents a survey framework for blockchain-empowered sus-
tainable manufacturing. Then, two dimensions of implementing block-
chain in sustainable manufacturing are analyzed in the following two
sections, respectively. Challenges are presented in section 6, and Section
7 summarizes the conclusions.

2. Sustainability advantages of blockchain in the manufacturing
sector

2.1. Blockchain computing paradigm

Blockchain enables the underlying structure of a database with a
combination of data blocks and hash chains. The integration with
timestamp technology makes existence-proof reliable. A blockchain is
characterized by its consensus protocol, which facilitates constant up-
dates of the blockchain. When a new data transaction has been added to
a block of the chain, all the data copies possessed in other distributed
nodes should update synchronously. Depending on the specific block-
chain application, various consensus protocols can be chosen concerning
security and efficiency requirements. Blockchain builds trust utilizing
the mathematical principles of asymmetric cryptography, which allows
users to make a deal with partners, even if they do not know each other.
Blockchain can be integrated with programmable smart contracts,
which ensures that the uploaded program can credibly and automati-
cally execute the preset logic through self-limitation and security
encryption.

Blockchain computing has gone through three stages of evolution so
far [15]. Blockchain 1.0 can program digital currency. It established the
issuance, distribution, and adjustment mechanisms of digital currency
through distributed ledger encryption technology. Bitcoin can be
regarded as the first digital currency application of blockchain. Block-
chain 2.0 refers to programmable smart contracts. Blockchain 2.0 is a
platform on which anyone can upload a program and make the program
executable by itself. Blockchain 2.0 ensures that the uploaded program
can credibly and automatically execute the preset logic through
self-limitation and security encryption. Blockchain 3.0 refers to pro-
grammable social governance (also referred to as digital society), which
accelerates the creation of more sustainable communities. The syn-
chronization and convenience of data tracking brought about by
blockchain can cut down the supervision costs of society. In the long run,
the decentralized computing model of blockchain may be able to
reshape the entire human society through better cooperation and
governance.

Blockchain computing mostly comprises four levels, namely, data
storage, consensus algorithm, smart contract, and decentralized appli-
cation. Among these, the data layer is characterized via cryptography
methods, including the Hash algorithm, chain structure, encryption
technique, Merkle tree, and timestamp. The consensus layer is the peer-
to-peer (P2P) network for the synchronization of distributed data with
fault tolerance ability. The contract layer contains programmable
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contracts automatically executed by the computer to perform the
transactions. The application layer provides various programmable
manufacturing resources and services.

An intact blockchain-based sustainable manufacturing application
includes four components, namely, the machine’s digital twin, block-
chain agent node, key-value database, and blockchain view manager.
The blockchain-based digital twin interacts with other digital twins (e.
g., manufacturing execution systems) in cyberspace. The blockchain
agent node is hosted at the client to allow for the machine to interact
with the blockchain. The key-value database enforces cryptographic
proof that the data in the digital twin is tamper-proof. The blockchain
view manager is a visualization tool used to trace the transactions on the
blockchain system in a human-readable manner. Moreover, the block-
chain is often used to provide an interface for other cyber systems, and
users can manipulate the blockchain to provide more application
services.

2.2. Metrics of adopting blockchain

Blockchain offers a robust and resilient mechanism for distributing
and storing record history over the internet. The chain structure links
data blocks sequentially in chronological order and thereby ensures that
this distributed ledger cannot be tampered with or forged crypto-
graphically [16]. This metric can be used to provide manufacturers with
securely shared ledgers that are free from intermediaries [17]. Block-
chain also offers the possibility to start new businesses in the
manufacturing sector. For a structured discussion of the metrics of
adopting blockchain in different situations, the business model canvas
(BMC) [18], which includes nine building blocks, is utilized to describe
how organizations create, deliver, and capture added value. As shown in
Table 1, these nine blocks comprise four domains of business, namely, its
customers (including customer segments, channels, and customer re-
lationships), the offer (i.e., value proposition), the infrastructure
(including key resources, key activities, and key partnerships), and
financial viability (including revenue streams and cost structure). The
BMC is introduced as a tool to evaluate the metrics of adopting block-
chain in the manufacturing sector.

Regarding infrastructure (i.e., key resources, key activities, and key
partnerships), blockchain can facilitate extended visibility, traceability,
and disintermediation (i.e., M1, the 1st metric listed in Table 1) [19].
Incorporating smart contracts into the blockchain can realize decen-
tralized decision-making and collaborative optimization through P2P
interaction in the manufacturing community (i.e., M2). The key to
reducing the complexities in a dynamic production management is to
improve the process flexibility under individualized requirements,
which can be achieved by broader resource sharing via blockchain (i.e.,
M3) [20]. According to an experiment that compared networking per-
formance and manufacturing metrics among blockchain-based Man-
uChain [21], centralized control [22], and agent-based control [23],
smart contracts are more flexible and robust with respect to distur-
bances, individualized requirements, and dynamic changes [24]. In
terms of risk prevention, blockchain could be adopted to help reduce
inefficiencies in capacity reservations, mitigation inventory, and backup
sources (i.e., M4).

In the offer area (i.e., value proposition), blockchain makes the
manufacturing industry a more transparent, immutable, and honest
place (i.e., M5) [29]. The computational trust offered by blockchain is a
solution to further address sustainability issues in a decentralized
manufacturing network (i.e., M6). Trust across multiple entities in the
manufacturing network is the predominant factor driving the adoption
of blockchain. Blockchain uses a decentralized P2P communication
mode to efficiently process trading information between entities. Thus,
it effectively prevents any single node or transmission channel in the
network from being breached by hackers, by causing the whole network
to crash and thereby protecting the security of the entire cyber-physical
system. Blockchain can also be leveraged to enhance network resilience

Table 1
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An overview of metrics for adopting blockchain in the manufacturing sector.

Category

BMC
Elements

Metrics of BMC

Notes

Ref.

Infrastructure

Offer

Customers

Financial
Viability

Key
Resources

Key Activities

Key
Partnerships

Value
Proposition

Customer
Segments

Channel

Customer
Relationships

Cost
Structure

Revenue
Streams

M1: Greater
transparency

M2:
Decentralized
decision

M3: More
flexibility

M4: Enhanced
risk
management
MS5:
Computational
trust

M6: More
sustainability

M?7: Higher
resilience

MS8: Reputation
enhancement

MO9: Strong
coordination

M10: Closer
customer
relationship

M11: Cost-
saving

M12: Extended
revenue
streams

Provide improved
access, extended
visibility,
traceability, and
disintermediation
for key resources
Use shared ledgers
that are free from
intermediaries
Realize more
flexible market-
oriented
collaboration and
broader data/
resource sharing
Track the roots and
propagation of
disruptions

Make the
manufacturing
industry a more
immutable and
honest place
Improve the
profitability and
competitiveness of
manufacturers
Enhance network
resilience in times of
increased
uncertainty

Make the
organization’s data
accessible to new
participants/
segments, while
protecting
intellectual property
in sharing of
product-related
information via data
provenance
Enhanced
coordination and
self-organizing
capability both
upstream and
downstream of the
manufacturing
community
Programmable
smart contracts to
provide
individualized
manufacturing
services

Reduced costs
related to searching,
negotiation,
transaction, and
tracing, and
carrying out
integration quickly
using smart
contracts
Collaborative
optimization to
minimize order
delay, damage to
products, and
multiple data entry

[19,
21,
25,

26]

[17]

[8,
9,
20]

(27,
28]

7,
29]

[10,

30]

[31]

[11,
32,
33]

[12]

[34]

[36]
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under increased attacks and risks (i.e., M7) [31].

In the customers area (i.e., customer segments, channels, and
customer relationships), manufacturers can make the organization’s
data accessible to new participants/segments to enhance their reputa-
tion and thus generate trust (i.e., M8) [32]. Manufacturing events can be
shared across a community via the immutable blockchain. Other chal-
lenges in channel coordination, such as order delay, damage to products,
and multiple data entry, can also be minimized by introducing block-
chain (i.e., M9) [36]. With programmable smart contracts, blockchain
can support the operation of diverse individualized manufacturing ser-
vices (i.e., M10) [34]. The smart contracts made in the manufacturing
network become transparent and permanently documented for all
parties involved.

Regarding financial viability (i.e., revenue streams, cost structure),
from the transaction cost theory perspective, blockchain limits oppor-
tunistic behavior and environmental and behavioral uncertainty. Based
on its transparent nature, blockchain can secure favorable financing
terms for manufacturers with lower signaling costs [25]. Also, the cost
savings enabled by blockchain ensure the profitability of manufacturers,
as well as the sustainability of the whole manufacturing network [30].
Because blockchain is free from intermediaries’ interventions, it can
prevent contractual disputes in manufacturing service transactions.
Manufacturers can significantly reduce costs for managing integration
relationships and carry out integration more quickly using smart con-
tracts (i.e., M11) [35]. Revenue streams could be extended via collab-
orative optimization to minimize order delay, damage to products, and
multiple data entry with the help of blockchain (i.e., M12) [36].

3. Dimensions of blockchain-empowered sustainable
manufacturing

As shown in Fig. 1, this paper proposes a two-dimensional frame-
work (i.e., manufacturing system and product lifecycle) for surveying
blockchain-empowered sustainable manufacturing.

From the manufacturing system perspective (vertical axis of Fig. 1),
blockchain could be designed as an enabler to drive existing
manufacturing information systems, such as enterprise resource plan-
ning (ERP) and manufacturing execution system (MES), that already
exist at manufacturers’ workshops. At the workshop level, the block-
chain essentially acts as an indexing server to track parts manufacturing
and speeds up the automation of manufacturing. At the enterprise level,
blockchain enables distributed manufacturers to form a trusted envi-
ronment and self-organize their interconnection and service transactions
through decentralization and transparent credit mechanism. Data can be

Section 4

Blockchain-empowered sustainable
manufacturing system
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transmitted between any manufacturer nodes. Order information,
transaction history, and other records are logged on the tamper-resistant
distributed chain to facilitate safe and convenient product traceability.
The planning and scheduling process can be automatically executed via
smart contracts to improve efficiency.

In the product management perspective (horizontal axis of Fig. 1),
lifecycle activities (including conceptualization, requirement capturing,
collaborative designing, process planning, sustainable manufacturing,
assembling & inspection, inventory & logistics, delivery & deployment,
operation service, and recycling & remanufacturing) are becoming
increasingly complex, as more available socialized resources, stake-
holders, and sophisticated technologies are involved in the product
lifecycle. The exchange and management of product-related information
are challenging because of the need for intellectual property protection,
security, and trust issues. Blockchain can provide a tool for the product
lifecycle management community (including designers, manufacturers,
assemblers, and manufacturing service providers) to establish a unified
database to share product information and make deals, enabling
untrusted manufacturers to exchange capabilities and requirements
freely. This metric allows manufacturers to search for a more efficient
approach to connect with each other as well as end customers. Decisions
at this level of blockchain application are not made by the management
board but by a set of consensus algorithms and smart contracts. The
deal-making process of product lifecycle management, including initial
bidding, the payment process, usage tracking, resource management,
and final services, could be automated via smart contracts (e.g., an in-
dustrial internet of things [[IoT]-based machine-to-machine payment
protocol) and cryptocurrency.

The following two sections study the two dimensions of blockchain
implementation in detail.

4. Blockchain-empowered sustainable manufacturing system

Because of the complexity of manufacturing systems, as well as the
lack of optimization, the performance of implemented manufacturing
systems is much lower than designed, which leads to high carbon
emission. Recent advances in edge computing and fog computing pro-
vide a new impetus to reconsider blockchain applications in
manufacturing systems [37]. Blockchain uses a decentralized P2P
communication mode to efficiently process information between ma-
chines; thus, it significantly enhances the process flexibility and social
sustainability [38]. This section surveys blockchain-empowered archi-
tectures and techniques in a sustainable manufacturing system (SMS)
according to the International Society of Automation (ISA) 95

Section 4.1
Blockchain-empowered
sustainable manufacturing paradigms
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Fig. 1. A bi-dimensional framework for surveying blockchain-empowered sustainable manufacturing.
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architecture of a manufacturing system, as shown in Fig. 2.

4.1. Blockchain-empowered manufacturing system architectures

4.1.1. Blockchain-based cognitive manufacturing

Interaction between manufacturers has become a new source of
value creation [39]. Cognitive manufacturing has been proposed as an
innovative change to Industry 4.0, where artificial intelligence, data
analytics, and deep learning technologies are combined for cognitive
configuration and operation of logistics, equipment, and quality man-
agement. In cognitive manufacturing, the data mining process analyzes
the context of equipment operation and worker motion captured by
massive sensors [40], making it possible for advanced decision support,
including process monitoring, fault diagnosis, and trend prediction.
Chung et al. [41] proposed a blockchain-secured cognitive
manufacturing architecture. A sidechain-based distributed consensus
algorithm was utilized to enhance the fault tolerance capability of smart
devices. A Latent Dirichlet Allocation-based topic encapsulation method
was used to improve the performance of blockchain to jointly manage
manufacturing process information via a P2P distributed ledger.
Furthermore, a formatted statistical inference method was designed to
mine the decision patterns in the manufacturing process.

Lee et al. [11] proposed a conceptual framework that utilizes
blockchain to extend the functionality of a cyber-physical
manufacturing system. As shown in Fig. 3, four machines are operated
at two geographically separated organizations: ‘Organization A’ and
‘Organization B’. Data captured from machines is uploaded into the fog
computing gateways. Meaningful information obtained from the fog
layer is gathered into a distributed cloud network for advanced man-
agement analytics. Blockchain could significantly improve the quality of
the product management by addressing data availability, intelligent
prognostics health management, and the predictive maintenance sup-
port system.

Blockchain demonstrates the possibility to be a secure infrastructure
for enabling machine-to-machine connections and open architecture

4 Blockchain-
empowered SMS

4.1 Blockchain-empowered SMS
architectures (paradigms)
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controls in cognitive manufacturing systems [42]. However, there still
are potential limitations and practical challenges, such as colossal in-
formation redundancy and low transaction speed, as distributed block-
chain nodes need to participate in and record the P2P verification
process during transactions.

4.1.2. Blockchain-enabled global manufacturing

The global value chain is increasingly disaggregated with increas-
ingly stringent national laws, hindering manufacturers from building
sustainable supply networks. A blockchain is a tool that can take re-
sources and information that was once in the private domain and share
them securely. According to the Evidence, Verifiability, and Enforce-
ability framework [43], blockchain could provide more sustainability to
manufacturing by making more origin information regarding products
available to consumers via smart contracts.

Enabling local manufacturing processes to reduce the impact of the
current industrial globalization is crucial, so discovering mechanisms to
incentivize, accelerate, and scale this process is fundamental and urgent.
This is where blockchain could come in handy, by creating an open
platform and decentralized incentivization scheme that can be articu-
lated among multiple stakeholders. In the context of manufacturers
sharing idle machining capacities in a dynamic network, Geiger et al.
[44] presented a tamper-proof blockchain-based framework for keeping
track of distributed operations (including product information and
machining parameters) to minimize the cycle time for product
manufacturing. Zareiyan and Korjani [45] introduced a
blockchain-based decentralized solution named 3D-Chain to provide a
global manufacturing ecosystem for manufacturers, designers, and
consumers to interact efficiently without any restrictions in the Industry
4.0 revolution. As shown in Fig. 4, 3D-Chain facilitates mass custom-
ization and individualization through its network to address the global
demand via the following strategies: 1) incentivizing and rewarding
beneficial players, 2) developing innovative processes that prioritize
global growth in the economy, 3) building software infrastructure for
sustainable merging of advanced manufacturing technologies into a new

44.1.1 Blockchain-based cognitive manufacturing ‘

—‘4.1.2 Blockchain-enabled global manufacturing ‘

—‘4.1.3 Blockchain-enabled social manufacturing ‘

—‘4.1.4 Blockchain-enabled open manufacturing ‘

—‘4.1.5 Blockchain-enabled cloud manufacturing ‘

4.2 Key enabling techniques in
blockchain-empowered SMS
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Fig. 2. Major aspects of a blockchain-empowered sustainable manufacturing system.
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decentralized network, 4) addressing cross-functional components in
manufacturing and design of products, 5) decentralizing manufacturing
to increase performance and reduce waiting time cost, and 6) continu-
ously evaluating consumers, manufacturers, services providers, and
suppliers. However, new personalized manufacturing products are
costly and time-consuming. Demands for personalized design are
exponentially growing and will soon dominate the manufacturing
economy.

Under the global manufacturing paradigm, manufacturers need to be
clear about their partners’ production capability to make outsourcing
decisions. The traditional decision-making method is inefficient because
the information asymmetry between manufacturers makes it difficult for
managers to obtain accurate decisions. Blockchain contributes to

achieving open and decentralized data-sharing mechanisms in a global
manufacturing paradigm. Compared with traditional cyber systems, the
blockchain-based global manufacturing ecosystem enhances the infor-
mation interaction capability within the industry alliance. However, the
existing blockchain-based global manufacturing system can only
accommodate data storage for a limited number of manufacturers, as
blockchain requires every node in the system to record encrypted
transactions, which is extremely inefficient for mass data growth and
analytics [46].

4.1.3. Blockchain-enabled social manufacturing
Regarding the increasing production personalization requirements
as well as socialized manufacturing resources, the social manufacturing
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mode has been proposed [2,47].

With product customization, manufacturers share information and
collaborate in an inherently trust-less network [48]. Pazaitis et al. [49]
envisioned a blockchain-based decentralized cooperation model that
can enable the creation of commons-oriented ecosystems in a sharing
economy context. Liu et al. [50,51] put forward a blockchain-based
production credit mechanism for normalizing and regulating the
inter-enterprise collaboration in a social manufacturing paradigm.
Angrish et al. [52] designed three smart contract representations to
model the relationships among various participants that are formed in a
secondary contract index and consistent with the logic of “purcha-
sing-supply” in real-world industrial production activities. All contracts
could be derived from the audited smart contract paradigm, which in-
cludes three sub-steps: 1) attaching information related to production
contracts to the delivery of goods in the form of QR or radio-frequency
identification (RFID) codes, 2) using a scanner to scan with the user’s
private key signature when they sign for it, and 3) completing the
payment following the profit distribution in the smart contract. The
finished products are directly delivered to consumers by logistics en-
terprises that are connected to the logistics according to the smart
contract paradigm. Finally, customization from production to logistics is
completed. Through their smart contract paradigm, the production units
of all kinds of production service agencies (i.e., banks, guarantee
agencies, and testing agencies) are linked together to provide the cor-
responding manufacturing services.

In the decentralized cross-enterprise manufacturing network,
different smart contract paradigms are urgently needed to cover all the
smart contract structures in the entire manufacturing process to meet a
variety of value-transfer requirements. The smart contract paradigm of
multiple established architectures is provided by the blockchain ac-
cording to different production modes. A smart contract paradigm is a
standard model of smart contracts. Its underlying structure is Turing-
complete intelligent implementation of a contract. The standardization
of processing is specified in the manufacturing industry, and users only
need to describe the contract formation under the contract paradigm,
which significantly reduces the implementing complexity. Leng et al.
[12] proposed a blockchain-driven Makerchain model to enhance the
cyber-credit of social manufacturing among various decentralized
makers. As shown in Fig. 5, a digital social manufacturing environment
with distributed 3D printers was designed, where all products in the
system have a digital twin, and prosumers decide when and where to

Open Architecture Product
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turn these virtual models into physical products. An anti-counterfeiting
method composed of a chemical signature was intended to represent the
unique individualized features of products [53].

Once a consumer confirms an individualized product order, all smart
contracts from the entire production community are triggered, and
commodity prosumers of all components will rapidly self-organize ac-
cording to the smart contract paradigm. Each production unit is con-
nected to a different community associated with their products by
utilizing the existing smart contract paradigm. Through various smart
contract paradigms, a digital twin for product manufacturing activities
is built in the virtual world. Through the smart contract paradigm, these
digital twins enable the creation of more varieties of small-batch frag-
mentation requirements, which in turn drive the development of new
individualized products. The final payment term for the production
contract is the logistics delivery. In terms of the smart contract for
product logistics, using an electronic signature to sign for the logistics
system further enhances the validity of delivery. Generally, the smart
contract could mediate the service relationships and enable interaction
within the decentralized manufacturing network.

4.1.4. Blockchain-enabled open manufacturing

In addition to the well-known shared economy businesses Airbnb
and Uber, the digital economy has many other opportunities to create a
myriad of sharing applications. Open business is the ultimate paradigm
of social manufacturing vision, and it implies many new opportunities
for product innovation to leverage diverse capabilities and resources by
coherently integrating external partners into the design and
manufacturing processes. Such trends lead to the decentralization of the
product fulfillment process. Notably, the open business model offers
opportunities for small and medium enterprises to fulfill various
customer needs in an innovative crowdsourcing manner. Li et al. [54]
proposed a scalable blockchain-based cross-enterprise framework to
achieve the secure sharing of manufacturing knowledge and resources in
open manufacturing ecosystems, thereby enabling the manufacturer to
provide flexible, high-quality, and efficient services.

The underlying challenge for adoption and reversion of the open
business strategy is the difficulty in 1) group decision-making in the
product manufacturing processes, 2) dynamics analysis of crowdsourc-
ing, and 3) game model and collaboration-negotiation contracting
schemes. The decision-making processes must be re-engineered to adapt
to the collaborative-crowdsourcing process. Xiong [55] proposed a
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collaborative-crowdsourcing product fulfillment model to accommodate
the decentralized and collaborative product manufacturing process for
open design and manufacturing. To model the dynamics of the partners,
an evolutionary competition-cooperation game-theory model was
established. The relationships among the participation fraction of the
partners, the balance of inter-domain capacity, and income and distri-
bution were determined. The results revealed a competition-cooperation
relationship between the external partners and a co-evolutionary char-
acteristic for the entire population.

4.1.5. Blockchain-enabled cloud manufacturing

Cloud manufacturing (CMfg) is a customer-driven manufacturing
paradigm inspired by cloud computing. It aims to encapsulate distrib-
uted resources as a service and is empowered by the interaction between
smart machines for providing manufacturing as a service based on a
cyber-physical system. However, the information in cloud
manufacturing architecture is typically possessed by a centralized plat-
form. This interaction, based on a centralized structure, provides scope
for security and trust issues between the service provider and user [56].
Decentralization may increase operational efficiency. Barenji et al. [57]
used two types of blockchain network, i.e., public and private, for
manufacturing service providers on CMfg. The public blockchain was
used for the service provider level, and the private blockchain was used
for the workshop level, which is connected to the machine level for data
receiving and gathering. Bahga and Madisetti [58] proposed a
blockchain-based CMfg platform to enable peers to deal with each other
in a trustless network without a trusted intermediary. The CMfg model
interconnects distributed resources to form a pool. However, many
manufacturers are unwilling to disclose detailed information about their
resources, and this model also lacks sufficient incentive to enable
continuous provision of services. Therefore, the operation efficiency and
service quality of the entire CMfg community decline [34].

Because centralized resource management and scheduling exhibit
low process flexibility, Li et al. [59] proposed a blockchain-based P2P
CMfg architecture named BCmfg to improve the scalability of the CMfg
platform. Innerbichler and Damjanovic [60] explored the Stellar
Consensus Protocol and Federated Byzantine Agreement consensus to
ensure data replication quality and computational trust between CMfg
instances and manufacturers without a centralized authority. Yu et al.
[61] presented a blockchain-based CMfg model to intermediate the
quality-of-service-aware service composition and record transaction
results to improve system transparency and decentralization. The given
model exposes and wraps resources as manufacturing services that can
be purchased by consumers.

4.2. An overview of key enabling techniques in blockchain-empowered
SMS

Blockchain and smart contracts could be incorporated into various
key enabling technologies for manufacturing systems, including the
IIoT, manufacturing equipment management, digital twin system,
manufacturing execution system, operation scheduling, enterprise
resource planning, and manufacturing resource sharing. Table 2 gives a
brief review of why and how blockchain and smart contracts could solve
different issues.

The IIoT involves the interconnection of things to collect in-situ data
and make effective decisions. The traditional centralized IIoT architec-
ture is sensitive to a single point of failure and malicious attacks.
Blockchain enables P2P auditable and transparent transactions to
eliminate the security vulnerabilities of traditional IIoT architecture
[62] (i.e., metrics M1 and M4 in Table 1) and provides IIoT applications
with capability to make decentralized decisions free from intermediaries
(i.e., M2). Higher operational resilience could also be realized in times of

increased uncertainty (i.e, M7) [63]. Many models of
blockchain-secured IIoT have been proposed, including a
directed-acyclic-graph-structured  blockchain  system [64], a

Renewable and Sustainable Energy Reviews 132 (2020) 110112

Table 2
An overview of blockchain-empowered architectures for various sustainable
manufacturing models.

Models Notes Metrics Ref.

Enable P2P auditable and
transparent transactions to

Blockchain-secured M1, M2, [62-67,

Industrial Internet of M4, M7 80]

Things eliminate the security
vulnerabilities of traditional
IIoT
Blockchain-enabled Incorporate blockchain to M4, M5, [68,
equipment capture the carbon footprint M8 81-85]
management and enhance trust among
different roles in the
management of equipment
Blockchain-based Introduce blockchain to secure M1, M10 [11,21,
manufacturing the control and exchange of 70]
digital twin consumable resources
Blockchain-based Enable distributed computing M2, M6, [71-75]
manufacturing on edge devices to synchronize =~ M7
execution system and aggregate their locally
scoped state information on a
global scope
Smart contract-based Build a smart contract-enabled M2, M3, [76,77,
operation scheduling multi-agent model to M11 86,871
exchange knowledge and
negotiate with each other to
achieve a specific goal
Smart contract-based Provide immutable shared M8, M9, [78,79,
enterprise resource ledgers across departments M12 88-91]
planning and methods of reaching
planning consensus
Smart contract-based Enable machine nodes with M10, [22,56,
manufacturing the capacity for automated M11 92-95]

resources sharing computing transparency
regarding an organization’s

capacity for resources sharing

multi-center decentralized blockchain-based security model [65],
blockchain-based distributed key management architecture [66], and
permissioned blockchain-based consensus protocol for software-defined
IIoT [67]. However, these industrial blockchain solutions for IIoT usu-
ally concentrate on realizing large-scale state synchronization, rather
than on the optimization mechanism of the self-configuration
architecture.

Manufacturing equipment management involves multiple roles,
including users, regulators, third-party repair partners, and suppliers; it
is essential to determine whether the collected data is valid or accurate.
Incorporating blockchain into IIoT solutions could help to predict and
prevent failures in manufacturing equipment (i.e., M4). Each piece of
equipment needs to authenticate each other as well as to ensure the
integrity of their exchanged data regarding potential malicious users
and use (i.e., M5). Blockchain can be used to capture the activities of the
product manufacturing process and enhance the reputations among
different roles in manufacturing asset management (i.e., M8). Third-
party repair partners can check the blockchain to determine when to
conduct preventive maintenance [68].

One bottleneck for achieving sustainable manufacturing is ensuring
interoperability between physical and digital production space. As
shown in Fig. 6, in the cyber-physical system (CPS) vision, based on the
massive sensors and controllers deployed with each piece of equipment,
the IIoT bridges cyberspace with the physical manufacturing system.
Cyberspace contains multiple digital twins (e.g., digital twin 2:
Manufacturing Execution System [MES] for production management,
and digital twin 4: Blockchain system for securing data). Digital twins
allow not only visualizing the current status of the equipment, but also
predicting its trend by analyzing the manufacturing context via the
learned operating behavior patterns [69]. Each digital twin has a spe-
cific advantage in manufacturing management. For instance, the
Blockchain System (a digital twin) could act as an anti-counterfeiting
indexing server to ensure that the production instructions have not
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Fig. 6. Illustration of blockchain as one of the digital twins for securing system operation.

been tampered with, while the MES (another digital twin) is efficient for
executing and managing upper-level planning. The synchronization of
digital twins via the digital thread and cloud platforms suffers from trust
problems [21], and one solution is introducing blockchain to secure the
control and exchange of consumables (i.e., M1) [70]. Each digital twin
of manufacturing equipment could be directly operated by the pro-
grammable smart contracts as a kind of digital asset to provide indi-
vidualized manufacturing services (i.e., M10).

The function of the MES involves detailed orchestration of the
manufacturing processes close to edge equipment in a timely structure.
The smart contract-enabled computing service on distributed edge
equipment can synchronize its status and broadcast local information to
a holistic range (i.e., M2). Many scholars have proposed solutions on
blockchain-secured manufacturing execution systems, including Stanciu
[71], Meyer et al. [72], Raschendorfer et al. [73], Bose et al. [74], and
Adhikari and Winslett [75]. In these blockchain-secured MES solutions,
computing algorithms deployed in edge devices can reduce bottlenecks
to achieve improved sustainability (i.e., M6) and enhance network
resilience in times of increased uncertainty (i.e., M7). However, more
conflicts may occur because local execution that is distributed across the
manufacturing systems must obey the holistic decisions. A bi-level in-
telligence model that coordinates upper-level global optimization and
lower-level self-organization may be a solution [21].

Operation scheduling in a sustainable manufacturing system is a very
complex task because data are collected from multiple sources, such as
the manufacturing execution system and enterprise resource planning
system. The scheduling decisions are made in the real-time context of
multiple phases of the production process. A proactive operation
scheduling based on a smart contract is more flexible and efficient with
respect to the optimization of the processes (i.e., M3), and smart
contract-based operation scheduling also results in a decrease in
manufacturing costs associated with searching, negotiation, transaction,
and tracing (i.e., M11) [76]. A set of smart contract-embedded multi--
agent models can interact and negotiate with each other to exchange
information and thus cooperate on a specific task in a decentralized and
open context (i.e., M2) [77].

Enterprise resource planning (i.e., ERP) provides details regarding

sales, procurement, demand, supply, manufacturing, outsourcing, and
logistics [78]. Blockchain-empowered ERP allows channel/net settle-
ment across departments of manufacturers and reduces costs associated
with obeying obligations (i.e., M12) [79]. Smart contract-based pay-
ment and asset pledging could be developed and deployed both up-
stream and downstream of the manufacturing community with trusted
immutable ledgers, integrated with varying self-organizing algorithms
for obtaining enhanced planning coordination (i.e., M9).
Blockchain-empowered ERP could make the manufacturers’ data prov-
enance accessible to other participants and thus enhance reputation (i.
e., M8). The advantages of blockchain lie in providing high-quality and
validated historical planning data for mining analytics.

The explosive growth of large-scale personalized product demands
requires massive manufacturing resources to quickly self-organize
clusters with group intelligence to transform the requirements into
real entities. With the help of a vast distributed manufacturing network
and other social resources, prosumers can more accurately participate in
product design and manufacturing processes to continuously improve
products and to extend innovation boundaries (i.e., M10) [56]. The trust
tax imposed on manufacturers in mutual collaborations is very high
[92]. By driving automated paperless appointments between partici-
pants via smart contracts, a network of manufacturers can be enabled for
automating the integration with computation capability (i.e., M11).
Although blockchain could be used to help build trustworthy collabo-
rations between manufacturers, a multi-user satisfied evolution model
that allows interest-independent manufacturers to achieve long-term
expectations and help them reach a consensus is an urgent need.

5. Blockchain-empowered product lifecycle management

A decentralized network formed by user-generated content enables
everyone to have the ability to participate in the entire lifecycle of
products, which subverts the traditional manufacturing model. The new
model gradually shifts the emphasis on product design and
manufacturing from producers to consumers. Additionally, with the
help of a vast distributed manufacturing network and other social re-
sources, prosumers (a dual role of provider and consumer) can more
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accurately participate in product design, manufacturing processes, and
low-carbon activities to extend the innovation boundary and to
continuously save energy. This section surveys blockchain-empowered
architectures and techniques in product lifecycle management (PLM),
as shown in Fig. 7.

5.1. Blockchain-empowered product lifecycle management architectures

In addition to the manufacturing sector, the design and operation of
products are the other two stages in product lifecycle management that
involve intensive interactions and collaborations among prosumers. In
the product design stage, computer-aided design tools often suffer from
an intellectual property protection issue. In the product operation stage,
the product-service systems call for secure data transactions across
providers and consumers.

5.1.1. Blockchain-based collaborative computer-aided design

Computer-aided design (CAD) is the use of a computer to support the
creating, modifying, analyzing, or optimizing of a model. CAD software
can provide unified/standardized modeling, improve the productivity of
designers, ensure the quality of design, and guide process planning.
Distributed and collaborative CAD environments have gained wide
popularity in product data management, product lifecycle management,
and manufacturing system design [96,97]. One key issue in collabora-
tive CAD environments is data integrity and confidence in information.
Blockchain could be the solution to support a trusted authority for the
data integrity issue in collaborative CAD environments [98]. Comuzzi
et al. [99] presented a blockchain-based reengineering system that
constructs the design space bottom-up by analyzing existing design use
cases and best-practice experiences. The smart contract could be utilized
to automate the alert design and maintenance services in the product
lifecycles [100]. In blockchain-based CAD solutions, a significant chal-
lenge is how to process and broadcast heterogeneous multi-source data
from various stakeholders to the blockchain network.

5 Blockchain-
empowered PLM

| | 5.1 Blockchain-empowered
PLM architectures
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5.1.2. Blockchain-based industrial product-service systems

With the growth of product complexity, there has been increasing
demand in the global maintenance service domain across the world.
With thousands of spare parts and hundreds of customers distributed
globally, a manufacturer needs to manage a massive amount of data.
Industrial product-service systems (IPSS) offer the integration of prod-
uct, service, infrastructure, and network to jointly satisfy a user’s re-
quirements and preferences, as opposed to the traditional focus on
outcomes. Adopting IPSS is recognized as a manufacturer’s environ-
mental improvement strategy toward self-learning growth and higher
profits than with products alone. A product lifecycle is composed of an
event chain consisting of the manufacturing process and product service.
Huang et al. [101] introduced blockchain to create a database of all
service transactions and integrated a smart contract for responsive ac-
tion in the context of IPSS. Managing sustainability is critical for IPSS at
both global and local levels. Blockchain supports increased visibility of
carbon footprints in a supply chain [102]. Fu et al. [103] proposed a
blockchain-based emission trading scheme framework to expose carbon
emission to the public and establish a feature to reduce emissions for all
critical steps of clothing making for the fashion apparel manufacturing
industry. Blockchain holds promise for addressing challenges in product
lifecycle tracing associated with the triggering and delivery of service in
the context of IPSS.

Blockchain enables managers to build complex models of a
manufacturing network using a data-driven approach and provide
multiple services and products faster with improved reliabilities to serve
consumers better than their competitors. Based on timely information
sharing across organizations globally via blockchain, repair partners and
regulators could monitor the dynamic updating of information for
maintenance to minimize downtime and to record the work for future
optimization [104]. As manufacturing, operations, and maintenance
become increasingly involved in the aviation and space sectors, a digital
transformation in the aviation domain across the world is underway
with respect to blockchain. Airbus uses blockchain and RFID to track
parts for maximizing operational -efficiency/performance, faster
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delivery, and reduced error/cost. Each part is manufactured and
assembled with a pre-specified life expectancy and specific requirements
for maintenance. Madhwal and Panfilov [105] proposed a
blockchain-empowered decentralized system both for assisting in
maintaining an inventory of aircraft segments and monitoring the
operational performance and usage. The proposed method could build a
transparent supply network of aircraft parts and help managers analyze
the source of availability of parts to reduce the risk of counterfeiting.
However, the use of blockchain has shortcomings, such as irreversible
contracts and reduced competition; thus, further research needs to be
conducted to unlock the full potential of blockchain-based IPSS.

5.2. Key enabling techniques

A blockchain is a new approach to extending the functionality of
conventional product data management systems under a distributed
environment. Many key enabling technologies have been proposed in
different phases of product lifecycle management (listed in Fig. 7). This
section surveys blockchain-empowered techniques in product lifecycle
management.

5.2.1. Blockchain-enhanced customer relationship management
Increasing globalization, e-commerce usage, and social awareness
are leading to increased consumer requirements for variety, value, and
convenient product services. Fulfilling the increased complexity of
consumer requirements has required manufacturers and service pro-
viders to evolve into networks with numerous flow paths in
manufacturing involving many organizational handoffs, to effectively
manage a large number of complex products/services with shorter
lifecycles and high transaction volumes [106]. Blockchain makes it
possible for customers, manufacturers, and product service providers to
make a deal and provide services in a verifiable and low-carbon manner,
as manufacturers and product service providers endeavor to develop
smart service contracts for the transaction flow via machine-to-machine
interaction mechanisms. The blockchain could record the feedback data
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of product service from users, verify the authenticity, and securely share
it with product manufacturers and service providers to improve the
service offering [107].

Bulbul and Ince [108] presented a blockchain-enabled promotion
asset exchange model for gathering more detailed information from
manufacturers to solve usability bottlenecks in conventional customer
loyalty programs. The smart contract and token mechanism were
incorporated into the promotion asset exchange model to digitalize
transaction processes and thus improve the usability for users. Consid-
ering the opaque product distribution and low distribution margin, Yoo
and Won [109] proposed a smart contract system for the price-tracking
portion of customer relationship management, which could make the
product distribution more transparent and thereby discourage manu-
facturers from chasing exorbitant profits. Narayanaswami et al. [110]
proposed a blockchain-based reference software architecture to provide
visibility, document provenance, and allow permissioned data access to
facilitate the automation of many high-volume tasks in modern supply
chains, such as reconciliations, payments, and settlements. Lee et al.
[111] proposed a blockchain-based reputation management method and
trustless P2P service architecture that enables service vendors to transfer
the security and maintenance responsibility to consumers and thus in-
crease the reliability and accuracy of each individualized manufacturing
and product service. The reputation management depends on dynamic
feedback to guide the consumer’s immediate decisions with a classified
mechanism. Leng et al. [12] proposed a decentralized blockchain-driven
Makerchain model to enhance the cyber-credit among manufacturing
service providers and demanders. A tree model of smart contracts was
presented as the bridge between service demanders and service pro-
viders (Fig. 8). Various smart contracts for the individualized product
can be inherited from the corresponding reference contract while
customizing formalized parameters, generation rules, and initiation
mechanisms. Once a personalized product order is confirmed,
manufacturing services are triggered and self-organized according to the
reference contract tree.

High-quality data are of great significance for managing the
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customer relationship accurately and precisely. As a result, manufac-
turers are collecting massive volumes of personal consumer data while
ignoring privacy concerns. Although manufacturers attempt to satisfy
these privacy-preserving needs with some risk reduction tools, they still
cannot assure cryptographic security. A secure multiparty computation
system [112] that allows a manufacturer to collaborate with partners
without disclosing their data is an urgent need. If the privacy protection
issue is solved, a higher portion of product data sharing and a decrease in
fraud/misuse can be expected.

5.2.2. Blockchain for product data and knowledge management

A critical factor in Industry 4.0 is a consistent data flow along the
product manufacturing chain. Managing the exponentially increasing
quantity of manufacturing data is vital to support new requirements for
daily operations and requires access to reliable data. The strategies to
achieve data vary from a centralized database to distributed systems and
cloud computing. While a centralized database could be corrupted or
tampered with, a distributed database suffers from synchronization ef-
ficiency issues. Blockchain has a native synchronization-discrepancy-
resistance mechanism. Papakostas et al. [113] proposed a conceptual
blockchain application for managing product information in the devel-
opment processes. Fig. 9 shows an example of implementing seven
transactions input to the blockchain operated among an original
equipment manufacturer (OEM), an engineering service provider, two
additive manufacturing service providers, and a recycler. The system is
verified in a networked multi-node context, where participants interact
with the blockchain agents in a variety of transactions. The metrics of
the proposed system for product lifecycle management include a
cost-efficient and affordable data exchange mechanism among partners,
greater transparency for all transactions, improved traceability of op-
erations, and higher accountability for all networked participants.
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Knowledge asymmetry in a distributed manufacturing network is a
critical issue. Blockchain creates possibilities for manufacturers to share
value and knowledge in a decentralized environment [114]. Adhikari
and Winslett [115] proposed a hybrid secure information architecture
that integrates blockchain computing and cloud storage to manage data.
Li et al. [116] proposed a mold design knowledge sharing platform via
integrating a private cloud with blockchain. The private cloud is used for
storing the mold redesign knowledge for each manufacturer privately,
while blockchain is introduced to record knowledge transactions
securely. Zhang et al. [117] proposed a decentralized knowledge sharing
framework integrating blockchain with edge computing. Blockchain
guarantees the tamper-proofing of knowledge sharing, while edge
computing provides smart services to fulfill the decentralization re-
quirements. Manufacturers can use the shared knowledge on a block-
chain platform to identify which products contain parts that share less
value to achieve a circular economy. In the end-of-life stage of products,
manufacturers can gather accurate information from the blockchain to
improve their ability to design by-products from their end-of-life prod-
ucts [118]. Those end-of-life products with higher resource usages and
lower circularity potentials can be considered for removal from a
product portfolio to improve the operational durability of products and
maximize supply chain value. Blockchain can also contribute trans-
parency and security to rational product deletion [119]. As shown in
Fig. 10, blockchain-enabled strategic product deletion management is a
multi-phase process (e.g., recognition, analyzing and revitalization,
evaluation and decision formatting, and implementing in product
management) that requires decision-support information from supply
activities.

The social informatics that involves technology, people, organiza-
tions, and their activities are critical for enabling experience-based
knowledge [120]. Including all original raw data in the blockchain
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prevents consuming too much data and reducing performance. Instead,
the hash of manufacturing data is supposed to be stored in the block-
chain, which means that the portal requires a separate system to store
the actual manufacturing data. Conversely, the prevention of intellec-
tual property theft is a crucial technology for enabling knowledge
sharing [121].

5.2.3. Blockchain-based low-carbon process management

Decentralized decision making is a fundamental concept in Industry
4.0 [122]. Business process management (BPM) systems in Industry 4.0
are required to digitize, automate, and optimize process workflows and
enable the transparent interoperations of manufacturing and product
service providers to achieve higher system efficiency, including higher
profits, quicker responses, and better service quality. Ciccio et al. [123]
investigated the manner in which a business process on a blockchain

Service Consumer
1. pub,

and supply chain information management [119].

infrastructure should be run to provide traceability of its run-time
enactment from the transactions written on-chain. Viriyasitavat et al.
[124] proposed a blockchain-based automated BPM solution to transfer
and verify the trustworthiness of business partners. As shown in Fig. 11,
the services are selected and composed in an open business environment
provided by the blockchain, and an energy-saving and cost-effective
moving of quality of services is enabled in the workflow composition
and management.

When large-scale distributed industrial plants measure the data from
a shared common source to offer interactive services without outside
interference, trustworthiness and immutability must be guaranteed
among them. Wang et al. [125] proposed a hierarchical and scalable
blockchain-based secure metering system, named SMChain, to provide
reliable security, guaranteed trustworthiness, and immutable services.
Sharma et al. [126] integrated a miner node selection algorithm into a
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blockchain-based distributed business framework to provide integrated,
personalized, and on-demand automotive services. Rozman et al. [127]
used blockchain for writing down agreements, making transactions, and
obtaining trustworthy listing of public logistics services and information
on a logistic chain.

Blockchain opens up new opportunities for BPM by enabling trans-
actions to be automatically executed and recorded by smart contracts in
a decentralized architecture and without the intervention of central
authoritative managers in the workflow [128]. However, because
blockchain may affect diverse dimensions of business models in different
industries, managers should follow developments in this field to prepare
for possible disruptions in their industries [129].

5.2.4. Blockchain-based quality management

Quality management in a distributed manufacturing context still has
difficulties arising from a lack of trust, the self-interest of manufacturers,
asymmetry in processing information, and the absence of quality in-
spections. The primary reason is a lack of transparency, which forces
manufacturers to conduct quality control locally based on localized
data. Blockchain is a potential method to solve these issues. Chen et al.
[130] proposed a blockchain-based quality management framework for
the supply chain. ElMessiry and ElMessiry [131] proposed a
blockchain-based textile quality improvement framework for identi-
fying quality-defective batches in a manufacturing network. Because of
the multi-stage manufacturing processes that the products go through
and the large volume of context data involved, cross-stream trouble-
shooting is difficult because it is difficult to locate the source of quality
issues. It is challenging to directly trace defects back to when the
defective batches entered and circulated along the way in the network,
resulting in wasting resources and frustrating downstream manufac-
turers. From the perspective of customers, it is difficult for them to
detect quality issues in the products they purchased. To protect cus-
tomers from various malicious exploitations, manufacturers have
attempted to build centralized certification systems. However, certifi-
cation systems are costly, and their implementation may be unsecure.
Marfia and Esposti [132] proposed a blockchain-based integrated
approach to enhance the trust of product quality and gain more pro-
duct/service value. Actually, in blockchain-based quality management
solutions, smart contracts could be integrated with automated quality
control programs such as statistical process control (SPC).

5.2.5. Blockchain-based product anti-counterfeiting

Because reverse engineering continues to receive traction in various
sectors, the issue of preventing product counterfeiting has consequently
increased [33], and it is difficult to validate the lifecycle activities of
products efficiently while assuring anti-counterfeiting capabilities.
Counterfeiting constitutes a significant challenge in current
manufacturing networks. Many chemical methods and physical methods
have been proposed to prevent copying in product manufacturing.

Tamper-proof blockchain, in combination with chemical/physical
methods, offers a promising solution for product anti-counterfeiting.
The basic idea is to identify each product with a one-to-one counter-
feit-proof feature and to then track it using a distributed system based on
a blockchain. The changes in part ownership are recorded and termed a
chain of custody. Kennedy et al. [33] presented a low-cost anticoun-
terfeiting method for 3D-printed parts that is accomplished using
blockchain, where inclusion of a chemical signature profile consisting of
measured fluorescence emission data of embedded nanomaterials is
provided to the digital twin to improve part security. Alzahrani et al.
[133] proposed a decentralized block-supply chain to detect counter-
feiting by integrating blockchain with near field communication (NFC).
Lu et al. [134] proposed a distributed and append-only counterfeiting
prevention blockchain jointly governed by multi-parties themselves via
a consensus algorithm to mitigate counterfeiting in automotive
manufacturing. Generally, chemical processes may be cumbersome and
time-consuming, while physical techniques such as RFID tags can be

14

Renewable and Sustainable Energy Reviews 132 (2020) 110112

cloned.

Counterfeit drugs are a prominent issue resulting from the lack of
traceability of the supply within the pharmaceutical industry [135].
Tseng et al. [136] proposed Gcoin blockchain to enable transparent
transactions in drug manufacturing and supply. Wu and Lin [137] pre-
sented a blockchain-based pharmaceutical recall service system for
preventing low efficiency and data tampering, thus enhancing network
transparency. Steinwandter and Herwig [138] implemented a new
smart contract built on top of the Ethereum blockchain for data integrity
in a pharmaceutical context. Sylim et al. [139] developed a distributed
application on a smart contract for validating every transaction of
pharmacy surveillance, which can help end customers check the drug
manufacturing and distribution history by scanning a printed QR code.
Vruddhula [140] combined cryptographical micro QR signed/printed
directly onto drugs by the manufacturer with transactions in a decen-
tralized blockchain for drug anti-counterfeiting. Holland et al. [141]
incorporated digital rights management into an additive manufacturing
platform to prevent intellectual property theft. Mandolla et al. [142]
incorporated a digital twin into blockchain for the metal additive
manufacturing process in the aircraft sector to secure and organize the
process data. Yampolskiy et al. [143] provided a comprehensive,
structured survey of state-of-the-art as well as attack taxonomies. While
the blockchain is robust for passively accounting for a product’s chain of
custody, a process for physical/chemical verification of a product/part is
required, as one could still craft a fake digital twin when the private key
of the user is compromised. Moreover, there exist significant challenges
regarding the scalability and throughput of blockchain-based product
anti-counterfeiting [144].

The distributed nature of the blockchain also brings concerns about
privacy protection for protecting businesses. Blockchain can be more
effective than a pricing strategy in terms of eliminating post-purchase
regret and improving social welfare. However, blockchain should be
adopted only when customers and manufacturers have intermediate
distrust regarding products. In markets with relaxed intellectual prop-
erty regulations against counterfeiting, pricing strategy is more effective
than blockchain [145].

5.2.6. Blockchain for provenance tracking

Increasing consumer/government awareness and manufacturers’
quality-control goals results in the need to determine the provenance of
products. Determining provenance is difficult and costly to maintain
with current products that are manufactured under the risks of error/
fraud in complex and inter-organizational contexts. Existing centralized
solutions suffer from an absence of trust when multiple parties are
involved. Blockchain-based models hold promise for better product
provenance tracking by forming a digital twin of physical products to
help trace activities as well as carbon footprints across numerous man-
ufacturers. The relationship between parts and products is a key factor
determining the capability of tracking the provenance of products.
Westerkamp et al. [146] proposed a blockchain-based traceability sys-
tem using smart contracts, in which manufacturers could define the
components of the product in the form of recipes. Each part of the recipe
is identified as a token corresponding to a batch of products. When the
recipe is implemented, a new token is initialized. This model enables the
traceability of the products’ transformation process.

The idea of industrial blockchain applications for provenance tracing
is to provide better visibility and greater efficiency by creating records in
the network [27]. Kim and Laskowski [147] coded the provenance trace
functions into a smart contract that enforces the traceability constraints
on a public blockchain network. Mondragon et al. [148] adopted
blockchain for tamper-proofing product provenance in manufacturing,
logistics, and inventory processes from composite materials/structures
to semi-finished products that require temperature-controlled trans-
portation and storage conditions. Islam et al. [149] presented a
blockchain-based traceability scheme for verifying the provenance of
integrated circuits. Mondragon et al. [150] used blockchain in the
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manufacturing of composite materials to enable the certification of
carbon fiber-based components of aerospace equipment. Blockchain
may bring transparency of product lifecycle management to a new level.
Francisco et al. [151] introduced the unified theory of acceptance and
use of technology as a tool for tracing supply activities. Agrawal et al.
[152] presented a blockchain-based traceability model for the textile
and clothing industry. Conventional systems are limited to tracing
product logistics rather than manufacturing processes. Westerkamp
et al. [153] proposed a non-fungible digital token system based on
blockchain for locating each batch of products, including their compo-
nents. Xu et al. [154] demonstrated a blockchain-based traceability
system, called originChain, which restructures the existing software by
replacing the centralized database with blockchain to provide trans-
parent tamper-proofing ability with high availability and smart
regulatory-compliance with respect to product provenance tracing. The
workflow of originChain [154] among service users, traceability pro-
viders, and blockchain administrators is illustrated in Fig. 12. The ori-
ginChain consists of user interfaces, a management layer, an off-chain
data layer, and a blockchain layer. The blockchain is utilized as a soft-
ware connector that contains both data and business logic.

The disassembly decision at the product end-of-life phase requires
instructions such that the component can be recycled or disposed of
sustainably. Moreover, many components and parts of the product
reaching their end-of-life phase may be reintroduced in the network as
counterfeit items. Blockchain could be used to improve the traceability
of disassembly and recycle decisions, which would also lead to higher
accountability for all partners in a green supply chain [155]. For
instance, Xu et al. proposed a blockchain-enabled e-waste (the discarded
end-of-life entity of electronic components and systems) handling sys-
tem for the electronics supply chain [156]. In the proposed system, the
electronic recyclers collect and update electronic components with the
“end-of-life” status to the blockchain ledger, thus preventing them (e.g.,
recycled chips) from re-entering the supply chain by marking the stage
in the database as “e-waste.” A blockchain system integrated with digital
tracking sensors provides accurate and tamper-proof data for support
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decisions in the product end-of-life phase. This makes long-term circular
economy planning more effective and provides reliable information
regarding recycling and remanufacturing of products [119].

Under the growing environmental awareness and social re-
sponsibility, various value-adding take-back strategies focusing on end-
of-life high-tech product waste and recovery have been proposed by
manufacturers to increase profitability while ensuring the environ-
mental sustainability of products. Trade-in contracts are defined to
incentivize consumers to exchange used products for up-to-date prod-
ucts. However, when identifying trade-in margins, it is challenging for
manufacturers to reasonably predict the quality of returned products to
simultaneously ensure manufacturer profitability and support the sus-
tainable development of customer-oriented supply chain activities. This
issue inevitably reveals the need for incorporating blockchain-enabled
smart technologies to determine the optimal trade-in-to-upgrade con-
tracts. Blockchain authorization could eliminate consumers’ hesitation
toward remanufactured products by providing transparent information
regarding how products were produced, whether they were sustainably
sourced and securely preserved, and even ownership transfers [157].
However, both capturing the transformation of goods in manufacturing
processes and identifying micro components (e.g., chips and micropro-
cessors) in the blockchain remains a critical issue. The method of
combining hardware with software systems is vital to allow manufac-
turers to authenticate, trace, and analyze the entire lifecycle of the
product.

6. Social barriers and challenges

Blockchain-empowered transformation of the manufacturing para-
digm is still in its early stages [158]. Many manufacturers have not
advanced their blockchain solutions beyond proofs-of-concept. Moving
into a new technology space has always been a dilemma for conservative
spaces [159]. Challenges in the areas of techniques, social barriers,
standards, and regulations impede progress [160]. Fig. 13 provides an
overview of social barriers and the challenges associated with achieving
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6.1. Social barriers

Because consumers demand that manufacturers disclose information
regarding product sustainability, manufacturers should achieve instant
traceability in their multilayer global supply chains, in which blockchain
offers a promising approach for solving the multilayer complexity and
eliminating intermediates from multilayer junctions [161]. However,
the implementation of blockchain confronts social barriers with respect
to three aspects.

From the manager perspective, although blockchain has the prop-
erties of decentralized transparency and auditability that make it ideally
suited to socialist paradigms, models, and societies involving public
ownership [162], the acceptance of blockchain requires additional
implementation costs regarding hardware and software for collecting
information as well as automatic execution of smart contracts among
participants and organizations. The blockchain-based service network
(BSN), which is a blockchain infrastructure where participants can
deploy blockchain applications without having to develop a system from
the ground up, could be developed to reduce the costs of deploying
blockchain-based intelligent applications for manufacturers, compared
with building, operating, and maintaining a blockchain system by
themselves [163]. Also, upper-level management support is a crucial
driver of the successful deployment of sustainable blockchain systems.
According to an empirical study in the Indian context, practitioners
perceive that blockchain adoption would be helpful for them to pursue
maximal benefits and business sustainability [102]. However,
decision-makers often do not continuously endeavor to strive to imple-
ment new advanced technology, and they stick to sustainable value
propositions. Lack of awareness and improving commitment holds back
sustainability practices through the manufacturing process and chal-
lenges resource allocations decisions. Because no new technology has
succeeded with the rip-and-replace method, manufacturers using this
blockchain have a more significant impact if it can augment existing
technology [164]. Blockchain did not gain a positive public perception
in the beginning because of its origin (i.e., cryptocurrencies), so gov-
ernments may need to formulate policies to encourage or require
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manufacturers to use blockchain systems to improve their environ-
mental sustainability [165].

From the customer perspective, a factor that can drive innovation in
adopting blockchain is consumers’ requirements for sustainable and
secure products/services. A lack of information regarding consumers’
awareness and intention to contribute to sustainable and secure
improvement is an obstacle to blockchain applications. Many consumers
do not understand the decentralized computing models and have little
willingness to participate in paying more for durable and reliable
products/services.

From the intellectual property protection perspective, transparency
of information in blockchain leads to challenges for various existing
privacy policies related to data usage and sharing between partners. The
lack of an effective collaboration mechanism among partners with
conflicting operational objectives/priorities can prevent the imple-
mentation and operation of blockchain to pursue sustainable added-
value. Robust rules for information sharing in the blockchain that
affect collaboration among partners should be redefined [158].

Generally, major causes, including data safety and decentralization,
accessibility, laws and policy, documentation, data management, and
quality, should be analyzed to develop a blockchain-empowered sus-
tainable manufacturing strategy [166]. There are two directions for
future research concerning social barriers to implementing blockchain.
First, the manner in which the blockchain influences social sustain-
ability challenges, and particularly the legal and ethical implications of
its implementation, could be explored. Second, a comparison between
blockchain enablers and barriers with different manufacturer sizes, for
example, in small-medium enterprises and in large corporations, could
be studied to provide strategic insights into the implementation dy-
namics [167].

6.2. Technical challenges

Although researchers aim at achieving global and scalable
blockchain-empowered systems in the sustainable manufacturing
domain, there are several challenges, such as consensus algorithms and
computing paradigms satisfying privacy protection needs in
manufacturing systems. The storage scalability problem is a primary
problem confronting practitioners when they adopt the blockchain
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system, in which cloud computing techniques may be integrated. Based
on the decentralized information sharing and interconnection context
enabled by the blockchain, designing scalable consensus algorithms and
smart contracts to assist effective self-adaptive coordination in each
sustainable manufacturing systems is challenging. On the premise of
meeting the wuser’s individualized requirements for functional
completeness and performance expectancy, it is necessary to balance the
security, construction costs, and system complexity [168]. In particular,
consensus efficiency is one significant difficulty regarding the
large-scale application of blockchain [169]. The immutability of infor-
mation is essential to prevent falsifying and adulteration of data without
consensus. Manufacturers still strive to adopt blockchain for recording
massive useless, incorrect, and erroneous data, which cannot be deleted.
However, the data statistical analysis ability of the existing blockchain
applications is weak. Increasing the size and number of data blocks is
still a storage dilemma for processing big data in real-time scenarios.
Moreover, current blockchain platforms rely on digital signatures and
cryptographic hash functions, which are vulnerable to quantum attacks.
Realizable and scalable quantum-safe blockchain applications are an
urgent need [170].

Although smart contracts are designed to build the linkage mecha-
nism between mass individualization demands [171] and the digital
factory, decentralized applications (DApps) are also of great significance
for the future value of blockchain [172]. A manufacturer may use a
public blockchain network for purchase transactions while executing
smart contracts on a permissioned blockchain network for
manufacturing operations and planning [173]. Therefore, middleware
solutions should be designed to unify and synchronize different block-
chain systems and physical systems [174]. Multi-chain synchronizatio-
n/integration technologies such as side-chains are an urgent need. Also,
tokens on blockchains, which can represent a wide range of digital assets
and can be transferred without any involvement of centralized entities
or borders, could be studied to offer incentives to cooperate and compete
to create circular economy ecosystems [175].

The new business model, framework, and standard tools are some of
the biggest challenges facing the process of blockchain application.
Despite the key strengths of visibility, validation, and resiliency, the
corresponding weaknesses of applying blockchain are a lack of privacy
and standardization, the black box effect, and inefficiency [176].
Effective adoption of blockchain to transform a current organization
into a new decentralized infrastructure faces a range of challenges
regarding standards, environmental regulations/rules, and regulatory
compatibility to coordinate issues [177]. The lack of consensus con-
cerning definitions, implementation, management, and core attributes is
driving the need for standardization [178]. Standardization activity is
needed to enable blockchains to be interoperable for use in new roles
[179] and responsibilities through which product lifecycle events
captured in the blockchain should be reconciled among various partic-
ipants on the network [180].

Automated product service calls for big data analytics as a prereq-
uisite [181]. Because data are now available on the blockchain with high
quality, data analytics can now be encoded into smart contracts running
on agents that can make decisions representing the participants [182]. If
designed well, decentralized intelligence may lead to sustainable and
energy-saving systems [183].

7. Concluding remarks

Sustainable manufacturing is a blueprint in line with the United
Nations’ Sustainable Development Goals, in the “Responsible con-
sumption and production” and “Industry, innovation and infrastructure”
aspects. Promoting new information and communication technology
infrastructures, including blockchain and smart contracts, is a crucial
driver of economic growth and sustainable development in the
manufacturing sector. This paper surveys the landscape of blockchain-
empowered sustainable manufacturing in the Industry 4.0 vision. The
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manufacturing system perspective and the product lifecycle manage-
ment perspective regarding implementation of blockchain technology in
sustainable manufacturing are analyzed. From the manufacturing sys-
tem perspective, blockchain could be designed as an enabler to drive
existing manufacturing information systems, such as ERP and MES,
which already exist in manufacturers’ workshops. From the product
management perspective, blockchain could provide a tool for the
product lifecycle management community (including designers, manu-
facturers, assemblers, and manufacturing service providers) to establish
a unified database to share product information and make deals,
enabling untrusted manufacturers to exchange capabilities and re-
quirements freely.

The contribution of this survey is twofold. First, for a structured
discussion of the metrics associated with adopting blockchain in
different situations, twelve evaluation metrics (i.e., M1-M12 in Table 1)
for adopting blockchain in the manufacturing sector are defined and
organized on the basis of the business model canvas (BMC). The extent
to which these blockchain-empowered architectures and key enabling
techniques have been addressed in the literature in terms of sustainable
manufacturing has been investigated. Second, this survey summarizes
challenges regarding techniques, social barriers, standards, and regula-
tions impeding progress. Blockchain-empowered transformation of the
sustainable manufacturing paradigm is still in its early stages and must
move past the hype phase to prove its sustainability in the mainstream
environment. Many manufacturers have not advanced their blockchain
solutions beyond proofs-of-concept. This survey provides insights from
the analysis of challenges to achieving sustainability and energy-saving
goals that can potentially shed new light on addressing urgent industrial
energy conservation concerns.

Various advanced sustainable manufacturing modes always coexist,
but the blockchain is not suitable for all sustainable manufacturing
modes. Before we introduce blockchain into sustainable manufacturing
systems, it is necessary to determine what metrics make it unique and
what costs are associated with its implementation. Continually moni-
toring its implementation to ensure that these systems achieve the
desired energy-saving and energy-conserving benefits is also critical. We
believe that our study is a critical reflection of significant conceptual and
technical advances at this junction of dramatic development, and we
hope that our effort lays a strong foundation for making blockchain-
empowered sustainable manufacturing a new energy conservation
field with respect to research and engineering.
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