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About Project Liberty Institute:

Project Liberty is an international impact
organization mobilizing a global alliance of
technologists, academics, policymakers
and citizens to design a more responsible
approach to technology development,
including a more open internet
infrastructure. Project Liberty Institute is
an independent, non-partisan organization
founded in 2021 with three academic
partners Stanford University, Sciences

Po and Georgetown University. Project
Liberty Institute’s mission is to enhance
ethical governance by supporting timely,
actionable research on digital technology
and responsible innovation. The Institute
serves as an international meeting ground
for technologists, policymakers, academia,
civil society, entrepreneurs and governance
experts. Together, these interdisciplinary
partners and leaders from the public and
private sector create frameworks for how
we design, invest in, deploy and govern new
technologies.

https://www.projectliberty.io/institute

About BlockchainGov:

BlockchainGov is a 5-year project (2021-2026)
funded by the European Research Council
(ERC grant of €2M). The project is directed
by Primavera De Filippi and hosted at the
Centre National de Recherche Scientifique
(France) and the European University
Institute (Italy), with Principal Investigator
and advisors from the Berkman Klein Center
at Harvard University. As an interdisciplinary
research team comprising legal scholars,
social and political scientists, computer
scientists, and blockchain engineers,
BlockchainGov focuses on studying the
impact of blockchain technology on
governance and its consequences for
legitimacy and trust.

https://blockchaingov.eu/

Contact: web3gov@projectliberty.io
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Disclaimer

This report has been developed with the
help of the Governance Multistakeholder
Council (MSH Council).

The views expressed in this report do not
reflect the views of the organizations with
which Council members are affiliated.

Any errors or omissions are those of the
research team and not the MSH Council
members. MSH Council members might not
necessarily endorse all views presented in
the research report.
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Executive summary

First devised as an innovative means to ledger
transactions, blockchains and smart contracts
running on them, have brought about a
foundational shift in decision-making systems
where central authorities are no longer needed to
facilitate interactions. The adoption of public and
permissionless blockchains, such as Bitcoin and
Ethereum, has extended to domains including
finance, trading, gaming, art, supply chain
management, and identity verification, heralding
an era where disintermediation, censorship
resistance, transparency, and immutability are
touted as essential features of a technological
infrastructure. The evolution of blockchain
technology and the novel applications built on

it has been influenced by decisions made by
individuals and organizations. Together, they
form what we refer to as “blockchain systems,” or
techno-social constructs operating at multiple
overlapping layers. If blockchain systems are to
remain sustainable and resilient, understanding
how they are governed and how their governance
practices may impact perceptions of legitimacy,
trust, and confidence is crucial.

This report represents a joint effort by the
Project Liberty Institute and BlockchainGov to
explore the governance dynamics of prominent
blockchain networks using an interdisciplinary
and comparative approach. It delves into 11 major
blockchain networks, namely Avalanche, Bitcoin,
Cardano, Cosmos, Ethereum, Filecoin, Optimism,
Polygon, Polkadot, Tezos, and Zcash, examining
them through a comprehensive governance
framework. The findings of this analysis are
presented across six interrelated domains,
offering valuable insights into the governance
dynamics of these blockchain systems.
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Legal
Entities

Power
Distribution

Planned vs. Actual
Decentralization

@

Except for Bitcoin, most of the
blockchain networks we have studied
have established legal entities such
as non-profit foundations or private
companies to manage off-chain
interactions and support ecosystem
growth. These entities generally hold
large amounts of cryptocurrencies
(ie., digital currencies operating on
blockchain networks), granting them
significant influence and control over
network governance. A key concern

is the need for more open and
transparent processes for appointing
and holding the boards of these legal
entities accountable for their actions.
This opacity must be considered
against the open and permissionless
nature of public blockchain networks,
raising issues about potential
conflicts of interest and information
asymmetries.

Blockchain systems, though
technically decentralized, involve
multiple layers of governance.
Understanding the power dynamics
of these systems requires uncovering
who truly influences governance
decisions and how. This means
examining the multiple types of
governance areas or decisions that
are being made, identifying the key
stakeholders involved in making
these decisions, and exploring the
specific governance mechanisms
utilized in each case. Such an
examination is crucial for blockchain
communities to implement more
inclusive and representative
governance structures aligned with
their values and priorities.

Many blockchain communities
purport to maintain or increase
decentralization over time in terms
of the number of nodes maintaining
the blockchain network (ie.,
“technical decentralization”) and/
or the individuals and organizations
making governance decisions

(ie., “political decentralization”).

Yet, a precise definition of
“decentralization,” tailored to
specific blockchain contexts,

is essential for implementing

these objectives. Maintaining or
increasing decentralization is also
challenged by on-chain and off-
chain dynamics. At the on-chain
level, these dynamics include the
concentration of power in mining or
validator pools and individuals with
large amounts of tokens voting on-
chain. At the off-chain level, the tacit
need for technical knowledge, the
complexity of existing governance
documentation, and the persistent
founders’ influence can also stand in
the way of effective decentralization.
Recognizing and tackling these
factors is crucial for achieving
meaningful decentralization in
blockchain networks.

Govern_anc_e
Formalization

4

Governa_nce
Mechanisms

Security Measures T
and Breaches

Blockchain governance is defined
through a combination of on-chain
rules (i.e., blockchain protocols and
smart contracts code) and off-

chain practices (e.g., social norms
and procedures adopted by the
blockchain community members).
Blockchain communities must
recognize the intricate relationship
between on-chain rules and off-chain
practices, acknowledging that not
everything can be fully codified on-
chain. The formalization of off-chain
practices creates an opportunity for
blockchain communities to increase
the transparency and accountability
of off-chain governance, thereby
enhancing the legitimacy of
blockchain systems. Yet, while many
blockchain communities have shared
written documents outlining the
rules and procedures for creating,
amending, and repealing governance
rules, there remains a significant

gap between these formalized
documents and the implicit, often
undocumented practices of
blockchain systems.

Blockchain governance relies

on various mechanisms as key
components of the governance
process. “Rough consensus” and
“sighaling and voting” are two
predominant mechanisms that can
be used alone or combined to create
a variety of diverse decision-making
frameworks. Based on the context
in which they are implemented,
including the nature of the decisions
made and the nature and scope of
the decision-makers, these different
frameworks present distinct trade-
offs, which are crucial in shaping

the community’s perception of

the legitimacy of the governance
process.

In many blockchain systems,
handling security breaches

often necessitates exceptional
interventions. Contrarily to
governance processes implemented
in more “standard” governance
areas, these interventions frequently
involve sudden and less publicized
courses of action with founders,
security teams, and core developers
assuming an important degree of
decision-making power. The handling
of unexpected security breaches
has raised some controversies within
members blockchain communities.
For this reason, it is important to
ensure that exceptional procedures
for security maintenance are
balanced and proportional and

that they are not lenient to political
manipulation.
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This report was produced jointly by Project
Liberty Institute and BlockchainGov. It aims
to provide a rigorous and granular framework
for understanding how governance decisions
are made and adopted within the rapidly
evolving Web3 ecosystem while helping
foster a sustainable and responsible
ecosystem for decentralized technologies,
ensuring that the benefits of Web3 are
accessible to all while minimizing potential
risks and challenges.

This publication lays the foundation of a
Manual on Best Governance Practices for
Blockchain and Decentralized Technologies
which will highlight recommendations to
build a more responsible ecosystem. This
manual will be published in April 2024.

The Project Liberty Institute and
BlockchainGov teams express their

gratitude to the fifteen experts forming the
Governance Multistakeholder Council for
their valuable contributions to our work. Their
feedback during this iterative process has
been instrumental in shaping the qualitative
outcomes that can now be showcased
publicly.
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Introduction

Originally coined in 2014 by Ethereum
co-founder and Polkadot creator Gavin
Wood, ‘Web3' refers to a novel iteration

of the original World Wide Web. After Web
10, which has come to be regarded as

the “read-only” web, and Web 2.0, which
introduced a new layer of interactivity and
participation with the possibility for users

to both “read” and “write” on the web, came
Web3, which introduced a new layer of
“ownership” on the web. The main distinction
between Web 2.0 and Web3 is that the
latter is characterized by decentralized
peer-to-peer infrastructures, which are
owned and governed by their users, as
opposed to centralized operators and/or
trusted intermediaries, also leveraging novel
technological systems enabling users to
reclaim ownership over their data and digital
assets.

One technology enabling users to reclaim
ownership over their data and digital
assets is blockchain. First devised as an
innovative means to ledger transactions,
blockchains, and smart contracts running
on them as self-executing pieces of
software, have brought about a foundational
shift in decision-making systems where
central authorities are no longer needed

to facilitate interactions. The adoption of
public and permissionless blockchains, such
as Bitcoin and Ethereum, has extended

to domains including finance, trading,
gaming, art, supply chain management, and
identity verification, heralding an era where
disintermediation, censorship resistance,
transparency, and immutability are touted
as essential features of a technologicall
infrastructure. The evolution of blockchain
technology and the novel applications built
on it has been influenced by decisions
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made by individuals and organizations.
Together, they form what we refer to as
“blockchain systems,” or techno-social
constructs operating at multiple overlapping
layers. If blockchain systems are to remain
sustainable and resilient, understanding how
they are governed and how their governance
practices may impact perceptions of
legitimacy, trust, and confidence is crucial.

This report represents a joint effort by the
Project Liberty’s Institute and BlockchainGov
to explore the governance dynamics of
prominent blockchain networks using

an interdisciplinary and comparative
approach. The question that has guided

our inquiry is: What are the governance
dynamics underpinning existing blockchain
networks? In pursuing this research effort,
we understand ‘governance” as a process
by which diverging—and sometimes
conflicting—interests between multiple
actors are accommodated, and collective
action is taken based on shared principles
and agreed-upon procedures. Our analysis
of how these processes unfold in the
governance of blockchain systems is

based on our previous work,® as well as
other relevant academic, scholarship,

and practitioner literature that grasps

the historical and ideological,* social

and technical,® on-chain and off-chain
dynamics of blockchain systems®While
“decentralization” has been frequently
portrayed as the defining feature of this
ecosystem, we aim to move beyond the
claims that many blockchain communities
seek to maximize ‘decentralization’ and
‘consensus’ by recognizing and embracing
existing practices of ‘governance as conflict”
For this report, we adopt a descriptive (‘as is’)
rather than prescriptive (‘could be’ or ‘should

Project Liberty Institute // BlockchainGov
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be’) approach to blockchain governance.
However, the findings presented here intend
to serve as a basis for future research efforts
on best Web3 governance practices..

While acknowledging the plethora of
previous empirical research on blockchain
governance,? this report contributes

to the state of the art by introducing a
multidisciplinary comparative analysis of

a selected set of prominent blockchain
networks, including Avalanche, Bitcoin,
Cardano, Cosmos, Ethereum, Filecoin,
Optimism, Polygon, Polkadot, Tezos, Zcash.
These networks have been carefully chosen
based on their degree of technological
innovation and adoption, the diversity of
governance design and operative layers,
and the various legal entities related to
their associated communities. While many
more blockchain networks could have been
included in the analysis, we tried to select
the most representative sample to illustrate
the widest range of governance dynamics
that are relevant in the Web3 ecosystem.
Data for this report was collected through

a combination of desk research of available
online documentation and in-depth semi-
structured interviews with key stakeholders
within each network. This approach
ensured a comprehensive understanding
of documented procedures and
undocumented practices that influence the
governance of these blockchain networks.

Based on these data, we crafted a
comprehensive governance taxonomy to
organize our empirical data collection and
analysis. The taxonomy comprises four
dimensions that help understand how these
systems operate and evolve over time.

[ Firstly, the organizational profile of
blockchain systems, including their
founding history, purpose, funding
mechanisms, legal standing, and market
dynamics influencing them. An important
aspect refers to which layer of the
technological “stack” each case study
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belongs to. Projects with components of
layer O blockchains, such as Avalanche,
Cosmos, and Polkadot, provide the
foundational infrastructure for higher-
level blockchains and their potential
interoperability. Layer 1 blockchains, such
as Bitcoin, Cardano, Ethereum, Filecoin,
Tezos, Polygon PoS Chain, and Zcash,

are the “main blockchain networks” They
comprise the blockchain protocol—or
the rules and procedures governing how
data is exchanged, verified, and recorded
on a blockchain network—and the actual
“ledger” of recorded transactions. Finally,
layer 2 blockchains offer scaling solutions
to improve the efficiency and speed

of transactions on layer 1 blockchains.
Examples include Optimism and Polygon
Rollups.

/ Secondly, governance areas, which
comprise secondary rules or “rules on
how to make rules,” block production,
monetary policy, software updates,
treasury allocation, policies of rewards
to contributors, standards and
interoperability, and security measures
and breaches.

/ Thirdly, governance frameworks,
including rules on entry and exit for
decision-makers, power distribution within
decision-making groups, governance
mechanisms, enforcement processes,
participation incentives, internal dispute
resolution systems, and “amendability,” or
the degree to which a governance area
can be modified or eliminated.

/ Fourthly, governance surfaces or
“the places” where these governance
frameworks “exist” which can be split
into on-chain or off-chain, written and
unwritten.

[/ Finally, governance trends, which
specify how decision-making has evolved
through time within each blockchain
system in terms of power distribution

Project Liberty Institute // BlockchainGov



(who makes decisions), governance
scope (number of governance areas),
governance complexation (scale and
complexity of governance mechanisms),
and governance formalization (the degree
to which governance is described in off-
chain written documents or embedded in

on-chain code)

After conducting empirical data collection
and taking stock of existing cross-
disciplinary studies on governance, we
have compiled six insights on governance
dynamics in blockchain networks. While
each finding primarily arises from one

of the dimensions of the governance
taxonomy described above, they should
not be read as standalone pieces but
rather as interconnected and influenced
by one another. The content of the findings
is illustrated with examples across all
investigated case studies. At the end of
each section, we offer a concise reflection
on the impact of the findings on blockchain
communities and the governance design
of blockchain systems. The insights derived
from this report will inform the elaboration
of a set of best governance practices for
blockchain systems, which will constitute the
next step of our research.
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l. Legal Entities

“The existence of legal entities does
not, in itself, mean that a network

is ‘centralized, as that legal entity
cannot force decisions upon a pubilic,
permissionless blockchain network.”

Finding

Most blockchain networks have
established legal entities, such as non-
profit foundations or corporations,

to manage various aspects of their
activities and operations. The reasons
for establishing such legal entities are
to benefit from legal personality when
entering into contracts with parties off-
chain, navigating regulatory uncertainty,
enhancing governance sustainability,
and supporting the growth of
blockchain ecosystems through, for
example, the issuance of grants. In
some cases, multiple entities have
been formed to perform some of these
activities individually. At the same time,
Bitcoin is an outlier compared to the
other blockchain networks under review
as it doesn’t use legal entities to pursue
these objectives.

Purpose

Several blockchain networks that were
part of this study were initially developed
and launched by a small team of founders
through a private company (Ava Labs

Inc. [Avalanche]; IOHK and EMURGO
Group Pte Ltd. [Cardano]; Protocol Labs
[Filecoin]; OP Labs [Optimism]; Polygon
Labs; Dynamic Ledger Solutions [Tezos];
Electric Coin Company [Zcash)) and/

or a foundation (Ethereum Foundation;
Interchain Foundation [Cosmos]; Web3
Foundation [Polkadot]; Polygon Foundation;
Tezos Foundation; Bootstrap and Zcash
Foundation [Zcash]). In conjunction with

a private R&D firm, the promotion and
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growth of blockchain network ecosystems,
such as through the management of
community treasuries, developing scaling
solutions, funding research, community
initiatives, grants, and educational efforts,
are typically undertaken by non-profit
entities (Avalanche Foundation; Cardano
Foundation; Ethereum Foundation; Filecoin
Foundation; Optimism Foundation; Web3
Foundation [Polkadot]; Polygon Foundation;
Tezos Foundation; and Zcash Foundation)
and less commonly by a for-profit
corporation (Interchain GmbH and All in
Bits, Inc. and New Tendermint Inc. [Cosmos];
Parity Technologies Limited [Polkadot]).
While the decisions or operations of several
of these foundations are ostensibly shaped
by community input, ultimate control over
these foundations rests in the hands of a
board of directors. Bitcoin is an exception
in this regard,® as its founding and eventual
growth were driven by a diffuse community
of volunteers and donors, before attracting
the support of corporate sponsors,
research institutions, and non-governmental
organizations for further development and
growth.

Location

Many of the foundations are registered

in Switzerland because of legal certainty,
tax exemptions for foundations that serve
philanthropic or public purposes, pragmatic
business licensing, and a supportive crypto-
startup ecosystem. However, the operations
of the blockchain networks are more
dispersed, with founders, (core) developers,
miners/validators, and other affiliated
persons and corporate entities being spread
across the globe.
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Governance Dynamics

As indicated above, most of the analyzed
blockchain networks are supported by
both a for-profit corporate entity and a
non-profit foundation. In the case of the
Polygon network, the relationship between
these entities is clearly defined, with the
non-profit foundation wholly owning the
corporate entity. In other cases, such as
the Tezos network, this relationship may be
contested, with the founders of Dynamic
Ledger Solutions entering into a dispute with
a board member of the independent Tezos
Foundation" The relationship between
these two entities may also become
relevant if a fork occurs in the network and
a decision has to be made on which chain
is authoritative, as in the case of Zcash. This
also impacts the trademark that the chain
can legally use. In such circumstances,

the Electric Coin Company and the Zcash
Foundation use a 2-of-2 multi-signature
method, whereby the two entities together
decide whether to modify/update the
protocol or introduce new features before
a chain can use the Zcash trademarks. In
other words, the trademark agreement acts
as a coordinating mechanism in a low-trust
environment between two entities.

The existence of legal entities does not, in
itself, mean that a network is “centralized;
as that legal entity cannot force decisions
upon a public, permissionless blockchain
network. For example, the Ethereum
Foundation may propose a roadmap for
transitioning from Proof-of-Work to Proof-of-
Stake. However, its effective implementation
depends on multiple other stakeholders.
Even then, the influence of these legal
entities on the blockchain network has been
a key concern in blockchain communities
as it impacts the qualification of network
tokens as (unregistered) securities under US
federal securities law. The existence of “a
central third party” that undertakes efforts
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for the benefit of others is a key component
of US regulators’ and courts’ analyses
about whether a digital asset represents
an investment contract and potentially
falls foul of federal securities laws. This
has led some regulators to opine that the
degree of decentralization in a blockchain
network is an important condition for
determining whether a digital asset is an
investment contract, as decentralization
reduces “information asymmetries”
between actors in the network and makes
it more difficult and meaningful to identify
an “issuer” or “promoter” of a purported
investment contract. However, it is
necessary to stress that the existence of
legal entities that support the activities of
a blockchain network does not in and of
itself imply the existence of a central third
party, issue, or promoter. In 2018, Bitcoin
and Ether were deemed as not being
securities as the Bitcoin and Ethereum
networks were considered to be sufficiently
decentralized (even with the existence of,
for instance, the Ethereum Foundation).
This concern about network tokens being
classified as (unregistered) securities has
considerably shaped the governance and
strategies of the networks. While it has
been acknowledged that it is possible
that blockchain networks beyond Bitcoin
and Ethereum can also be sufficiently
decentralized (with Polkadot, among
others, claiming that their native token
has achieved this), Cardano’s ADA token,
Cosmos’ ATOM token, Filecoin’s FIL token,
and Polygon’s MATIC token have been
alleged to be securities. Following a class
action lawsuit that claimed that Tezos had
illegally sold securities with its XTZ token,
it settled to the tune of $25 million without
admitting guilt.

Token Distribution

In some cases, these foundations hold and
manage a percentage of the governance
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tokens issued by these networks, which

gives them a significant minority stake in

the governance of the network, even if no
single actor can unilaterally change a public,
permissionless system. In some cases, these
tokens were ‘pre-mined’ as the tokens were
created and, at times, distributed before the
blockchain network was publicly launched. For
instance, the Web3 Foundation behind the
launch of Polkadot was initially allocated 30%
of the total supply of its native DOT token at
the time of initial distribution. Similarly, the
founders and team/contributors of Avalanche,
Cardano, Ethereum, Filecoin, Optimism,
Polygon, and Tezos received between 9.9-
20% of the network tokens issued at the
time of initial distribution. In the case of
Zcash, the 10% token supply to founders as

a reward will take place over four years. Such
a token distribution clearly does not remain
static, with vesting rules and distribution
agreements diluting the initial concentration
of crypto-assets or governance tokens over
time. The Ethereum Foundation, for instance,
reports that as of 31 March 2022, they held
0.297% of the total ETH supply.

Legal entities are formed to generate
greater legal certainty for blockchain
networks, yet some examples above
show that creating such entities

does not always result in greater legal
certainty. These entities, including
founder-led for-profit corporations
and non-profit foundations, hold a
sizable number of network tokens
giving them a significant minority
stake in the governance of these
blockchain networks. However, this
does not automatically translate into
any single actor being able to control
these networks unilaterally. Instead, as
discussed in the subsequent section,
these legal entities and associated
individuals exert power over blockchain
networks in other ways. Nevertheless,
as the legal entities supporting these
networks do not—by and large—have
open, transparent, and inclusive
appointment and accountability
mechanisms for their board of
directors, there are concerns about the
discrepancies between the public and
permissionless nature of the networks

9 Please note that Bitcoin
foundation was founded
several years after the

launch of Bitcoin and it is of a
different nature than the legal
entities we are talking about.
10 There is no unanimous
definition of what a “core dev”
(core software developer) is.
The matter is also subject

to contentious debate

across different blockchain
communities. However, “client
devs” are usually considered
“core devs.” Client devs tend
to have a degree of privilege
in managing the source code
repository of the blockchain
system, which translates into

being the blockchain systems’

client GitHub repository
maintainers. However, this
does not grant “client devs”
discretionary power over
the code. See: Lopp, J.
(2019, July 14). Who Controls
Bitcoin Core? Medium.
https://medium.com/@lopp/
who-controls-bitcoin-core-

c55c0af91b8a; Jameson, H.
(2020, June 22). What is an
Ethereum core developer?
Hudson Jameson. http://
souptaculargithub.io/2020-
06-22-what-is-an-ethereum-
core-developer/

11 MacDonald v. Dynamic
Ledger Sols., Inc., Case No.
17-cv-07095-RS (N.D. Cal,
2017).

12 William Hinman, “Digital
Asset Transactions: When
Howey Met Gary (Plastic),”
U.S. Securities and Exchange
Commission, June 14,

2018, https://www.sec.gov/
news/speech/speech-
hinman-061418. Also see, the
recent case of SEC v. Ripple
for such an analysis where

it was held that Ripple’s
sale of XRP on digital asset
exchanges using trading
algorithms (i.e., “Programmatic
Sales”) did not constitute an
unlawful sale of investment
contracts to the public. This
was because, among other
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things, these sales were
“blind bid/ask transactions,
and Programmatic Buyers
could not have known if

their payments of money
went to Ripple, or any other
seller of XRP” (p. 23). As a
consequence, they could not
have relied on the efforts of
Ripple for a profitable return.
Securities and Exchange
Commission V. Ripple Labs,
Inc., Case 1:20-cv-10832-AT-SN
Document 874, (USDC SDNY,
July 2023), https://www.nysd.
uscourts.gov/sites/default/
files/2023-07/SEC%20vs %20

and the opacity of the legal entities
that support them. These concerns
can include potential conflicts of
interest and non-disclosure of material
. information to their communities.

Hearing,” CoinDesk, April 19,
2023, https://www.coindesk.
com/policy/2023/04/19/
sec-chair-gensler-declines-
to-say-if-ether-is-a-security-
in-contentious-congressional-
hearing/.

15 Securities and Exchange
Commission v. Binance
Holdings Limited, BAM
Trading Services Inc., BAM
Management US Holdings Inc.,
and Changpeng Zhao, Civil
Action Case 1:23-cv-01599
Document 1, (D.D.C., 2023),
https://www.sec.gov/files/
litigation/complaints/2023/

Ripple%207-13-23.pdf.

13 ibid.

14 It is worth noting that the
current SEC Chairman Gary
Gensler has created some
ambiguity by not confirming
or denying that he agreed
with Hinman’s position on
Ether. See: Nikhilesh De, “SEC
Chair Gensler Declines to
Say if Ether Is a Security in
Contentious Congressional

comp-pr2023-101pdf.
Nikhilesh De and Danny
Nelson, “Filecoin Price Drops
After SEC Asks Grayscale
to Withdraw Application

to Make Trust Reporting,
CoinDesk, May 18, 2023,
https://www.coindesk.com/
policy/2023/05/17/filecoin-
price-drops-after-sec-asks-
grayscale-to-withdraw-fil-
trust-application/.
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Il. Power Distribution

Finding

Blockchain systems can be regarded as
more or less centralized based on the
distribution of decision-making power.
Despite their decentralized technical
structure, where transaction ledgers are
distributed across numerous network
nodes, these systems are complex
techno-social constructs operating
across multiple overlapping layers.
Thus, a thorough analysis is essential to
genuinely comprehend the nuances of
power distribution within a blockchain
ecosystem. Such an analysis entails
scrutinizing the nature of decisions
being made, pinpointing the various
stakeholders involved in the decision-
making process, and comprehending
the specific mechanisms utilized in
arriving at these decisions.

Governance areas

Governance in a blockchain system can
involve many types of decision areas, which
can be summarized as follows:

/ Like most complex systems,
blockchains have rules to govern different
areas and rules on how to make, amend,
and repeal governance rules themselves.
These can be referred to as “process
rules” or, in analogy to the constitution

of nation-states’, “secondary rules”

The making of secondary rules involves
different actors and power dynamics
depending on whether the process

of making, amending, or repealing
governance rules is discussed to take
place on-chain or off-chain. Virtually every
blockchain system stakeholder has an
interest in participating in this process.
However, as we will see afterward in
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the “governance formalization” insight,
founders, founding teams, wealthy token
holders or investors, and high-reputation
software developers and community
members may play a crucial role.

[/ In layer 1 blockchains, rules about
block production or how new “blocks”
of transactions are created and added
to the ledger, are often predefined
on-chain by the blockchain protocol.
“Consensus algorithms” or “consensus
protocols” define the criteria and
processes used to achieve agreement
among the network’s participants about
the current state of the blockchain.
Some examples are the Avalanche
Consensus [Avalanche’s Primary Network
subnet], Equihash Proof-of-Work [Zcash],
Expected Consensus [Filecoin], Liquid
Proof-of-Stake [Tezos], Nominated
Proof-of-Stake [Polkadot], Ouroboros
[Cardanqg], Proof-of-Stake [Cosmos Hub,
Ethereum, Polygon PoS Chain (originally
Matic Network)], and Proof-of-Work
[Bitcoin]. Founders, founding teams and
early software developers contributing
to the blockchain system usually design
these rules. Still, consensus protocols
are executed by miners or validators,
with nodes also playing an essential role
in maintaining a single, consistent ledger
across the network.

/ Rules on monetary policy across layer 1
blockchains are also generally predefined
on-chain by the blockchain protocol.
These rules are frequently referred to

as “tokenomics,” ® a portmanteau of
“token” and “economics,” comprising
the principles and characteristics that
govern the issuance, distribution, and
overall management of a cryptocurrency
or digital token within a blockchain
ecosystem. Tokenomics encompasses

Project Liberty Institute // BlockchainGov



decisions about supply mechanics,

such as total supply (e.g., fixed or infinite
supply), initial token distribution (e.g., an
Initial Coin Offering or an Airdrop, where
tokens are disbursed to the wallets of
the selected recipients, often without
needing them to take any proactive
steps), and the creation and release

of new tokens over time (e.g., through
rewards and fees involved in the process
of mining or validating new blocks). It also
includes mechanisms like “token burning,”
where tokens are permanently removed
from circulation, affecting the total
supply. While founders and developers
are very involved in the design of
tokenomics, token holders and investors
also have an avid interest in voicing their
preferences.

[ Other decisions involve software
upgrades or parameter changes to a
blockchain protocol, including “soft
forks” and “hard forks” " These decisions
tend to be among the most contentious
ones because of their implications for
the functioning of the entire blockchain
ecosystem. Since parameter changes
require substantial technical expertise,
software developers are naturally given
a lot of voice. Still, these decisions need
miners or validators and nodes to agree
to enforce them. The Tezos network

is an exception to this rule, with its
blockchain famously popularized as “self-
amending” given its built-in mechanism
for automatically implementing changes
to its own protocol.

/ Decisions on treasury allocation vary
across case studies. This area refers to
how to spend pooled funds usually set
aside for the development of the network
and the growth of the ecosystem vary
across case studies.
- In some cases, founding teams
make decisions about treasury
allocation before the project
fundraising event and launch, with
non-profit entities generally receiving
a certain amount of funds they are
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supposed to distribute progressively
to the ecosystem at large (e.g.,
Avalanche, Ethereum, Filecoin, and
Tezos).

- In other cases, blockchain systems
devise mechanisms for collecting
funds after the project launch based
on, for example, block production
rewards or transaction fees. Token
holders can have a relatively greater
(e.g., Polkadot) or lesser (e.g., Zcash)
influence in treasury allocation than
the founding teams and their legal
entities.

- Finally, some blockchain systems
have already implemented
collectively-managed treasuries,
such as Optimism's funds that are
overseen by the Optimism Collective,
and the Cosmos Hub's Community
Pool Fund where proposals are
voted on-chain by ATOM token
holders. Other blockchains systems
plan to do something similar in the
future. Examples include Polygon's
Community Treasury or Cardano's
CIP-1694 which describes a way for
ADA holders to vote on treasury
withdrawals offering a more
encompassing model than the
Cardano's Project Catalyst fund.

/ Policies on rewards to contributors
or non-hired volunteers who work on
aspects other than block production
can overlap with decisions on treasury
allocation. The difference is that these
rewards need not come from pooled
funds.
- Occasionally, rewards are funneled
more bottom-up through individual
community donations (e.g.,
donations made by individual Bitcoin
community members to engaged
software developers or popular
public speakers), decisions made
by groups of token holders (e.g.,
Optimism’s grants managed by the
Token House, or the Polygon’s Village
Community Grants), or decisions
made by representative bodies
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“In blockchain governance, the absence of
a centralized coercive authority makes the
design of stakeholder incentives crucial to
influence the behavior of each stakeholder
group within the ecosystem.”

elected by community members (the
Zcash Community Grants managed
by the Zcash Grants Committee,

or Optimism’s Retroactive Grants
managed by the Citizens’ House).

- In other cases, rewards can be
distributed more top-down through
direct grants or investments issued
by non-profit entities (e.g., Avalanche
Foundation, Ethereum Foundation,
Filecoin Foundation, Interchain
Foundation, Optimism Foundation,
Web3 Foundation, Polygon
Foundation, Tezos Foundation,

and Zcash Foundation) or through
employment offers from broader
ecosystem organizations (e.g.,
Blockstream and BitPay have hired
software developers to continue
working on the development of the
Bitcoin ecosystem).

/ Decisions on standards and
interoperability lead to integrations of
the blockchain network with third-party
applications. These integrations are
usually “permissionless,” since they don't
require official approval from a central
entity such as in Web2 platforms like
Google or Apple. However, for integrations
to happen, projects must follow specified
technical standards that software
developers usually draft with more or
less input from the founders or founding
teams and the third-party organizations
themselves, frequently also considering
the users’ preferences.

[ Finally, the handling of security
measures and breaches. These areas
usually involve exceptional governance
processes or mechanisms that do not
apply to more “regular’ governance
areas, where stakeholders with technical
expertise play a significant role.
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Stakeholders

As seen above, blockchain systems are
techno-socio structures in that they
encompass the underlying blockchain
technology and also the human input
required to develop and maintain the
ledger and other integrated software.
Accordingly, many individuals and
organizations play different roles in each
governance area. '® The stakeholder
groups found across the case studies
can be summarized in the following way:

/ Founders or founding teams, who are
credited for developing the idea and that,
except for Bitcoin’s Satoshi Nakamoto,
usually remain involved in developing the
project and may create and integrate
legal entities for this purpose. Some
publicly known and active (co)founders
include Emin Gun Sirer, Kevin Sekniqj,

and Maofan Yin [Avalanche], Charles
Hoskinson [Cardano], Jae Kwon and
Ethan Buchman [Cosmos], Vitalik Buterin
[Ethereum], Juan Benet [Protocol Labs/
Filecoin], Jinglan Wang, Karl Floersch, and
Kevin Ho [Optimism], Robert Habermeier,
Gavin Wood, Peter Czaban [Polkadot],
Jaynti Kanani, Sandeep Nailwal, and
Anurag Arjun [Polygon], Arthur Breitman
and Kathleen Breitman [Tezos), and Zooko
Wilcox [Zcash].

/ Software developers, both hired by
legal entities related to the blockchain
system and volunteers, who propose new
software rules that affect the blockchain
protocol or the applications running on
the network.

/ There are groups of stakeholders that
are involved in block production:
- In the studied layer 1 blockchains,
miners and validators produce new
blocks of transactions added to the
blockchain.
- In layer 2 blockchains, such as
Polygon Rollups and Optimism
Rollups, sequencer nodes are
responsible for ordering transactions
before they are finalized on the
Ethereum blockchain. In the case
of Polygon Rollups, aggregator
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nodes produce proofs attesting
to the integrity of the sequencer’s
proposed state change.

/ Non-validator or non-mining nodes
which are not involved in producing
new blocks of transactions but that
independently verify all transactions
according to the network’s
consensus rules.

/ Broader ecosystem organizations, such
as wallets, cryptocurrency exchanges,
decentralized applications (dApps), and
decentralized autonomous organizations
(DAQs) 7
- This includes applications running
on layers interconnected to the
blockchain networks of reference.
For example, governance decisions
on technical standards on a layer
1 blockchain (e.g., Ethereum) affect
applications running on a layer 2
blockchain (e.g., Optimism), giving
them an interest in participating in
the governance area. %
- Albeit not necessarily through direct
intervention in decision-making, the
governance decisions on blockchain
systems perceived as “‘competitors”
(e.g., Avalanche versus Ethereum,
Optimism Rollups versus Polygon
Rollups) may influence decisions
made in the blockchain system of
reference to maintain a competitive
advantage and attract users.?

/ There are groups of stakeholders that
emanate from the funding mechanism
and token distribution policy of the
blockchain system:
- Some blockchain systems, including
Cardano in 2015-2017, Cosmos in 2017,
Ethereum in 2014, Filecoin in 2017,
and Tezos in 2017, have launched
their projects through novel funding
mechanisms known as Initial Coin
Offerings (ICOs), which, similarly to
Initial Public Offerings (IPOs), allow
to raise funds by issuing tokens to
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purchasers. Others, such as Polygon/
Matic Network in 2019, have resorted
to an Initial Exchange Offering (IEQ),
where centralized cryptocurrency
exchanges have facilitated the sale
of tokens.

- There are blockchain systems that
have been funded through traditional
investment mechanisms, such as
public and private sales, including
Avalanche in 2020, Optimism/Plasma
Group in 2019-2022, Polkadot in 2017,
and Zcash in 2016.

- Additionally, blockchain systems
can choose to distribute tokens
through Airdrops, where tokens

are disbursed to the wallets of the
selected recipients, often without
needing them to take any proactive
steps.

Consequently, blockchain systems may
have:

- Investors, meaning individuals

or entities that allocate capital in

a blockchain system expecting a
future financial return. Investors can
participate in the space through
ICOs, by purchasing stocks of
private companies related to the
blockchain system, or by providing
seed or venture capital funding for
blockchain startups.

- Token holders, meaning individuals
or entities that hold cryptocurrencies
or tokens issued by the blockchain
system, which they can hold as
investments or use for their utility

in accessing services related to the
blockchain system, or staking and
on-chain voting in Proof-of-Stake
(PoS8) blockchain networks.

/ Users, including those trading the
native cryptocurrency or token and
using platforms and applications of the
broader ecosystem.

/ Finally, policymakers, lawmakers, and
regulators in international organizations
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or in state jurisdictions where the
blockchain systems operate or are
incorporated. They create and attempt
to enforce frameworks to govern the
operation of cryptocurrencies, tokens,
and related blockchain projects.

In the governance of blockchain systems,,
the absence of a centralized coercive
authority makes the design of stakeholder
incentives crucial # to influence the
behavior of each stakeholder group within
the ecosystem. While it is important to
recognize the inherent complexities and
individual variations, we outline some of the
incentives that drive different categories of
stakeholders. The examples below presume
stakeholders are acting as ‘rational agents;
aiming to positively contribute to and derive
value from the blockchain system without
any intent of wrongdoing. However, we
acknowledge that real-world scenarios may
exhibit broader behaviors and objectives.

/ Founders or founding teams can be
motivated by non-financial incentives
such as the project's long-term success,
the pursuit of innovation, and reputation
gain in the ecosystem. Financial
incentives can include potential profits
from the project's success.

|/ Software developers can be motivated
by non-financial incentives like a
commitment to technological excellence,
gaining the community’s esteem, and
ideologically pursuing decentralized
solutions. Financial incentives can also
play a role, mainly through developer
grants or employment.

/ Miners, validators, sequencers, and
aggregators are predominantly motivated
by financial incentives, including earning
transaction fees and block rewards.

Their behavior focuses on operational
efficiency and network security to
maximize earnings.

/ Non-validator or non-mining nodes are
usually motivated by non-financial factors
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centered around maintaining network
integrity and supporting a system they
rely on, potentially for ideological or
intellectual reasons.

/ Broader ecosystem organizations are
motivated by financial incentives linked
to user adoption, transaction volume,
and ecosystem activity. These entities
focus on enhancing user experience and
network effects for business growth.

/ Investors are strongly motivated

by financial returns through capital
appreciation or trading. Market dynamics,
project potential, and the health of

the broader ecosystem influence their
decisions.

| Token holders can have financial
incentives through the potential
appreciation of their holdings. Non-
financial incentives include participation
in governance processes, especially if
tokens confer voting or decision-making
rights.

/ Users can be driven by functional
incentives, such as seeking efficient,
secure, and useful blockchain-related
services, and ideological ones, motivated
by a desire to support value systems
behind the development of decentralized
technologies.

| Policymakers, lawmakers, and regulators
can be incentivized by non-financial
goals such as balancing innovation, risk
management, and consumer protection
while ensuring legal compliance and
maintaining traditional financial market
stability.

Beyond their incentives, it is important to
also look at who holds more power within
these stakeholder groups and why. Indeed,
the power to make decisions is not always
evenly distributed.

/ Founding teams can act or be
perceived by the blockchain
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community of reference as “benevolent
dictatorships” 2 or “spiritual leaders,” 2
with individuals—usually, founders—being
considered “traditional” or “charismatic”
types of authority, having more decision-
making influence than the rest of
stakeholders.

| Software developers are generally
more prone to behaving like a “perceived
reputation-based meritocratic group”
The ones who may have more voice tend
to be the ones the community perceives
as more technically knowledgeable or

to have made important contributions
to developing the blockchain protocol,
smart contract, or decentralized
applications.

/ Non-validator or mining nodes, at
least in traditional Proof-of-Work and
Proof-of-Stake systems, tend to act

as “sovereign entities” with equal
decision-making power to individually
engage and stop engaging in relaying
transactions across the network, store
the ledger information, and accept or
reject validated transactions that don’t
follow the consensus rules. There have
been occasions where non-validator or
non-mining nodes have also engaged

in seemingly democratic governance
practices. A notable example is the
case of Bitcoin Improvement Proposal
148 (BIP 148). This proposal introduced a
User Activated Soft Fork (UASF) inviting
full nodes to run software supporting
the activation of SegWit. This approach
chooses to give more decision-making
power to the full nodes, who can express
their preferences independently of
miners, with the threat that if miners do
not comply with their choices, they will
simply ignore blocks that do not respect
the soft-fork upgrade.

/ Miners and validators usually behave like
“plutocratic groups,” where more “wealth”
in the form of computing power or,
especially, 2> staked tokens tends to lead
to more decision-making power.
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/ Token holders and investors, broader
ecosystem organizations, and users
affected by supply and demand market
forces can also behave in a plutocratic
manner, where more economic power
leads to more influence.

/ Policymakers, lawmakers, and regulators
are elected or appointed based on the
governance rules of the corresponding
international organization or the political
system of the relevant jurisdiction.
Across the world, the most influential
figures in regulating the blockchain space
usually work in international organizations
such as the International Monetary Fund
(IMF), the Financial Action Task Force
(FATF), and the World Bank (WB). There
are also agencies and representatives

of powerful nations such as the United
States, the European Union, European
countries such as France and Germany,
and China.

Additionally, given the polycentric nature
of public blockchain networks, the extent
to which a specific stakeholder group has
the ability to sway decision-making in a
particular governance area is also worth
analyzing:

/ Based on the design of blockchain
technology, blockchain systems are
characterized by relatively lower costs
to “exit” than other complex, more
centralized traditional systems such as
nation-states or private companies.2® In
terms of governance, this means that
whenever a stakeholder group (e.g.,
founding teams or software developers)
can exert influence in a governance
area (e.g., drafting secondary rules,
deciding on contribution rewards
policies, or technical standards for
interdependencies) the parties that
disagree or feel disadvantaged are not
obliged by a coercive authority to stay—
they can “leave” the system (e.g., non-
validator nodes can cease participating
in a network, token holders can sell
their tokens, and broader ecosystem
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organizations and users can move to
another network). These parties can even
propose and encourage a “hard fork” or
split of the chain. However, because of
network effects (where the value or utility
of a product or service increases as more
people use it), even if the exit is relatively
straightforward, the economic (and
political) costs of stakeholders “exiting”

a network must also be factored in the
governance decisions.

[ More importantly, in contentious
governance areas such as software
updates—particularly changes to block
production and monetary policy—some
stakeholders have a credible capacity
to counteract controversial decisions

of another stakeholder. For example,
miners and validators can reject changes
to a blockchain protocol proposed by
software developers or founding teams
by simply not updating their software.
This power creates a check against
unwanted or controversial changes. If a
significant portion of miners or validators
do not adopt a proposed update, it can
lead to a hard fork or chain split.

Finally, the same individual or entity can
participate in a blockchain system through
different stakeholder roles. For instance, it is
not uncommon to see active contributors,
software developers also be validators, or
broad ecosystem organizations also run full
nodes.

Governance mechanisms

Besides what decisions are being made and
who is involved in making them, there is the
question of how decision-making happens.
Governance mechanisms can be categorized
according to multiple criteria. We distinguish
here between two important modalities:

/ On-chain governance mechanisms
(also referred to as “governance by the
infrastructure’) # refer to those enshrined
into the blockchain code and, therefore,
transparent and highly resistant to
change. These include:

- Ex-ante rules and processes that

come “baked” into the blockchain

protocol, such as consensus
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algorithms specifying how to produce
and add new blocks of transactions.

- Ex-post rules and processes

to amend existing governance
dynamics and create new ones, such
as on-chain signaling and on-chain
voting, which record the expressed
preferences on the blockchain itself.

In traditional Proof-of-Work and Proof-
of-Stake blockchain systems, on-chain
mechanisms frequently give rise to
relatively oligarchic power distributions,
where decision-making tends to
accumulate in the hands of technical
experts (software developers) who design
ex-ante rules or wealthy stakeholders
(miners/validators, token holders) who
express their preferences through on-
chain signaling or voting.

| Off-chain governance mechanisms
(also referred to as “governance of the
infrastructure”)?® include any decision-
making process that is not automatically
recorded into the blockchain and, thus, is
less transparent (or less publicly visible)
but more flexible. These include
- Mechanisms developed by the
blockchain community of reference,
such as
-In-person mechanisms, from
private stakeholder meetings to
public conferences.
-Online mechanisms, like
community debates on social
media, dedicated online platforms
(e.g., governance forums or
GitHub repositories), and off-
chain signhaling and off-chain
voting where the preferences
are not recorded directly on the
blockchain.
- Mechanisms developed by public
and private third parties that affect
the blockchain community, such
as national laws and regulations,
contractual agreements, or
technology standards.

Since off-chain mechanisms are less
transparent, the power distribution they
favor is, by definition, harder to measure.
While they can be more democratic
by encouraging broader community
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participation in governance through
conferences or debates, behind-the-
scenes conversations among influential
figures (e.g., founders or investors) can
have the opposite effect. We will explore
governance mechanisms in greater depth

later on.

To more precisely determine who
influences various governance
decisions and through what
mechanisms, it is essential to unravel
the complex and multi-layered nature

analysis allows blockchain communities
to identify practices that may not

align with their interests or values.
Recognizing these misalighments is
crucial for proposing rules, processes,
and mechanisms that more accurately
reflect their preferences and priorities.

16 Ralf wandmacher,
“Tokenomics,” in
Cryptofinance and
Mechanisms of Exchange: The
Making of Virtual Currency,

ed. Stéphane Goutte, Khaled
Guesmi and Samir Saadi
(Springer International
Publishing, 2019), 113-123,
https://doi.org/101007/978-3-

- of blockchain systems. Undertaking this |

following its own distinct
protocol.

18 Shermin Voshmgir

and Michael zargham,
“Foundations of
Cryptoeconomic Systems,”
Research Institute for
Cryptoeconomics, Vienna,
Working Paper Series 1 (2019),
https://assets.pubpub.org/

030-30738-7_7

17 A “soft fork” is a backward-
compatible update to the
blockchain protocol. It
introduces changes that

are not in conflict with

the existing rules. Nodes
(computers) that do not
upgrade to the new protocol
can still participate in
validating and verifying
transactions, although they
might not be able to utilize
new features. A “hard fork” is
a significant change to the
blockchain protocol that is
not backward-compatible.

It creates a permanent
divergence from the previous
version of the blockchain;
nodes running the old version
will not accept blocks created
by the new version, and vice
versa. This often results in a
split of the blockchain into
two separate paths, each

sy02t720/31581340240758.
pdf. Primavera De

Filippi et al., “Report on
Blockchain Technology and
Polycentricity,” (forthcoming).
19 While they are connected
to blockchain networks, DAOs
are governed following special
dynamics and, therefore,

are out of the scope of this
report.

20 The VP of Galaxy Digital
spoke at Pragma New York
2023 on the Ethereum
Governance Process
highlighting the role played by
developers of layer 2 rollups
in the drafting and passing of
EIP-7516. See: Christine Kim,
“The Ethereum Governance
Process,” ETHGIlobal Youtube,
September 29, 2023
https://wwwyoutube.com/
watch?v=2T4h-rowu44

21 Eric Alston, “Constitutions
and Blockchains: Competitive

27 /| A Responsible Decentralized Technical Governance Ecosystem

Governance of Fundamental
Rule Sets,” Case Western
Reserve Journal of Law,
Technology & the Internet

11, no. 1 (2020), https:/
scholarlycommons.law.case.
edu/jolti/volli/iss1/6

22 Rong Han et al., “How

can incentive mechanisms
and blockchain benefit

each other? A survey” ACM
Computing Surveys 55, no.

7 (2022): 1-38, https://doi.
org/101145/3539604

23 De Filippi, P. & Loveluck, B.
(2016). The invisible politics of
Bitcoin: governance crisis of a
decentralized infrastructure.
Internet Policy Review. https://

plutocratic dynamics at a
greater extent than mining.
See: Alberto Leporati,
“Studying the Compounding
Effect: The Role of Proof-of-
Stake Parameters on Wealth
Distribution,” in Proceedings
of the Fifth Distributed Ledger
Technology Workshop (DLT
2023), ed. Paolo Mori, lvan
Visconti and Stefano Bistarelli,
(2023), https://ceur-ws.org/
Vol-3460/papers/DLT_2023_
paper_2.pdf. Md Sadek
Ferdous et al., “Blockchain
Consensus Algorithms:

A Survey;” arXiv, (2020),
https://doi.org/10.48550/
arXiv.2001.07091

hal.science/hal-01382007

24 Sandra Faustino, Inés
Faria and Rafael Marques,
“The myths and legends of
king Satoshi and the knights
of blockchain’, Journal of
Cultural Economy 15, no. 1
(2021): 67-80, https://doi.org/104
080/17530350.20211921830
25 Arguments have been
made that because
computing power does

not guarantee a Return On
Investment (ROI) in mining,
whereas, in the absence

of slashing, staking does,
staking tends to accentuate

26 Alston, “Constitutions
and Blockchains.” De Filippi
et al., “Report on Blockchain
Technology & Legitimacy”

27 Primavera De Filippi and
Greg McMullen, “Governance
of blockchain systems:
Governance of and by
Distributed Infrastructure,”
Blockchain Research Institute
and COALA, (2018), https:/
hal.science/hal-02046787/
document

28 ibid.

Project Liberty Institute // BlockchainGov


https://doi.org/10.1007/978-3-030-30738-7_7 
https://doi.org/10.1007/978-3-030-30738-7_7 
https://assets.pubpub.org/sy02t720/31581340240758.pdf
https://assets.pubpub.org/sy02t720/31581340240758.pdf
https://assets.pubpub.org/sy02t720/31581340240758.pdf
https://www.youtube.com/watch?v=2T4h-r9wu44
https://www.youtube.com/watch?v=2T4h-r9wu44
https://scholarlycommons.law.case.edu/jolti/vol11/iss1/6
https://scholarlycommons.law.case.edu/jolti/vol11/iss1/6
https://scholarlycommons.law.case.edu/jolti/vol11/iss1/6
https://doi.org/10.1145/3539604
https://doi.org/10.1145/3539604
https://hal.science/hal-01382007
https://hal.science/hal-01382007
https://doi.org/10.1080/17530350.2021.1921830
https://doi.org/10.1080/17530350.2021.1921830
https://ceur-ws.org/Vol-3460/papers/DLT_2023_paper_2.pdf
https://ceur-ws.org/Vol-3460/papers/DLT_2023_paper_2.pdf
https://ceur-ws.org/Vol-3460/papers/DLT_2023_paper_2.pdf
https://doi.org/10.48550/arXiv.2001.07091
https://doi.org/10.48550/arXiv.2001.07091
https://hal.science/hal-02046787/document
https://hal.science/hal-02046787/document
https://hal.science/hal-02046787/document




VI. Planned vs.
Actual Decentralization

“Decentralization across blockchain
projects faces a pivotal obstacle:

the absence of a universally accepted
definition”

Finding

Many blockchain communities aspire
to maintain or increase decentraliza-
tion over time, although many lack a
clear and operationalized definition of
“decentralization” Many factors can
affect power distribution in blockchain
systems, including of both on-chain
dynamics, such as consolidation of
power in mining and validators pools,
and plutocratic token-weighted voting,
and off-chain dynamics, such as growing
governance complexity, early entrench-
ment of power, and external regulatory
pressure).

Lack of Clear Definition of
Decentralization

Several blockchain systems' founders,
founding teams, and legal entities have pulb-
licly expressed their ambition to “progres-
sively decentralize” their governance. In fact,
‘decentralization enjoys almost a mythical
status in the ecosystem,?® even though it
can be hard to observe and evaluate. The
first barrier is the lack of a clear definition of
what “decentralization” actually means, both
generally for blockchain systems and specifi-
cally for each blockchain network.

Several scholars have made an effort to

lay the conceptual foundations of “decen-
tralization” in the context of government
institutions %, geographic political units®,
or in the process of governance itself®,
However, regarding blockchain systems, the
first publicly known attempt at address-
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ing decentralization came from Ethereum
co-founder Vitalik Buterin in February 20173,
Buterin distinguished between “architectural
(de)centralization™—i.e., the number of nodes
that make up the system—, “political (de)
centralization—i.e., the number of individu-
als and organizations that ultimately control
these nodes—, and “logical (de)centraliza-
tion—ie. the interfaces and data structures
presented and maintained by the system.
For Vitalik, “blockchains are politically decen-
tralized (no one controls them) and archi-
tecturally decentralized (no infrastructural
central point of failure), but they are logically
centralized (there is one commonly agreed
state, and the system behaves like a single
computer) 3

A couple of months later, technologist and
entrepreneur Balaji Srinivasan introduced
the Nakamoto Coefficient,®® another attempt
at concretely measuring decentralization in
blockchain systems. Contrary to Buterin’s
article, Balaji posited that decentraliza-

tion was not a binary, but a spectrum. He
contended that understanding the level

of decentralization in a blockchain system
involved examining the minimum number of
entities that, if they were to collude, could
effectively control the system (typically by
reaching more than 50% of the network’s
resources or decision-making capacity).

The blockchain networks included in the
original article authored by Srinivasan are
Bitcoin and Ethereum, which he subdivided
into several subsystems, each with their own
measures of decentralization: the “mining”
operations on the network (back then, both
were Proof-of-Work networks), calculat-

ed through the number of computational
resources invested into the network; the
variety of “clients” available to access the
network, measured based on unique “‘code-
bases” or bodies of source code for a given
software program; the influence of “core”
developers, depending on their respective
number of “commits” or recorded changes to
the main client Github repository; the various
“exchanges” on the market for their native
tokens, whose power is based on their 24
hours trading volume; the number of “nodes”
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on the network independently verifying all
transactions according to the consensus
rules and distributed across multiple coun-
tries; and, finally, the “owners” of their native
token in amounts larger than the equivalent
to 500,000 USD. Balaji found that, for Bitcoin,
the most centralized areas were that of soft-
ware clients, cryptocurrency exchanges, and
network nodes, whereas, for Ethereum, the
influence of core developers was quite more
centralized than in Bitcoin.

While the Nakamoto Coefficient was an in-
teresting first attempt at measuring decen-
tralization in blockchain systems at different
layers, it failed to reflect the full complexity
of their power distribution and governance
frameworks. Since then, various researchers
have worked on more comprehensive and
stratified taxonomies. One of these taxon-
omies identified six architectural layers (i.e.,
governance, network, consensus, incentive,
operational, and application) and thirteen
“aspects of centralization” within them, which
were exemplified with Bitcoin and Ethereum
as case studies.®® A newer taxonomy looks
into additional blockchain networks such as
Avalanche, Cosmos, Cardano, Polkadot, and
Zcash. It proposes to look into eight layers
(ie., hardware, software, network, consensus,
tokenomics, API, governance, and geogra-
phy). For each system layer, it identifies one
or more “resources’ (the layer’s basic “unit”)
and the relevant “parties” that control the
resource, directly or indirectly. When control
of a resource within a specific layer is rath-
er centralized, the taxonomy highlights the
impact of centralization on one or more “key
properties” of blockchain systems, including
safety, liveness, stability, and privacy? Other
research has focused on forces that tend to
propel (re)centralization in blockchain sys-
tems through time. For example, the ideo-
logical pursuit of “maximal decentralization”
can conflict with other values like technical
efficiency or governability. Founding teams
and core developers tend to retain substan-
tial control over governance when relying

on rough consensus as a decision-making
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mechanism. The need for external recogni-
tion or for connecting blockchain systems
with the “outer world” while ensuring legal
compliance also tends to lead to recen-
tralization. Finally, the impact of incentive
mechanisms built into blockchain systems
and affecting stakeholders’ behaviors can
also lead to (re)centralization of power.
Interestingly, the aftermath of “existential
threats” like bugs, hacks, and other security
breaches can encourage decentralization as
a pragmatic means to remove single points
of failure.3®

The examples above reveal a lack of a
universally accepted definition of “decen-
tralized governance” across different sys-
tems. The lack of a standardized method
for implementing decentralization further
complicates comparing it across various
projects. This also makes it challenging to
discern whether a project merely professes
its commitment to decentralization or genu-
inely enforces and upholds it.

Announcements of “Progressive Decen-
tralization”

still, many blockchain communities have
discussed and, in some cases, publicly
committed themselves to decentralizing
decision-making power across different
governance areas in a process that is usually
referred to as “progressive decentralization”*®

Sometimes, progressive decentralization

is driven by stakeholder groups other than
the original founders and founding teams.
For example, the Stratum protocol, which is
widely used in Bitcoin mining, was developed
as a collaborative effort between a few min-
ing pools and other relevant mining enter-
prises. Due to concerns over power central-
ization in the hands of mining pools, Stratum
V2 introduced several improvements, in-
cluding “job negotiation” for individual min-
ers to select their own transaction sets for
new blocks, rather than relying solely on the
mining pool’s choices, thereby increasing the
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“Technical advancements have sparked
are-centralization trend in blockchain,
fueled by professionalized mining pools
and token-based governance, offsetting
the decentralized ideals within decision-
making areas beyond block production.”

decentralization of transaction selection in
the mining process.*®

In other cases, greater decentralization has
been discussed by the blockchain commu-
nity at large. For instance, in the context of
Zcash, the community launched the Zcash
developer fund in 2016 (initially known as

the Founder’s Reward), which allocated 20
percent of Zcash'’s block rewards to the
founders, investors, and development sup-
port. Four years later, in 2020, a Zcash Im-
provement Proposal (ZIP) 1014 was approved,
continuing the allocation of 20 percent of
mining rewards for community funding, but
with a revised distribution structure aimed
to enhance product decentralization: 35
percent to the Electric Coin Company (ECC),
25 percent to the Zcash Foundation, and 40
percent for third-party development.

Most of the time, however, progressive
decentralization is driven by founders and
founding teams. For instance, after the exe-
cution of the “Ethereum Merge” in Septem-
ber 2022, which completed the transition of
the Ethereum network from Proof-of-Work to
Proof-of-Stake, most of the block production
on Ethereum is done through centralized
operators. During Korea Blockchain Week
2023, Ethereum founder Vitalik Buterin iden-
tified the centralization of block production
as a major issue confronting the Ethereum
network. He suggested that this challenge
should be tackled by reducing the costs and
simplifying the process of operating valida-
tor nodes. Vitalik noted that removing the
reliance on centralized service providers was
part of the Ethereum roadmap but that, in
practical terms, it would probably take de-
cades to implement.
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Similarly, with the introduction of the Opti-
mism (OP) Collective in April 2022, the Op-
timism Foundation committed to ensuring
“digital democratic governance” for the “rap-
id and sustainable growth of a decentralized
ecosystem.” The plan introduced a du-
al-house system including the Token House
(composed of token holders who had re-
ceived OP tokens via Airdrop) responsible for
voting on a series of governance areas, such
as software updates, and the Citizen House
(comprising individuals and entities elected
based on reputation measured through a
series of attestations) in charge of governing
the distribution of retroactive public goods
funding. In 2023, OP Labs announced a plan
for “technical decentralization” of the OP_
Stack codebase that forms the backbone
of Optimism. Among the “milestones” of that
plan, OP Labs proposes the creation of a Se-
curity Council that will help manage software
updates.?

In June 2023, Polkadot announced the
launch of a new governance framework
called OpenGov (or Governance V2), cata-
lyzed by a desire to “further decentralize Pol-
kadot” This involves dissolving two central-
ized governance bodies: “the Council” whose
responsibilities, including the governance of
treasury allocation, will be transferred to “the
public’, (ie., the DOT token holders). and the
“Technical Committee,” in charge of submit-
ting “emergency proposals,” which will be
replaced by the “Polkadot Technical Fellow-
ship” with the power to whitelist proposals
based on their urgency.

One month later, Polygon presented the
Governance 2.0 framework for “decentral-
ized ownership and decision-making over
all Polygon protocols and the ecosystem?”
The framework consists of three pillars: (1)
protocol governance, expanding the scope
of the Polygon Improvement Proposal (PIP)
framework to eventually cover the entirety
of the Polygon permissionless stack, giving
the community a formal way to research
and propose upgrades that may eventu-
ally become part of protocols; (2) system
smart contracts governance, creating the
“Ecosystem Council” to take care of the
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additional governance steps involved in
upgrading smart contracts; (3) community
treasury governance, with the introduction
of a funding source for public goods, sup-
porting projects and initiatives in the Polygon
ecosystem, governed by an independent
Community Treasury Board which communi-
ty members will eventually elect.

Finally, Cardano initially set up a Roadmap
with three phases of decentralization. The
initial “Byron phase,” during which the Car-
dano network was federated, was followed
by the “Shelley phase,” progressively shift-
ing control to the Cardano community by
enabling community-run nodes and intro-
ducing a delegation and incentives scheme
to encourage stake pool participation within
Cardano’s Proof-of-Stake framework. In 2023,
Cardano launched the last phase of its road-
map, called “Voltaire”* Voltaire introduces an
on-chain voting mechanism for ADA holders
to present “governance actions,” which are
not to be confused with Cardano Improve-
ment Proposals. Governance actions can

be submitted by paying a transaction fee.
Voltaire also allows ADA holders to vote on-
chain for treasury allocations* The Cardano
Improvement Proposal (CIP)-1694 instigat-
ed a significant change to governance by
introducing two new governance bodies with
specific functions in addition to the al-
ready-existing body of stake pool operators
(SPQs). Firstly, a constitutional committee or
group of persons and organizations that col-
lectively guarantee the Cardano Constitution
is respected by voting on the constitution-
ality of governance actions. Secondly, a
group of delegated representatives (DReps)
to which ADA holders will generally delegate
their voting rights. ADA holders can also
register themselves as DReps and delegate
voting power to themselves.

On-Chain Dynamics

The attempts at defining and measuring
decentralization, as well as steps taken by
some blockchain systems, show that there
are at least two types of on-chain forces that
tend towards (re)centralization.

/ One relates to consensus algorithms
over block production (i.e, how way in
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which consensus over an updated ledger
state is achieved). To be decentralized,
consensus algorithms require that the
probability of producing the next block is
evenly distributed across a large network
of independent nodes. In Proof-of-Work
(PoW) consensus, this probability can be
skewed if miners or mining pools have
outsized computational resources which
increase their chances of mining the next
block.

In many Proof-of-Stake (PoS) consensus
algorithms, probabilities become simi-
larly skewed when validators control an
outsized stake in the network. Today, as
mining and validating have become pro-
fessionalized industries over time, relying
on specific pieces of hardware and often
organized in validator or mining pools,
PoW, and especially PoS* and Delegated
PoS blockchain networks, face important
re-centralization tendencies.

/ Another area relates to governance

via token-weighted on-chain voting. In
many blockchain systems, token holders
play a role in several governance areas,
such as treasury management or proto-
col upgrades through different on-chain
voting mechanisms. This often results in
a plutocratic governance system (‘rule
by wealth”) where more tokens ultimately
lead to more “voice”. This can be prob-
lematic especially if initial token distribu-
tion was geared towards a few powerful
actors. For example, both Polkadot and
Optimism allocated significant gover-
nance tokens to early investors and team
members. While the projects are mak-
ing deliberate efforts to distribute token
holdings over time, governance in these
blockchain systems has been found to
exhibit plutocratic tendencies*

Off-chain Dynamics
Certain off-chain forces may also impact
decentralization within a blockchain commu-

nity.

| As blockchain projects grow and devel-
op over time, their complexity increase
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significantly. This can be observed both in
the amount of governance documenta-
tion produced by various projects and the
vast tacit knowledge that interviewees
reported is, at times, necessary to partic-
ipate in decision-making processes effec-
tively. This can entrench decision-making
power in early members with a better
understanding of the context and history
of the blockchain system, thus inhibiting
new members or those with less time to
participate in decision-making from par-
ticipating effectively.

| Except for Bitcoin, whose founder re-
mains anonymous and inactive, project
founders typically assume an important
governance role, sometimes as a “spiri-
tual leader” or “benevolent dictator” This
dynamic has been observed across many
online communities predating Web3#
Yet, for blockchain networks that aspire
to pursue a progressive decentralization
strategy, it might be necessary to explore
founder exit and succession strategies in
more detail.

| External actors, like policymakers, law-
makers, and regulators, may also impact
progressive decentralization. For example,
the United States Securities and Ex-
change Commission (SEC), when applying
securities laws, accounts for the decen-
tralization of cryptocurrency projects in

order to assess whether the issuance
thereof might qualify as security issuance.
Under US. law, the Howey Test (from the
Supreme Court’s decision in SEC v. W.J.
Howey Co) stipulates that an investment
contract is considered a security if it in-
volves: (a) an investment of money, (b) in a
common enterprise, (c) with an expecta-
tion of profit, (d) derived primarily from the
efforts of others. Many cryptocurrencies
and ICOs that are issued and promoted
by centralized profit centers could fall
under this definition, subjecting them to
securities regulations.

Decentralization is a common goall j
across blockchain networks. Yet, achiev-
ing decentralization may require more |
precise and operationalized definitions

of what decentralization means in dif- }
ferent contexts. Moreover, decentralized
governance requires acknowledging and
overcoming oligopolistic tendencies |
occurring on-chain (at the level of con-
sensus algorithms and token-weighted
on-chain voting) and off-chain (due to
tacit knowledge, complex documen-
tation, and the perceived influence of ‘
founders). }
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V. Govgrnqnce
Formalization

“Maintaining a careful balance of
on-chain and off-chain governance
practices makes it possible to benefit
from a mix of predictability and
flexibility.”

Finding

In the past few years, blockchain com-
munities have witnessed a surge in the
adoption of online written documents
that articulate blockchain rules and
procedures. These documents play a
crucial role in establishing the frame-
work for off-chain and on-chain deci-
sion-making, introducing what can be
termed secondary rules or “rules on
how to make rules” Yet, the blockchain
governance landscape remains char-
acterized by a significant gap between
these written rules and the implicit,
often undocumented, practices that
shape the governance of many block-
chain systems.

Blockchain Constitutionalism 2.0

Secondary rules refer to rules on how to
make, amend, and repeal governance rules.

They can be expressed on-chain or off-chain.

The blockchain protocol or smart contract
rules are part of the “on-chain constitution,
In contrast, the implicit and often unwritten
off-chain governance practices are part of
the “off-chain material constitution” We refer
to the process of formally describing these
implicit off-chain rules in written, formalized
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documents that are part of the “off-chain
formal constitution” as Blockchain Constitu-
tionalism 2,048

Since their inception, all interviewed block-
chain communities, have been formalizing
how governance decisions are (or should be)
made. These written documents can appear
in GitHub repositories, in Discord channels,
and on websites (co)managed by stake-
holder groups like founders and founding
teams, or pseudonymous individuals such as
“Cobra” on the famous Bitcoin.org website*.
Some of these documents can be accessed
on the Avalanche Foundation’s GitHub, the
Cardano website, the Cosmos Hub website,
the Ethereum website, the Filecoin Founda-
tion website, the Optimism Collective web-
site and the OPerating Manual on GitHub,
the Polkadot website, the Polygon blog, the
Tezos website, and Zcash website. Notably,
as of the time of writing, one blockchain
community has (the Optimism Collective)
and another one is in the process of (Car
dano) adopting a “constitution” as a single
unified document laying out important gov-
ernance rules and processes.

An interesting outlier is Bitcoin. Without an
active founder, the formalization of gov-
ernance has not been planned, but it has
organically emerged over time. This process
was very prolific in the early days and stag-
nated in recent years, as seen by the declin-
ing number of Process Bitcoin Improvement
Proposals (BIPs) adopted over time. Some of
the interviewed community members felt that
Bitcoin adopted “dark governance by design”
because of the exponential growth in scrutiny
from policymakers, lawmakers, and regulators.
There seems to be a conscious decision from
community members to keep some gover-
nance practices unwritten to avoid making
“any one person” responsible (and account-
able) for how decisions are made.
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Persisting Informal Practices and Infor-
mation Asymmetry

Despite many public blockchain networks
qualifying as a “transparent record of trans-
actions,” this feature does not necessar-

ily translate into the governance of these
networks. Firstly, formalizing governance can
never completely eliminate unofficial and un-
documented governance practices. In many
cases, multiple stakeholders hold significant
decision-making power over the operations
of a blockchain network, some exercising it
behind the scenes without informing the rest
of the community or being held account-
able for their actions. A particular area where
informal practices tend to occur more fre-
quently is in the context of security breaches
or bugs, as we will explore further in the re-
port. Secondly, written documentation is not
always easy to access (e.g., Avalanche) or to
understand (e.g., Polkadot) by the blockchain
community at large. This creates informa-
tion asymmetries between newcomers and
oldtimers, including founding teams and core
developers.

Legitimacy, Flexibility, and Predictability

As a general rule, people may perceive a
blockchain system as “legitimate” if they be-
lieve governance is conducted in a “morally
acceptable” way and/or in a way that serves
the interests of the blockchain community.>©
Writing down tacit and implicit norms into a
formalized constitution can help build trust
and garner support from community mem-
bers by fostering a sense of accountability
for all the actors involved in the governance
processes. Yet, formalizing governance rules
requires lengthy and careful consideration of
the various governance mechanisms at play
within a particular blockchain community.
When crafting a formal constitution, a bal-
ance must be struck between how flexible

48 Morshed Mannan,
Primavera De Filippi and
Wessel Reijers, “Blockchain
Constitutionalism,” in

Oxford Handbook of Digital
Constitutionalism, ed.
Giovanni de Gregorio, Oreste
Pollicino and Peggy Valcke,
(forthcoming). Another piece
that defines “constitutions” in
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and predictable the governance system
should be. When governance happens on-
chain, it is more predictable but also more
rigid and inflexible. Examples of on-chain
governance are making decisions by to-
ken-weighted on-chain voting mechanisms
where preferences are expressed through
transactions permanently recorded on the
blockchain or using “slashing” as a punitive
measure in Proof-of-Stake networks, where a
portion of a participant’s stake (ie., the cryp-
tocurrency they have locked up as collat-
eral) is removed or “slashed” due to various
forms of misconduct or failure to meet their
responsibilities. Conversely, off-chain gov-
ernance mechanisms, such as debates on
governance forums, preserve flexibility but
lead to more unpredictability or arbitrary
change. Maintaining a careful balance of
on-chain and off-chain governance practices
makes it possible to benefit from a mix of
predictability and flexibility.

Impact

Governance formalization can become
an important opportunity for strength-
ening the legitimacy of blockchain
systems in the eyes of the blockchain
community, and beyond. Yet, blockchain
communities should remain aware of |
the delicate interplay between on-chain |
rules, which are formalized into code,
and off-chain practices, which can

never be completely and fully codified
on-chain. Implementing a hybrid of on-
chain and off-chain rules makes block-
chain governance more flexible and
adaptable to the community’s evolving
needs while preserving the reliabili-

ty and accountability of code-based
mechanisms.

org website is getting a new
owner,” Decrypt, May 21, 2020,
https://decrypt.co/29517/
the-bitcoin-org-website-is-
getting-a-new-owner

50 De Filippi et al., “Report
on Blockchain Technology &
Legitimacy”

blockchain systems through
afunctional perspective is
Michael Zargham et al., “What
Constitutes a Constitution?’
BlockScience Medium, April
7,2023, https://medium.
com/block-science/what-
constitutes-a-constitution-
2034d3550df4.

49 Daniel Phillips, “The Bitcoin.
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V. Governance
Mechanisms

“The dilemma between ‘rough
consensus’ and ‘signaling’ or ‘voting’
shapes how blockchain communities
make amendable governance
decisions.”

Finding

In blockchain systems, the governance
landscape is often shaped by the
contributions and inputs from the
community. Within this domain,

various governance mechanisms are
utilized, each serving as a fundamental
component in the governance process.
Two prevalent mechanisms in this arena
are “rough consensus” and “signaling
and voting” These mechanisms

can be employed either in isolation

or in tandem, giving rise to diverse
decision-making frameworks. In each
blockchain system, the uniqueness

of these mechanisms, combined

with contextual factors such as the
nature of the decision at hand and the
nature and scope of the participants,
introduce distinct governance trade-
offs. These trade-offs play a critical role
in determining the perceived legitimacy
of the decision-making process within
the blockchain community.

Terminology

In the previous sections, we distinguished
governance mechanisms as “on-chain”
versus “off-chain” based on where and
how the decision-making is recorded and
executed. In this section, we distinguish
between governance mechanisms based
on their underlying ethos and structural
processes®™.

/ Rough consensus is a qualitative
and informal mechanism of gauging
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agreement in a group which often
involves extensive discussions, debates,
and deliberation until there is a lack

of strong or significant opposition to a
proposal? Rough consensus doesn't rely
on a strict count of votes but rather on a
general sense of the group's opinion. Its
ethos emphasizes collective agreement
and collaborative problem-solving. This
mechanism is not unique to blockchain
systems. In fact, it was popularized in
Internet governance by the Internet
Engineering Task Force% and extended to
other open-source projects, such as the
Linux Kernel community®* and the Phyton
community, which famously passed the
Python Enhancement Proposals (PEP) O
and PEP 1 that served as inspiration for
early blockchain communities.

/ Signaling and voting are more
formalized and quantitative governance
mechanisms where participants explicitly
indicate their preferences or choices
regarding a proposal or issue within a
specified time frame. Proposals are
passed if a pre-established quorum
and majority thresholds are met. The
inherent ethos of signaling and voting is
not necessarily to encourage opposing
parties to jointly agree on a desirable
outcome, but rather to unambiguously
measure how much support there is
for a particular proposal. While these
mechanisms are a staple in traditional
governance structures, ranging from
corporate boardrooms to national
elections, blockchain technology and
blockchain systems have paved the way
for novel and more intricate signaling
and voting designs. Although the terms
are frequently used interchangeably, in
this report, we choose to distinguish
“signaling” and “voting” based on the
blockchain community's perception of
the anticipated outcomes as binding
(the result ought to be enforced) or non-
binding (the result does not need to be
enforced).

- In signaling, the outcomes are

not considered binding, but rather
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indicative.5® Signaling can happen on-
chain, but it mostly occurs off-chain
through third-party platforms. The
reason is that in blockchain networks
with high transaction fees, signaling
acts as a filtering mechanism to
streamline governance processes,
ensuring that primarily those
proposals with broad support
advance to the formal voting stage,
thereby optimizing governance costs.
- In contrast, voting outcomes

are typically regarded as binding.
While off-chain voting is technically
possible, in practice, it frequently
occurs on-chain.

In this report, “enforceability” in a blockchain
system is understood as implementing a
governance decision determined through a
given governance mechanism. Considering
the complex and multi-layered nature of
blockchain systems, enforceability can—but
not always is, or needs to be—automatically
executed by a blockchain protocol or smart
contract. For example, in Tezos, on-chain
voting is not only aggregates preferences
but also allows for outcomes to be self-
executing by automatically integrating the
results into the blockchain protocol code.
However, merging code changes into the
Bitcoin Core’s GitHub repository in line with
a Standards Track BIP adopted by off-chain
rough consensus is also considered, in and
of itself, an act of “enforcement”

Comparative Analysis of Governance
Mechanisms Across Blockchain
Networks

As previously noted, blockchain systems
may employ these two mechanisms—
either in isolation or combined—across
different governance areas, experimenting
with various configurations depending on
specific needs.

The Bitcoin community adopts many
decisions are adopted through Bitcoin
Improvement Proposals (BIP). The process
for how BIPs work was laid out in 2011
through BIP 0001, amended by BIP 0002,
which is technically the first “secondary rule”
or “rule on how to make rules” to govern a
blockchain network. There are three types
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of BIPs: Process BIPs, which describe or
propose changes to the BIP process itself,
or other processes within the Bitcoin
community. Informational BIPs are designed
for general guidelines or information

sharing and do not necessarily propose

any changes to the Bitcoin protocol. Finally,
Standards Track BIPs, which propose
changes to the Bitcoin protocol, blockchain,
or transaction validation methodTechnically
anyone can be a BIP author and share it in
the Bitcoin Core GitHub repository. If the
BIP editor—usually a well-known Bitcoin
core dev—deems it meets the content and
formatting criteria, it gets published. For a
BIP to pass from “drafted” to “accepted,

it has to meet a rough consensus. In other
words, it should meet “no stark opposition”
from community members. As time passed,
BIP authors began to propose ad-hoc on-
chain signaling mechanisms for miners

to express their support or rejection by
using, for example, the version field in the
blocks they mine. Even if signaling was never
deemed binding, it has played a crucial role
in Standards Track BIPs, such as the ones
that propelled the Segregated Witness (BIP_
0141) and Taproot (BIP 0341 and BIP 0342)
soft forks. .

Ethereum got inspiration from Bitcoin

and adopted a similar framework. In 2015,
community members presented their

own ‘rule on how to make rules” through
the Ethereum Improvement Proposal

(EIP) 1, which had a similar rationale and
review process. Like in Bitcoin, there are
Informational EIPs, Meta (or Process)

EIPs, and Standards Track EIPs. Several
editors were originally assigned to oversee
the quality and clarity of the proposals,
including Ethereum co-founder Vitalik
Buterin. Over time, as needs have evolved,
this team's composition has grown and
changed. To date, EIPs pass from “review”
to “last call” to “final” stages through rough
consensus where, in the case of Core
EIPs—a type of Standards Track EIP—,
protocol core developers play a crucial
role in reviewing and issuing feedback.
While no EIP standardized signaling or
voting mechanisms exist, some have been
proposed and utilized to help resolve
contentious debates. For example, following
the 2016 The DAO hack, the Ethereum
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community conducted a form of on-chain
voting %6 to decide whether to implement

a hard fork to reverse the DAO hack
transactions. The voting was conducted
through Carbonvote, a platform that allowed
token holders to express their preference
by sending a zero-value transaction from
their Ethereum address to a YES or NO
address and paying a transaction fee. A
supra-majority of approximately 85% of the
Ethereum addresses participating said YES
to a hard fork, which effectively occurred on
20th July 2016.

The Zcash community has relied on

rough consensus and, for some Zcash
Improvement Proposals (ZIPs), ad-hoc
signaling mechanisms. The Zcash’s
trademark agreement, one of the
community’s key governance documents,
gives the Zcash Foundation and the ECC
the exclusive right to legally determine what
chain is called Zcash. Still, it stipulates that
they agree to “not make or withhold any
approval, consents, or other decision (...) if
such approval, consent, or other decision
is contrary to the Clear Consensus of

the Zcash community” Proposals by the
community follow the process established
in ZIP. O—which, interestingly, gives credit
to Luke Dashjr, a famous Bitcoin core
developer—and can be rejected if, among
other reasons, “they manifestly violate
common expectations of a significant
portion of the Zcash community”
Throughout time, the community also
incorporated “‘community sentiment
collection polls” For example, in 2019, to
decide on 13 ZIPs related to development
funding, the Zcash Foundation requested
input from the representative community
body known as the Zcash Community
Advisory Panel (ZCAP) through the off-chain
signaling platform Helios Voting Booth and
from the Zcash miners through an on-chain
signaling mechanism.

Similarly, Filecoin stakeholders can submit
a Filecoin Improvement Proposal (FIP)

by following the guidelines outlined in
FIP-0001. FIP-0001 advises FIP authors

to first vet their proposals within the
community, utilizing platforms like the
Filecoin GitHub Repository’s Issues section,
the Filecoin Discourse Forum, and the
Filecoin Community Chat. After drafting

an FIP, authors are tasked with building
community consensus. This process can
involve noting opposing views, responding to
technical concerns, and making necessary
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adjustments to ensure the FIP’s acceptance.
In August 2023, the Filecoin Foundation
introduced the FIPOOO1v2 Initiative #799.
This initiative aims to revise FIP-0001,

deploy improved tools to facilitate the FIP
process, and ensure greater alignment with
community values.

Other blockchain systems also resort

to rough consensus and propose native

or third-party signaling mechanisms. In
October 2023, the Avalanche Foundation
proposed an Avalanche Community
Proposal (ACP) process, also inspired

by Bitcon’s and Ethereum’s “secondary
rules” and aimed at “building consensus’
Contrarily to BIPs and EIPS, however, the
ACP process includes an off-chain signaling
mechanism that ACP authors can—but

are not obliged—to use. It also gives the
Avalanche Foundation a role in issuing “non-
binding recommendations” on ACPs.

The Polygon ecosystem presents similar
aspects. Currently evolving in the framework
of Polygon’s Governance 2.0, the community
relies on Polygon Improvement Proposals
(PIPs) for providing information or describing
a new feature for Polygon or its processes
or environment following the framework

put forward in PIP-1 and PIP-8. The main
discussion space among community
members for all PIPs is the Polygon
Community Forum. Feedback from the
forum is incorporated into the documented
PIPs housed in the Github repository.
Additionally, members of Polygon Labs and
other stakeholders with technical knowledge
gather in online calls such as “Polygon
Governance Calls,” which serve as instances
for addressing questions and suggestions
about potential or in-review governance
proposals. The governance of the PoS

Chain has also relied on off-chain signaling
mechanisms. Traditionally, validators

would conduct polls to signal support or
rejection of ideas in a dedicated Discord
channel. In 2022, Polygon Labs announced
they would use Snapshot as a tool for
consensus gathering in areas such as
offboarding offline validators. Snapshot was
used to conduct a poll on PIP-4: Validator
Performance Management.

Notably, some blockchain communities have
developed sophisticated combinations

of different governance mechanisms. For
example, in Cosmos Hub, token holders

can propose how to spend funds from

the community pool, changes to a core
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on-chain parameter, upgrades to the

chain version, or updates to an IBC client.
Proposals go through an off-chain process
of peer review by community members.

For pushing proposals lives on testnet and
mainnet, members are recommended to
host the detailed documentation on a
separate censorship-resistant data-hosting
platform like IPFS. Once the proposal is

live before it is up to an on-chain vote, 250
ATOM tokens need to be deposited within a
period of a maximum of 14 days. If a quorum
of 40% of the network's total voting power
(staked ATOM) is reached, participants may
select a vote of either 'Yes, 'No, '‘Abstain, or
'NoWithVeto! Proposals pass by a simple
majority of 50% ‘Yes! However, if 33%

votes 'NoWithVeto!' the proposal will fail

and the proposer will lose their proposal
deposit. Results of proposals on funds

from the community pool and parameter
changes cause direct changes to the Hub.
Cosmos Hub also has an on-chain signaling
mechanism called “Text Proposals,” which
are used to record sentiment on-chain but
are considered non-binding and are not
automatically enforceable.

Cardano's governance model is undergoing
a series of changes. The community

relies on two main processes. On the one
hand, there are Cardano Improvement
Proposals (CIP), which, as specified in

CIP-1, present information or changes to

the Cardano ecosystem, processes, or
environment in the Cardano Foundation's
GitHub Repository. The CIP workflow goes
from “proposed.” to “active” or “inactive”
through rough consensus. Interestingly,
every CIP is required to include a clear “path
to active” with a measurable metric used

to gauge when CIPs related to projects

or technologies are “implemented and
released,” when changes to the Cardano
protocol go live on the Cardano mainnet,
and when ecosystem standards achieve
"noticeable adoption within the community"
These “activation criteria” should be
accompanied by a detailed “implementation
plan” Essentially, CIPs must provide a
specific reference or benchmark to indicate
their successful enforcement. CIP Editors
hold meetings that are public, recorded, and
published on YouTube. On the other hand,
there are Funding Proposals (FP), which are
selected through on-chain voting. FPs refer
to proposals put forward by community
members to improve the ecosystem.
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Examples of such proposals might involve
allocating funds for future platform
development or creating new features or
integrations. FPs undergo a voting process
through an application called Project
Catalyst. When a proposal is presented,
any ADA holder can cast a vote on it. Votes
are weighted based on token holdings. The
proposals that garner the most support
are will be awarded funds from the treasury,
as outlined in their respective proposals.
CIP-1694, pivotal in shaping the evolution
of Cardano's governance, introduces two
new governance bodies to existing Stake
Pool Operators. Together, these entities
play a role in the ratification of “governance
actions”, not to be confused with CIPs,

and introduced by ADA holders through

a mechanism of on-chain voting. These
changes are part of the “Voltaire” stage of
Cardano's governance development.

The Polkadot community is in the process of
shifting from Governance V1 to Governance
V2, also known as OpenGov. Until now, the
primary mechanism for the community

to make decisions has been through
“referenda” whose content is discussed
off-chain and decided on-chain through

a platform called Polkassembly. As of
November 2023, with the advent of
OpenGoyv, any DOT holder can draft a
proposal, which is categorized based on
implementation complexity and potential
impact. This categorization helps determine
the appropriate governance process

for each proposal. After a referendum

is created, it enters a “decision period”
during which votes can be cast and
counted. Voters can cast an ‘aye, ‘nay, or
‘abstain’ vote, or, alternatively, split votes
among these categories. For a proposal

to be approved, votes must satisfy the
“approval and support criteria” during

the “‘confirmation period,” otherwise,

the proposal is automatically rejected.
Approved proposals enter the “enactment
period,” where proposed changes are

being executed. Approval is calculated as
the proportion of affirmative (aye) votes,
adjusted for conviction, concerning to the
overall vote weight. Support is measured by
the sum of affirmative and abstained votes
(without any adjustment for conviction) as
a percentage of the total potential votes
within the system. “Conviction” refers to
“conviction voting,” a way for token holders
to boost their voting power by committing
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their tokens to a decision (or keeping

their tokens staked) for a longer period.

The Polkadot community also relies on

a Technical Fellowship, functioning as a
self-governing expert body and primarily
engaged in managing its membership,
approving Request for Comments (RFCs),
and whitelisting proposals for Polkadot
OpenGov. The collective decision of the
members, with votes weighted according to
their respective ranks, forms the considered
opinion of the Fellowship.

In April 2022, the launch of the Optimism
Collective, comprising “communities,
companies, and citizens,” was announced

and stewarded by the Optimism Foundation.

Governance is bi-cameral. On the one
hand, the Token House which is governed
by holders of the OP token, who can vote
directly or delegate their voting power to

an OP delegate. Currently, they vote on
matters such as governance fund grants,
protocol upgrades, inflation adjustment,
director removal, treasury appropriations,
and rights protection. On the other hand,
the Citizens’ House, is “an experiment in
non-plutocratic governance” using a one-
person, one-vote system and responsible
for retroactive public goods funding (RPGF)
generated by the revenue collected by the
network. Its responsibilities are expected to
increase with time. Citizens are supposed to
be elected based on a series of attestations
relevant to the eligibility process. Following
an announcement in July 2023, the
Citizens’ House will determine Citizenship
Eligibility, and the Token House will have

the power to veto. To date, Citizenship
expansion has been administered by

the Optimism Foundation. In December
2022, the Optimism Foundation proposed
transitioning from Snapshot into on-chain
voting through Agora, where OP Delegates,
the stewards of the Optimism Token House,
make governance decisions on their behalf.
The Optimism Collective is undergoing a
process ‘governance reflection period” As
of December 2023, the Optimism Collective
is undergoing a “governance reflection
period. According to the OPerating Manual,
both Houses should make governance
decisions through governance proposals.
Most proposal types are posted in the
Governance Forum for feedback, following
a Standard Proposal Template. After a
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governance administrator creates a Voting
Cycle Roundup, stakeholders responsible
for deciding on each type of proposal (either
OP Delegates or Citizens) are invited to

vote. Proposals shall pass depending on

the quorum, approval, and—for the Citizens’
House—veto thresholds.

Finally, governance in Tezos is a multi-
phase process that relies on on-chain
voting over proposals for amending the
economic protocol that, if approved, have
their outcomes automatically enforced.
The amendment process in Tezos involves
a structured sequence of five periods
spanning approximately two and a half
months, with voting power tied to the
number of XTZ tokens held by delegates.
The process begins with the “proposal
period,” where delegates submit or upvote
proposals. The most supported proposal
that meets the quorum advances to the
“exploration period,” where delegates

vote Yea, Nay, or Pass. If a super-majority
approves and quorum is met, it moves to
the “‘cooldown period” for further off-chain
scrutiny. Next is the “promotion period,” with
another round of voting. If this also achieves
a quorum and a super-majority of affirmative
votes, the proposal enters the “adoption
period” While the quorum threshold during
the first voting was close to 80% of the
stake, it has since been adjusted to ensure
that the amendment process can continue
even if some delegates stop participating.
The supra-majority is reached if the
cumulated stake of Yea ballots is greater
than 8/10 of the cumulated stake of Yea
and Nay ballots. During the final “adoption”
phase, developers release tools supporting
the new protocol, and various stakeholders
update their systems. The proposal is
activated at the end of this period, with the
new economic protocol taking effect from
the first block following this period.

Legitimacy, Contextual Factors, and
Trade-offs

As mentioned in the “Governance
Formalization” insight, whether the
community will consider the governance
of the blockchain system legitimate is
usually contingent on the moral alighment
or the perceived benefit to the interest

of its members.5” Thus, contemplating the
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potential consequences of using one of
several governance mechanisms is pivotal.
However, the comparative examination of
blockchain systems shows that discerning
the trade-offs inherent to mechanisms

like “rough consensus” and “signaling and
voting” is a nuanced task, often eluding
broad generalizations. Contextual factors,
such as the nature of the governance
decision and the diversity and scope of the
participating stakeholders, deeply influence

manipulation of public opinion by influential
entities. On the other hand, signaling and
voting tend to offer more measurable, time-
bound decision-making processes but

are not without issues. When happening
on-chain through token-weighted systems,
they inherently lean towards plutocracy.
The pseudonymity of public blockchains
might also compromise anonymity, deterring
honest expression among participants wary
of backlash and facilitating the proliferation

these trade-offs. For instance, employing
rough consensus among a small group of
developers discussing technical standards
significantly differs from using it for wider
community deliberations on contentious
software upgrades. Similarly, the dynamics
of token-weighted on-chain voting among
alighed token holders may contrast sharply
with using this mechanism for decisions
that seem to benefit more directly token-
holders with high stakes. However, with
these gradients in mind, the explored
governance mechanisms can lead to some
distinct scenarios. Rough consensus, while
ostensibly more “democratic” in allowing
participation of non-token holders, faces
challenges in determining when consensus
is truly reached, potentially leading to
protracted, unresolved discussions or

51 It is important to remember
that this section dwells on
governance mechanisms
that amend or develop new
rules, as opposed to on-chain
and ex-ante governance
mechanisms that are already
“baked” into the blockchain
code, such as consensus
algorithms.

52 Rough consensus does
not require unanimous
decision approval. Still, it is
not considered “achieved”

if a bit less than half of the
decision-makers clearly
express disagreement. See:
Jones, B. (1994). A comparison
of consensus and voting

in public decision making.
Negotiation Journal, 10(2),
161-171. https://doi.org/101007/

BF02184175

53 Pete Resnick, “On
Consensus and Humming in
the IETF” Internet Engineering
Task Force, June, 2014, https:/

of “automated bribery protocols.’s®

Blockchain communities must 3

- carefully consider the implications

- of these governance mechanisms.
Whether these are used individually
or in combination, in their simpler

or more sophisticated forms, “rough
consensus” and “signaling and voting”

encourage behaviors that can be either
constructive or detrimental to the 3

. network’s sustainability and resilience,
- ultimately influencing stakeholders’
perceptions of the legitimacy of the
blockchain system.

Bitcoin Magazine, June 20,
2017, https://www.nasdag.com/
articles/bitcoin-miners-are-
signaling-supportforthe-new-

york-agreement:-heres-what-

datatrackerietforg/doc/
rfcr282/

54 Greg Kroah-Hartman,

“9 lessons from 25 years of
Linux kernel development,”
Opensource.com, December
14, 2016, https://opensource.
com/article/16/12/yearbook-9-
lessons-25-years-linux-kernel-
development

55 For examples on why

we define signaling as non-
binding, even when on-chain,
see: Bitcoin Magazine, “Bitcoin
Miners Are Signaling Support
for the New York Agreement:
Here’s What that Means,”
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that-means

56 There is an ongoing
discussion on what “on-
chain voting” is supposed

to encompass. See, for
example, ZeusLawyer, “For
decentralized governance on
Ethereum, why is Snapshot
considered “off-chain” but
Tally considered “on-chain”?”
[Forum post], Ethereum
Stack Exchange, May 2,

2022, https://ethereum.
stackexchange.com/q/127331.
In this report, on-chain voting
involves issuing preferences
through transactions in the

blockchain, usually paying
transaction fees, even if

the final vote count and

tally is done, off-chain and
the results were deployed

on a traditionally hosted
website such as in the case of
Carbonvote back in 2016.

57 Phillips, “The Bitcoin.org
website is getting a new
owner”

58 For more information
about automated bribery
protocols, particularly in the
Decentralized Finance (DeFi)
space, see: Liam J. Kelly,

“DEFI bribes are on the rise,”
Decrypt, Jan 13, 2022, https://
decrypt.co/90276/defi-bribes-
are-on-the-rise
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VI. Security Measures
and Breaches

“Core developers and security teams
remain among blockchain governance’s
most trusted stakeholders.”

Finding

In the context of many blockchain
systems, the adoption of preventive
security measures and, in particular, the
handling of security breaches usually
involve exceptional governance pro-

- cesses or mechanisms that extend be-
- yond ‘regular” governance areas. These
emergencies or “states of exception”
sometimes entail the centralization of

- decision-making power by founders,

- founding teams, and software deve-
lopers in ways that some community
members may perceive as controver-
sial.

Preventive Security Measures

Preventive security measures comprise a
variety of practices and technologies used
to protect blockchain networks from speci-
fic threats and vulnerabilities. These inclu-
de safeguarding the network from external
attacks aimed at disrupting its operations,
such as Distributed Denial of Service (DDoS)
attacks®®, evaluating the robustness of
consensus algorithms against potential
take-overs, such as through 51% attacks,

or ensuring that smart contracts execute
as intended without any room for exploits.
The design and implementation of preven-
tive security measures require input from
tech-savvy individuals, either in-house se-
curity teams, third-party service providers,
or external contributors submitting bugs or
vulnerabilities for fun or with an expectation
of rewards.
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Often, in-house security teams are set up
and employed by the legal entities asso-
ciated with a particular blockchain network
(e.g., the security team hired by the Ethe-
reum Foundation). These are usually res-
ponsible for designing, implementing, and
overseeing security measures, following res-
ponsible disclosure, response, and reporting
processes. Bitcoin represents an interesting
case of a blockchain community with no
in-house (i.e., “hired”) security team. Howe-
ver, the Bitcoin community has delineated a
process for responsible disclosure of secu-
rity bugs. Reports can be submitted through
encrypted emails to Bitcoin core developers
or through the Bitcoin Core GitHub repo-
sitory. They are handled by Bitcoin core
developers, who usually disclose and report
patches on the Bitcoin core website.

Blockchain communities occasionally rely on
bug bounty programs to incentivize people
with technical expertise to identify poten-
tial threats and vulnerabilities before they
become known to the world at large. For ins-
tance, the Ethereum Foundation uses a bug
bounty platform that rewards bug reporters
with up to 250,000 USD, depending on the
severity of the issue. Avalanche also imple-
mented a bug bounty program deployed on
HackenProof, a “Web3 bug bounty platform
for crypto projects;” with potential rewards
of up to 100,000 USD. Similarly, the Tezos
Foundation has set up a bug bounty pro-
gram where anyone—except for Tezos core
developers or contractors—can report a
bug by submitting an encrypted email to the
Foundation’s security team, which rewards
the author of valuable submission with a
particular amount of XTZ.
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“Exceptional governance processes in
blockchain, particularly during critical
bug reports and security breaches,
often necessitate a ‘state of exception,
leading to centralized authority.”

Another common practice in the ecosys-
tem is for blockchain systems to under-

go third-party security audits. Avalanche
recently announced the auditing of its main
architectural components in the footsteps
of Cardano’s IOHK, Cosmos, Filecoin, Opti-
mism, Polkadot, Polygon, Tezos, and Zcash.
Blockchain communities have also establi-
shed processes or developed products and
services for auditing projects built on their
network, such as Cardano’s CIP-52.

Processes and Mechanisms for
Unanticipated Events

Even when blockchain communities invest

a lot of effort and resources in preventive
security measures, unanticipated events
can still occur. Some blockchain communi-
ties have established specific governance
processes that only become effective in the
contingency of security breaches, such as
hacks and attacks. These processes tend to
increase the transparency of how unantici-
pated events are handled and may give the
blockchain community a way to hold deci-
sion-makers to account. Still, the individuals
directly involved in the decision-making
processes during these emergencies retain
considerable discretion.

In September 2023, the Optimism Collective
voted to introduce a Security Council, whose
role and responsibilities are described in
the OPerating Manual. During normal opera-
tions, the Security Council would implement
protocol updates and designate the roles
of actors involved in block production, such
as sequencers, proposers, and challengers.
During “emergencies,” it would be in char-

ge of ensuring the safety of the network

by “proactively addressing issues” such as
bugs, defects, unplanned maintenance, or
any concerns impacting the security, stabi-
lity, integrity, and availability of the OP Stack
or any OP Chain. To safeguard the Security
Council from legal liability, each member
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can “undertake actions deemed necessary
for legal compliance;” as advised by them-
selves or the Optimism Foundation. These
emergency measures can be implemen-
ted without “formal Governance approval”
However, in cases where the Security Coun-
cil exercises this discretion, it is expected to
promptly deliver a “detailed and transparent
retrospective to the community,” explaining
the actions taken and their reasons while
respecting any “legal or security obligations
for confidentiality” The Optimism Collective
shall elect the Security Council and hold it
to account, with the Token House having the
power to remove Security Council members
at any time for severe violations of the Code
of Conduct. As of this report, this gover-
nance body has not been elected, and we
expect its governance mandate to continue
to be shaped.

In the context of Polkadot, as discussed
earlier, the new OpenGov framework intro-
duced a Technical Fellowship to replace
the Technical Committee and Council of its
previous governance framework. In cases
of emergency, the Technical Fellowship can
whitelist proposals to have shorter lead-in,
confirmation, and on-chain voting periods.
PIP-29 also introduced a “Protocol Coun-
cil” (previously referred to as “Ecosystem
Council” in Polygon’s Governance 2.0 do-
cumentation), a 13-member governance
body responsible for performing regular and
emergency upgrades to the system’s smart
contracts. For “regular” changes, decisions
require a 7-of-13 majority vote, with a 10-day
timelock delay to allow the community to
exit before any change occurs. For “emer-
gency” changes, it requires a 10-of-13 ma-
jority vote, and changes are automatically
implemented.

At Filecoin, some stakeholder groups pro-
posed the idea of enacting a process for
“states of exception” or emergencies. This
idea started after Storage Providers heavily
debated certain FIPs which, ultimately, did
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not pass. The proposed idea never gained
traction due to the lack of due process.

As seen in the “Governance Mechanisms”
insight, various other approaches have been
taken in controversial proposals, including
core developers' rough consensus.

Unanticipated Events and Informal
Decisions

Formalizing and publicizing processes for
emergency procedures during unanticipa-
ted events is a relatively new trend. Until now,
there have been controversial situations
where founders, foundations, or developer
teams have taken control during emergen-
cies in ways that some community members
have criticized.

The 2013 Bitcoin “accidental hard fork” is one
example. On March 11, 2013, a severe incom-
patibility issue between Bitcoin client 0.7 and
0.8 versions caused the main chain to fork
into two separate chains. Once the problem
was detected, a handful of Bitcoin core de-
velopers quickly deliberated on the action
in the #bitcoin-dev IRC channel. There were
two potential solutions: instruct miners and
merchants to upgrade to the 0.8 version and
stick to the newer chain or downgrade to
the 0.7 version and stick to the older chain.
One of the largest Bitcoin mining pools, BTC
Guild, joined the conversation. Together, Bit-
coin core devs and BTC Guild decided that
downgrading to the 07 was the least risky
solution and hoped miners would agree to
do so, too. Afterwards, core developer Peter
Wuille posted on the website bitcointalk.org
instructing miners, mining pools, miners, and
merchants to downgrade their clients. The
crisis was resolved in a matter of six hours.
Some important voices in the Bitcoin com-
munity, such as Vitalik Buterin—who had not
launched Ethereum yet—commended the
work done during the 2013 crisis. However,
Vitalik himself argued that the instruction

to downgrade to 0.7 may have been unne-
cessary. According to him, even if the core
developers had done nothing, the Bitcoin
network would have continued to work,
albeit with some monetary loss. Echoing
some worries felt across the community,
Vitalik also pointed out that the handling of
the accidental hard fork crisis may have left
some feeling that “Bitcoin [was] clearly not
at all the direct democracy that many of its
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early adherents imagine” While he ultimately
downplayed these fears, the episode revea-
led aspects of the Bitcoin governance that
may not have been so clear to the commu-
nity at large, including the power concen-
trated in mining pools and the role played
by Bitcoin core devs during unanticipated
events.

Ethereum does not have pre-defined, formal
processes for addressing states of excep-
tion. “The DAQO” hack and the process that
led to the Ethereum hard fork is another
example of an exceptional procedure to
resolve a critical incident. The DAO, launched
in April 2016, was an investor-driven venture
capital fund managed as a decentralized
autonomous organization (DAQ). In June
2016, an attacker exploited a vulnerability

in The DAO's smart contract code to drain
about one-third of its funds: over $50 million
worth of Ether at that time. The Ethereum
community faced a dilemma: either accept
the consequences of the hack to preserve
the immutability of the Ethereum block-
chain or intervene to remediate the harm by
violating the protocol rules of the Ethereum
blockchain. The decision to hard fork con-
tradicted the immutability and irreversibility
principle that many Ethereum community
members seemed to hold dear. As men-
tionedin the “Governance Mechanisms”
section, eventually, the decision was sub-
ject to an on-chain vote through the Car-
bonvote platform, with approximately 85%
of the participants (amounting to only 55%
of the total Ether supply) voting in favor of
the hard fork. The decision to hard fork split
the Ethereum community into two camps:
those who supported the fork to recover
the funds and those who opposed it. This
event led to the emergence of a separate
blockchain network, Ethereum Classic (ETC),
which rejected the hard fork and continued
on the original Ethereum blockchain. Critics
of the hard fork saw the decision to fork as a
demonstration of centralized power, where
a few core developers and the Ethereum
Foundation had significant influence in a
decision affecting the Ethereum network as
a whole 8

Similarly, in 2021, Polygon had to introduce
a hard fork to resolve a critical vulnerabili-
ty in the PoS genesis contract discovered
by two whitehat hackers and reported via
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the blockchain security and bug bounty
platform Immunefi. Over 9.27 billion MATIC
were at risk, representing nearly the enti-
rety of the token’s total supply of 10 billion
MATIC. According to an article released

by Protocol Labs, the Polygon core team
and Immunefi experts addressed the very
critical vulnerability with an “Emergency Bor
Upgrade,” informing validators and the full
node community to update their software.
Within 24 hours, around 80% of the network
transitioned to the new client, successfu-

lly preventing any network disruptions. The
security resolution process followed a “silent
patches” policy, which mandates reporting
critical bug fixes several weeks after im-
plementation to prevent exploitation risks
during the patching process. While some
validators voiced concerns about their no-
des falling out of sync, they did not seem to
have criticized the upgrade or its implemen-
tation. The article released by Protocol Labs,
which detailed the security concerns behind
their decision, may have likely helped garner
support and understanding from various
stakeholders regarding the actions taken®

These examples show that when blockchain
These examples show that when blockchain
systems don’t have formalized governance
processes for emergencies described in
public documentation nor make efforts to

59 A Distributed Denial of
Service (DDoS) attack on
a blockchain network is a

60 Danilo Lessa Bernardineli,
Michael Zargham and
Jamsheed Shorish,

significant threat, though
it's less common compared
to traditional networks due
to the inherent design of
blockchain technology. To
learn more about this topic,
see: Rob Behnke, “How
blockchain DDoS attacks
work,” Halborn, October 19,
2021, https://www.halborn.

com/blog/post/how-
blockchain-ddos-attacks-

“Reviewing the FIP-0056 and
CDM debate on Filecoin,

BlockScience Medium, March
23,2023, https://medium.com/

block-science/reviewing-the-
fip-0056-and-cdm-debate-
on-filecoin-6a6af0ed4b78
61CoinMarketCap, “A

history of ‘The DAO’ hack,”
CoinMarketCap Academy,
October 13, 2021, https://

coinmarketcap.com/academy/

work

article/a-history-of-the-dao-
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clearly inform about the steps and rationa-
le that had to be followed to address the
emergency, exceptional interventions are
likely to be opposed more firmly by com-
munity members. As happens in nation-sta-
tes during “states of exception,” influential
actors can leverage unanticipated events

to further their own political (or economic)
interests. For this reason, a proper formaliza-
tion of “emergency procedures” is necessary
for legitimate intervention.

Blockchain communities must formalize
- how blockchain security will be preser-
. ved and maintained without creating 1
attack vectors for political centraliza-
- tion. This requires balancing specialized !
. expertise and technical pragmatism 1
. to delineate if, when, and how speci-
fic actors in a blockchain system can 3
- invoke “states of exception.” At the :
. time of writing, core developers and
in-house security teams remain among
- blockchain governance's most trusted |
. stakeholders. :

62 Polygon Labs, “All You Need
to Know About the Recent
Network Upgrade,” Polygon
News, December 29, 2021,
https://polygontechnology/
blog/all-you-need-to-know-
aboutthe-recent-network-
upgrade
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Conclusion

Blockchain technology has the potential to
transform from small aspects of our dai-

ly lives all the way to and entire industries
by offering a secure, transparent, and de-
centralized way of recording and verifying
transactions. As blockchain has continued
to grow in significance, many blockchain
systems have emerged. Blockchain systems
are techno-socio structures that encom-
pass the underlying blockchain technology
and the human input required to develop
and maintain the ledger and other integrat-
ed software. Understanding how blockchain
systems are governed is crucial to unveiling
how these technologies operate, evolve,
and interact with various stakeholders. This
report is a crucial milestone in our ongoing
exploration of Web3 governance dynamics,
laying the foundation for the forthcoming
Manual on Best Governance for Blockchain
and Decentralized Technologies, scheduled
for release in April 2024. The insights gleaned
from our extensive review of eleven leading
blockchain protocols across six intercon-
nected domains underscore the complexity
and nuances inherent in analyzing block-
chain governance. The key findings of this
report will guide the formulation of good
governance recommendations providing
pragmatic guidance to stakeholders in the
Web3 space. Below, we delineate a set of
preliminary hypotheses that might constitute
the basis of these recommendations.

1. Legal Entities

While the creation of legal entities can im-
prove legal certainty in the Web3 ecosys-
tem, they also introduce (both intended
and unintended) power asymmetries that
must be accounted for by the relevant
blockchain communities. To maintain
legitimacy in the eyes of the community, it
might be necessary for these legal entities
to adopt open and transparent account-
ability measures to mitigate power imbal-
ances and foster an equitable governance
structure.
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2. Power Distribution

Governance in public blockchain networks
is “polycentric” to the extent that deci-
sion-making power is distributed across
multiple governance areas and stakehold-
er groups. Yet, polycentricity is not always
necessarily synonymous with political
decentralization. Hence, having block-
chain communities develop governance
frameworks that explicitly acknowledge
and account for the polycentric nature of
blockchain networks might be crucial for
fostering more inclusivity and mitigating
power concentration risks.

3. Planned vs. Actual Decentralization

Decentralization requires a clear and
operationalized definition and a strategy
against re-centralization dynamics. This
suggests that it may not be sufficient

to design decentralized systems. It may
also be necessary to develop protocols
that will remain decentralized over time
by identifying relevant strategies against
concentration dynamics that could com-
promise the decentralized nature of these
protocols.

4. Governance Formalization

Despite the high degree of on-chain for-
malization, many governance processes in
the Web3 ecosystem still rely on off-chain
governance practices characterized by
implicit and tacit norms and procedures.
Bridging the gap between on-chain and
off-chain governance requires further for-
malization of off-chain practices, ensuring
more transparency and accountability in
blockchain governance.

5. Governance Mechanisms
There are no one-size-fits-all governance
mechanisms. Different scenarios may re-

quire different approaches to governance.
Governance mechanisms thus need to be
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tailored to the specific context of deci-
sion-making, which includes the nature of
the decision, the scope and character-
istics of the participants, and the overall
goals of the blockchain system. A combi-
nation of “rough consensus” and “signaling
and voting” might be required to achieve
a more flexible and dynamic governance
process capable of catering to different
needs and situations.

6. Security Measures and Breaches

Swift decision-making is crucial for ad-
dressing security incidents during a state
of exception. However, rapid response
might require a more centralized deci-
sion-making process, which may reduce
legitimacy and introduce political attack
vectors. Accordingly, blockchain com-
munities that implement exceptional
governance frameworks might need to
clearly identify the actors involved in these
specific governance processes while also
implementing appropriate safeguards
against potential political manipulation
during a state of exception.

Through the continued collaboration be-
tween the Project Liberty Institute, Block-
chainGov, and the Governance Multistake-
holder Council, we will further elaborate
these recommendations and incorporate
them, along with a series of best practic-
es and guidelines, into the Manual on Best
Web3 Governance Practices. While we do
not purport to normatively prescribe how
the governance of blockchain communities
should be implemented, we hope these
recommendations will serve as a guiding
compass to support technologists, indus-
try leaders, policymakers, and practitioners
invested in shaping novel, effective, and re-
silient governance frameworks for the Web3
ecosystem.
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