CHAOS LABS

’PENDLE

Pendle v2
Mechanism Design
Risk Assessment

January 24th, 2024



Pendle v2 Mechanism Design Risk Assessment

Omer Goldberg Shai Kritz Craig Le Riche
omer@chaoslabs.xyz shai@chaoslabs.xyz craig@chaoslabs.xyz

Andre M. Rodrigues
andrer@chaoslabs.xyz

January 2025


mailto:omer@chaoslabs.xyz
mailto:shai@chaoslabs.xyz
mailto:craig@chaoslabs.xyz
mailto:andrer@chaoslabs.xyz

Abstract

This report presents a comprehensive mechanism design and risk analysis of Pendle Pro-
tocol, which enables the tokenization of yield-bearing assets into Principal Tokens (PT) and
Yield Tokens (YT). By separating the principal from its future yield, Pendle allows users to
achieve predictable, fixed-yield income over specified time frames, akin to zero-coupon bonds
in traditional finance.

We examine the core protocol mechanisms, including the minting and redemption of
Standardized Yield (SY) tokens and the yield-stripping process. The analysis also covers
key aspects such as Pendle’s AMMs, YT trading, liquidity provision dynamics, and the
implementation of fully on-chain price oracles. While our study identifies potential risk
factors, such as underlying token risks, liquidity constraints when yields exceed the AMM’s
maximum supported rate, and price manipulation scenarios—our assessment indicates that
these do not pose significant systemic threats to the protocol’s fundamental operations.

This assessment complements our Pendle’s PT token risk framework, and readers are
encouraged to review both documents together for a complete understanding of the protocol’s
risk profile.


https://chaoslabs.xyz/posts/pendle-pt-token-risk-framework
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Chapter 1

Introduction

Decentralized Finance (DeFi) has revolutionized the way users interact with financial prod-
ucts by leveraging blockchain technology and smart contracts to create transparent, per-
missionless markets. One particularly innovative concept in DeFi is the tokenization of
yield-bearing assets, which allows users to separate the principal from the future yield of
those assets.

Principal Tokens (PT) offered by Pendle Protocol are a prime example of this approach,
enabling users to achieve predictable, fixed-yield income over specified time frames. Func-
tioning similarly to zero-coupon bonds in traditional finance, these PTs represent the princi-
pal value of a standardized Yield Token (SY) that matures at a predetermined future date,
effectively allowing holders to lock in a fixed yield. This design is accomplished by splitting
the standardized Yield Token into two distinct assets:

e Principal Tokens: Represent the locked principal value (redeemable at maturity).

¢ Yield Tokens: Represent the rights to the yield generated over time.

By separating the principal and the yield, the protocol facilitates more sophisticated
trading and investment strategies, offering users the option to secure stable returns or spec-
ulate on future yield. These attributes make PTs particularly appealing to traders seeking
leveraged yields or structured products with lower exposure to price volatility relative to
the underlying assets. As a result, PT tokens are increasingly utilized throughout the DeFi
ecosystem, providing a gateway for participants to capture predictable yield while still ben-
efiting from the composability and open infrastructure of blockchain technology.

In this report, we provide a comprehensive mechanism design risk analysis of Pendle Pro-
tocol, beginning with the principal protocol mechanisms, detailing how standardized Yield
Tokens (SY) are minted or redeemed and how the concept of yield stripping separates prin-
cipal and yield. Next, we investigate the workings of the Pendle AMM, including key aspects
of YT trading, and how liquidity provision can impact profitability and pool balance. We
further examine the Pendle Oracles, focusing on how PT oracles and LP oracles function,
alongside the benefits and drawbacks of having fully on-chain price feeds. Finally, we con-
solidate our findings into a thorough discussion of possible protocol risk factors.



Chapter 2

Protocol Mechanisms

The Pendle Protocol’s core functionality hinges on its ability to tokenize and separate future
yield from the underlying principal asset. In this chapter, we explore how SY Tokens are
created and managed, detailing the minting and redeeming processes that give rise to PT
and YT token. By examining Pendle’s yield stripping mechanism, we reveal how this design
enables more granular control over yield-bearing assets, opening the door to innovative finan-
cial strategies and enhanced liquidity opportunities. To ensure this work is self-contained, it
is essential to introduce some of the new concepts developed by Pendle. For more detailed
explanations, readers are encouraged to refer to Pendle documentation and whitepapers.

1 SY Tokens

SY tokens act as the standardized layer for yield-bearing assets within the Pendle ecosystem.
By wrapping various assets into a consistent format, SY tokens enable interoperability and
simplify interactions with the protocol. The underlying assets and their yield remain locked
within the smart contracts, ensuring no leverage or additional economic risk is introduced.
Users can redeem the SY tokens by combining 1 PT and 1 YT token at any time prior to
maturity.

YT represents the
yield of the asset up to
maturity

Underlying yield
bearing asset PT represents the
principal of the asset up
to maturity

Figure 2.1: Hlustration of how SY tokens are split into PT and YT tokens link

To fully standardize these concepts, Pendle’s team also introduced a new token stan-
dard. In the EIP-5115, titled ”Standardized YieldToken,” it’s proposed a standardized API
for wrapped yield-generating tokens within Ethereum smart contracts. This standard ex-
tends the ERC-20 token interface to support functionalities such as transferring, depositing,


https://docs.pendle.finance/ProtocolMechanics/Glossary
https://github.com/pendle-finance/pendle-v2-resources/tree/main/whitepapers
https://docs.pendle.finance/ProtocolMechanics/YieldTokenization/Minting
https://eips.ethereum.org/EIPS/eip-5115

withdrawing tokens, and reading balances.

The Generic Yield Generating Pool (GYGP) model, introduced in EIP-5115, provides
a standardized framework to describe various yield-generating mechanisms in DeFi. To
understand the full integration is important to go over some Key Components of GYGP:

e Asset: The unit measuring the pool’s value. At any time ¢, the pool’s total value is
denoted as Total Asset(t). For example, for a weETH pool, the corresponding asset will
be eETH.

e Shares: Units representing ownership in the pool, normally represented as Total Shares(t).

e Reward Tokens: Additional tokens earned by the pool over time. There could be
more than one reward token, and they are normally defined a priori, for each reward
token, ¢ we can define Total Rewards;(t).

e Exchange Rate: The value of each share in terms of assets at time ¢, calculated as:

Total Asset(t)
EzxchangeRate(t) = TotalShares(t)

Its purpose is to track how the yield-bearing asset appreciates with respect to the under-
lying asset, ensuring that when the position matures, each PT token can be redeemed
for the correct amount of SY.

nism

ing rewards.

revenues from the
Ethena protocol

vault

eETH sUSDe LBTC rsETH
(Bera Concrete)
Yield Gener- | weETH price in- | sUSDe grows in | ctLBTC will accrue | rsETH’s value
ating Mecha- | creases with restak- | value based on | rewards from Boyco | grows through

restaking rewards

Asset eETH USDe ctLBTC ETH
Reward To- | $PENDLE, $LRT? | $PENDLE $PENDLE, points $PENDLE,
ken/Points points $EIGEN
Exchange weETH/eETH rate | sUSDe/USDe rate - | Fixed at 1, as | rsETH/ETH rate -
Rate - Increases with | Increases with the | ctLBTC does not | The ratio of rsETH
restaking rewards | protocol’s profits. accrue yield di- | to ETH rises with
from weETH. rectly restaking yields.
Exchange Value directly from | Derived directly | Hard-coded to 1. Maintained by an
Rate Oracle | wETH smart con- | from the sUSDe off-chain oracle de-
tract smart contract. ployed by Pendle.

Table 2.1: Comparison of different SY token implementations

The GYGP model offers a unified perspective on the diverse yield-generating mechanisms
within DeFi, enabling Pendle to seamlessly integrate a variety of underlying protocols, each
with its own unique approach. A central feature of this model is the exchange rate embedded
in the SY token, which governs the relative value between the underlying asset ( and PT
token) and the SY token. By ensuring accurate yield accounting in all mechanisms involving


https://eips.ethereum.org/EIPS/eip-5115

SY tokens. This exchange rate is critical for fair yield accounting across all of Pendle’s mech-
anisms, ensuring that every interaction (whether minting, trading, or redeeming) reflects the
true value of the yield-bearing assets involved.

Pendle’s determines this rate using methods tailored to the specifics of each underlying
token, some contracts use fixed rates (e.g., LBTC, where yields are not compounded), others
query the yield-bearing token’s smart contract directly (e.g., weETH), and certain assets
rely on Pendle’s custom off-chain oracles (e.g., rsETH).

2 Minting and Redemption

The minting and redeeming mechanism of SY tokens underpins a seamless interaction be-
tween yield-bearing assets and Pendle’s ecosystem.

e Minting:
When minting SY tokens, users deposit an underlying yield-bearing asset (e.g., weETH
or sUSDe) into the corresponding SY token contract, which then issues the same amount
of SY tokens; in some cases, multiple input tokens are supported, as with SY-weETH
on Ethereum, which can be minted using ETH, eETH, or weETH (where ETH or eETH
is automatically wrapped into weETH).

¢ Redeeming:

Redeeming works in reverse: users burn their SY tokens to retrieve the same amount
of the underlying yield-bearing asset, and if multiple output tokens are available (e.g.,
eETH instead of weETH), the asset is unwrapped and redeemed accordingly.

This design ensures that the value backing an SY token remains secure in the smart
contract, imposing no additional economic risk on the Protocol.

3 Yield Stripping

Yield stripping refers to the process of splitting a SY token into PT and SY tokens. This
begins when a user deposits SY tokens into Pendle, receiving an equal amount of PT and
YT. Pendle employs two primary mechanisms to ensure each token accurately reflects its
intended value:

1. Redemption:

e Upon maturity, 1 PT can be redeemed for the underlying asset ( 1 / Exchange Rate
SY) , while the YT becomes worthless as there is no further yield to earn in the
contract.

e At any time a user can redeem equal amounts of PT and YT tokens into SY tokens
which can them be unwrapped into the underlying tokens.
2. Yield Accrual:

e As time passes, YT holders can claim the yield accrued on the underlying SY token.
Specifically, the increase in the Exchange Rate dictates the amount of yield that
may be withdrawn from the SY contract.



e Additionally, any reward tokens (e.g., Usual tokens distributed via USD0++) or
points that would have been distributed to the underlying asset on SY are directly
distributed to YT holders.

For points or reward tokens that are issued in their own currency, the Exchange Rate does
not directly affect how they are distributed, as their allocation depends solely on the user’s
exposure to the underlying asset, i.e. amount of YT token held. For points, however, much
of this distribution occurs off-chain and is therefore not fully auditable on-chain. Despite
that limitation, there has been no indication of unfair practices to date.

Overall, Pendle’s yield system is carefully designed to ensure that yield and rewards
accrued by SY tokens flow fairly to YT holders. For those interested in a deeper mathematical
treatment of this mechanism, please refer to Pendle’s SYS Whitepaper.


https://github.com/pendle-finance/pendle-v2-resources/blob/main/whitepapers/SYS.pdf

Chapter 3

Pendle’s AMM

1 Pricing Mechanism

To trade PT and YT tokens, users can use Pendle’s AMM. For better capital efficiency,
Pendle adapted the AMM design pioneered by Notional Finance. Readers seeking a deeper
understanding can refer to Pendle’s AMM whitepaper and to our PT Token Risk Framework
here.

Pendle pools are constituted by the PT token and the corresponding SY token, since the
value of these tokens are highly correlated, Pendle’s AMM is built especially for these tokens.

PT tokens increase in value over time at their implied yield, similar to how zero-coupon
bonds function in traditional finance. Another parallel to zero coupon bonds is that the
longer the duration of time until expiry, the greater the impact of yield moves on the PT
price.

Pendle’s AMM addresses these challenges by concentrating liquidity progressively closer
to 1 as maturity nears. This behavior is illustrated in the following representation of a pool’s
liquidity during different time to maturity:

Expected Average APR: 50.0%, Max Implied APR: 100.0% Expected Average APR: 50.0%, Max Implied APR: 117.6% Expected Average APR: 50.0%, Max Implied APR: 139.9%
Years to Expiration: 1.0: 1/ rate_anchor: 0.64 Years to Expiration: 0.5: 1/ rate_anchor: 0.80 Years to Expiration: 0.1: 1/ rate_anchor: 0.96

Figure 3.1: Liquidity dynamics of a pool without trades, with a high expected yield and a relatively small
scalar Root, showing how liquidity can be distributed over a broader range if necessary.

Moreover, Pendle imposes certain constraints within the AMM to ensure efficient liquidity
and market behavior:

e The price of a PT token is always less than 1.

e The PT token can never exceed 96% of the total pool value. This indirectly establishes
a minimum price and a maximum implied APR for the token.


https://github.com/pendle-finance/pendle-v2-resources/blob/main/whitepapers/V2_AMM.pdf
https://chaoslabs.xyz/posts/pendle-pt-token-risk-framework

The liquidity shape evolves depending on the historical trades, but it highly depends on
the parameters set during the pool’s initialization. Pendle’s AMM have only 2 different
parameters:

1. Scalar Root (rateScalar) determines how concentrated the liquidity is and, conse-
quently, the minimum price. A larger scalar root results in more concentrated liquidity
and a higher minimum PT price. This restricts the yield range covered by the AMM
while concentrating liquidity to minimize price impact. Where a wider range of under-
lying yields are expected, the larger the scaler Root is needed. The rateScalar is simply
the scalar root normalized by the time remaining until maturity. This ensures that the
range of yields covered by the AMM remains consistent over time in a given market.

scalar Root

rateScalar(yearsToMaturity) =
(v y) yearsToMaturity

2. Initial Anchor (rateAnchor) determines where liquidity is primarily concentrated,
centered around 1/rateAnchor. At the pool’s inception, the initial Anchor is selected
to concentrate liquidity around the expected implied yield. This starting point is crucial,
and actually affects the pool until maturity as we will see. Actually, the rateAnchor
evolves over time, it adjusts before every trade to maintain a constant implied rate
between trades. This mechanism protects the pool from arbitrageurs by aligning price
adjustments with the yield environment and automatically increasing the PT price as
time to maturity decreases.

In the absence of trades, the formula for rate Anchor(yearsToMaturity) is straightfor-
ward and very insightful:

yearsToMaturity

rate Anchor(yearsToMaturity) = initial Anchor mitialYearsToMaturity

This implies that liquidity remains concentrated around the initial expected yield (as
shown in the previous plots).

To understand how these parameters influence the PT token price range, we need to
analyze how is the price of the PT token determined. For simplicity, fees are not accounted
for in this section, nor is any value accrued by the SY token in the pool.

At any time to maturity ¢(years), the implied price in the AMM is given by:

1 B PTvalueMaturity
log(p/(1=p)) 4 1.t Anchor(t) P PTvalueMaturity + SYvalue

rateScalar(t)

PT Price =

Additionally, the implied yield at any time can be expressed as:

ImpliedYield = PTPTice_m -1

The minimum price for the PT token is constrained by the AMM’s requirement that PT
tokens never represent more than 96% of the pool’s value. To determine the minimum price,
we substitute p = 0.96 into the previous equation, yielding:

1
+ rateAnchor(t)

minPLPrice = 1wo/0o00)

rateScalar(t)

maxImpliedY ield = min PT Price” vemTorawmmty — |



Using these formulas, we can analyze how the initial minimum PT price and maximum
implied yield change based on the pool’s initial parameters. The following heatmaps illustrate
how these variables are influenced by the scalar Root and initial Anchor for a pool with a
1-year maturity.

Initial Minimum PT Price with 1 Year to Maturity

046 047

Initial Maximum Implied Rate with 1 Year to Maturity

1040 1035

4178 1318 1159

1106 1070 1064 1053 1045

3928 106.8

367.8

3428

327.8

3228

318.8

1 | 3179

Figure 3.2: Influence of scalar Root and initial Anchor on min PT price and max implied yield.

As expected, a larger scalar Root results in more concentrated liquidity, leading to a higher
minimum PT price and smaller max implied yield. Conversely, a larger initial Anchor shifts
the liquidity to a lower range, which decreases the minimum PT price, widens the range,
and increases the max implied yield. As seen it the PT Risk Framework, the minimum PT
price always increase over time, and the max implied Rate always decreases.

2

YT trading

Due to the intrinsic relation of the PT and YT token, this same pool is also used for trading
YT token. Since it’s always possible to mint/redeem PT and YT tokens for SY tokens,
Pendle AMM can use flash loans in the backend to buy and sell YT as illustrated in the
following images.

Buying YT

PT AMMPOOL

(a) Illustration of how YT tokens can be
bought on PT AMM, link

Buying YT Token Process:

1.
2.

e~

Buyer sends SY into the swap contract
Contract withdraws more SY from the
pool

. Mint PTs and YTs from all of the SY

Send the YTs to the buyer

. The PTs are sold for SY to return the

amount from step 2

Selling YT

PT AMM POOL

(b) Hlustration of how YT tokens can be sold
on PT AMM, link

Selling YT Token Process:

1.
2.

Seller sends YT into the swap contract
Contract borrows an equivalent amount
of PT from the pool

. The YTs and PTs are used to redeem

SY
The SY is sent to the seller

. Part of the SY are sold to the pool for

PT to return the amount from step 2


https://docs.pendle.finance/ProtocolMechanics/LiquidityEngines/AMM
https://docs.pendle.finance/ProtocolMechanics/LiquidityEngines/AMM

The amount borrowed from the pool is computed by simulating the trade on step 5. To
be consistent, Buying x YT token should pay the exact price impact of selling x PT tokens,
and change in the implied yield of the pool should also be the same. Same thing should
happen when comparing selling YT and buying PT.

3 Liquidity Provision and Impermanent Loss

Impermanent loss (IL) is a common challenge faced by liquidity providers in traditional AMM
pools, arising from price divergence between paired assets. In Pendle’s liquidity pools, this
risk is significantly mitigated due to the unique structure and predictable price behavior of
PT token in respect to the SY token. By design, Pendle’s pools offer enhanced protection
against IL, especially for LPs who hold their positions until maturity who experience no IL
as their LP tokens redeem into the underlying.

While the liquidity pool may appear more complex than a traditional Uniswap pool, LPs
are notably more protected from impermanent loss because:

e Price Convergence to Maturity:

PT tokens are designed to converge to the value of the underlying asset as maturity
approaches. This predictable price behavior reduces the risk of IL for LPs who hold
their positions until maturity.

e Correlated Assets in the Pool:

Pools in Pendle often consist of highly correlated assets, such as PT and SY tokens.
Since these assets move in tandem, the price divergence (a primary driver of IL) is
significantly reduced compared to traditional liquidity pools with uncorrelated token
pairs.

¢ Dynamic AMM Adjustments:

Pendle’s AMM is specifically designed to account for the time-decaying nature of PT
tokens and adjust liquidity distribution accordingly. By concentrating liquidity in mean-
ingful ranges, the AMM ensures efficient trading and minimizes the potential for adverse
IL events.

3.1 Profitability and Pool Composition

The profitability of providing liquidity in Pendle goes beyond simply earning trading fees
and capturing yield; it also depends on the state of the pool at the time liquidity is added.
Because an LP position effectively holds a weighted average between the implied APR (from
holding PT tokens) and the underlying APR (from holding SY tokens), liquidity providers
must consider how realized yield compares to implied yield to maximize returns.

In certain market conditions, it may be more profitable to hold only PT tokens for their
predictable maturity value or only SY tokens for exposure to the underlying asset, rather than
providing liquidity. LPs should carefully weigh the pool’s initial parameters, fee structure,
and market dynamics to determine which strategy is optimal. For instance, if the implied
yield is significantly higher than the underlying realized yield, simply holding PT tokens could
be more lucrative than providing liquidity. Conversely, if the underlying yield outpaces the
implied yield, holding SY tokens may generate higher returns.

10



In conclusion, Pendle provides multiple avenues for LPs to earn returns, whether through
liquidity provision, strategic token holding, or active yield trading. By carefully assessing
each pool’s initial parameters and prevailing market factors, LPs can optimize their involve-
ment within the Pendle ecosystem. According to extensive studies by the Pendle team (1,
2, 3), liquidity providers frequently outperform those who merely hold underlying assets,
PTs, or SY tokens, highlighting the potential benefits of LP participation under a variety of
market conditions.
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https://medium.com/pendle/impermanent-loss-il-on-lrt-pools-c6d2d9fece0c
https://medium.com/pendle/evaluating-performance-of-pendle-liquidity-pools-part-1-f81e6957837d
https://medium.com/pendle/evaluating-performance-of-pendle-liquidity-pools-part-1-f81e6957837d

Chapter 4

Order Book

Pendl’s protocol also allows users to place limit orders on both PT and YT, effectively
creating an order book. While it is free to create these orders, canceling or adjusting them on
high-gas chains like Ethereum can be costly, potentially discouraging active market-making.

The order book remains crucial when the AMM is out of range, as it becomes the only
source of price discovery in those situations, ensuring that trades can still occur even when
the automated market maker no longer provides efficient quotes.

®
P 26 Mar 2025 70 days

Market Info Charts

28.46%

' 3 ' . [— [ -+
Order matching guarantees maximum output taking gas into account. |
Your order might not necessarily be matched to highest bid/ask.

BUY YT SELL YT
Implied Yield Size Implied Yield Size
28.70% 145,253.53 YT 28.50% 420,428.27 YT
28.58% 650,000.00 YT 28.58% 2,210.78 YT
28.55% 6,500.00 YT 28.60% 563,810.20 YT
26.00% 109.79 YT 30.20% 1,000,000.00 YT
25.20% 3,738.83 YT 30.30% 242,679.60 YT
24.00% 424,411.51YT 30.50% 81,767.07 YT
23.20% 7,043.53YT 30.70% 99,999.00 YT
21.00% 834,681.40 YT 30.80% 315,873.17 YT
20.88% 117,703.35 YT 31.99% 392,817.61 YT
20.58% 122,570.88 YT 32.00% 99,999.00 YT
20.57% 442,235.26 YT 33.00% 480,216.92 YT
20.10% 8,680.86 YT 34.00% 1,554.65 YT
20.00% 581,322.01 YT 35.00% 1,702,885.32 YT
19.80% 107,829.56 YT 37.01% 1,650,496.86 YT
10.10% 272,857.57 YT 40.00% 1,157,470.91 YT

Figure 4.1: In the USDO++ market expiring on March 26, 2025, while the PT token trades outside the
AMM range, an active order book continues to facilitate trading. link

12


https://app.pendle.finance/trade/markets/0xafdc922d0059147486cc1f0f32e3a2354b0d35cc/swap?view=yt&chain=ethereum&tab=book

Chapter 5

Pendle Oracles

In addition to offering a capital-efficient way to trade PT tokens, Pendle’s AMM also includes
a built-in TWAP oracle inspired by Uniswap V3. Unlike traditional oracles, which often
depend on external inputs and require active maintenance, Pendle’s design ensures that its
oracles are native, resilient, and operationally independent.

Before diving into the advantages and disadvantages of native on-chain oracles, let’s first
explore the mathematics behind their functionality.

1 PT Oracle

Pendle’s Oracle implementation draws inspiration from the concept of UniswapV3 Oracle
with a subtle distinction in how the cumulative rate is defined.

Instead of tracking the historical price of PT directly, the oracle accumulates the **1**ogarithm
of the implied rate—that is, the interest rate implied by the PT/S pricing. This design al-
lows for computing the geometric mean of the implied APY over any specified time interval,
which is then used to derive an average PT price.

According to Pendle’s documentation, the oracle stores a cumulative value of the loga-
rithm of the implied rate, denoted as In(implied Rate), where by simplicity we define slightly
different form the impliedYield from the AMM chapter, as implied Rate = 14+impliedY ield,
where impl. From this cumulative value, the geometric mean of the implied rate between
times ¢y and t; can be obtained by:

t1—

t1
GeomMeany, 1 (implied Rate(t)) = exp (;to / In(implied Rate(t)) dt)
to

(lnIRcumulative(tl) — lnIRcumulative(t@)
= exp
t— 1o

Finally, the oracle provides a PT price using the geometric mean over the past t hours
(this can be chosen by the user), using the formula

PTtoAsset Price = GeomMean(impliedRate) gffjfﬁiﬁ?wmy

Pros of Geometric Mean:

e Captures Multiplicative Effects

13


https://docs.pendle.finance/Developers/Oracles/IntroductionOfPtOracle

— When dealing with variables that *multiply* over time—like investment returns,
growth rates, or interest factors—the geometric mean is the most appropriate mea-
sure of typical growth.

— Example: If a portfolio grows by +50% in year 1 and then -50% in year 2, the
arithmetic mean would say 0%, but your actual two-year total return is -25%. The
geometric mean captures that more accurately.

e Less Semnsitive to Extreme Outliers

— If you have a few very large or small values in a dataset, the arithmetic mean can
be *skewed* heavily, whereas the geometric mean tends to dampen the effect of
extreme numbers (provided the data remains positive).

¢ Reflects True Compound Growth In finance or biology, where values often accumu-
late multiplicatively (returns, population growth factors), the geometric mean represents
the “steady rate” that leads to the same final product. On the other hand, using an
Arithmetic mean will overestimate the true compound Growth. In fact:

PTprice(ty)

PTprice(ty) = (t1 — to) x GeomMeany,, ;,)(impliedRate(t))

Arithmetic vs. Geometric Mean

-=- Arithmetic Mean Growth (overestimated) .-+« Geometric Mean Growth (Accurate) — -@- Actual Investment Growth

2.0K

INVESTMENT VALUE ($)
=
k)
=

YEAR

Figure 5.1: Comparison between arithmetic and geometric means. The geometric mean (red) provides a
more accurate representation of the true compound growth rate compared to the arithmetic mean (blue),
which tends to overestimate growth.

2 LP Oracle

On Pendle, all liquidity providers operate within the same predefined range, making indi-
vidual liquidity positions uniform and interchangeable. This uniformity allows the protocol
to effectively represent each user’s share of the pool using a single LP token. The LP to-
ken encapsulates the user’s proportional ownership of the pool’s assets and associated fees,

14



simplifying the representation and management of liquidity. This standardized approach
enhances the user experience while enabling seamless integration of LP tokens into other
DeFi applications, such as collateralization, staking, and yield farming.

However, for safe integration with DeFi protocols, it is critical to establish a reliable and
manipulation-resistant pricing mechanism. The most direct way to price LP tokens is to
calculate their value based on the pool’s current reserves and the prices of the underlying
tokens:

ValueUnderlyingAssets
Total Supply L P

While straightforward, this method is vulnerable to manipulation, particularly in pools
like Pendle’s, where one of the underlying assets (the PT token) is only traded within the
pool. A large trade involving the PT token has a dual impact on the value of the LP token:
it decreases the PT token’s price while simultaneously increasing its proportion in the pool.

To address these risks, Pendle leverages its previously described TWAP Oracle for the
PT token to create a manipulation-resistant LP oracle in two key ways (for more details we
recommend the reader to look into Pendle’s LP oracle White paper):

PriceLP =

¢ Simulating a robust pool constitution :

Drastic price changes of the PT token also affect the pool’s composition. Pendle’s oracle
simulates a hypothetical trade that adjusts the pool’s spot price to match the TWAP
value, effectively neutralizing the impact of sudden price shifts.

e Accurate valuation of the PT token :

The oracle relies on the TWAP price as a more stable and fair representation of the PT
token’s value.

By using the TWAP price and a hypothetical pool constitution, Pendle ensures that the LP
token valuation remains robust and less susceptible to manipulation. For example, consider
a pool with a relatively stable price. If a trade significantly decreases the spot price (simul-
taneously increasing the PT token’s proportion in the pool), while the TWAP price would
remain unaffected in the short term, using the pool’s post-trade constitution would still re-
sult in an immediate decrease in the LP token’s value due to the increased proportion of the
PT token. However, by simulating a hypothetical trade that reverts the pool to the TWAP
price, the oracle effectively “rewinds” the last trade, mitigating the effects of manipulation
and providing a more accurate and fair valuation for the LP token.

3 Pricing Risks

The pricing mechanism for PT and LP tokens relies on a Time-Weighted Average Price
methodology. This mechanism ensures that the reported prices are always in sync with the
trading activity within the AMM, reflecting real-time market conditions. Key features of
this mechanism include:

e Mitigating Volatility :
By calculating prices over a specific time interval, TWAP smooths out short-term

volatility, providing a more stable and reliable price metric for users and protocols
relying on the oracle.

15


https://github.com/pendle-finance/pendle-core-v2-public/blob/main/whitepapers/LP_Oracle.pdf

e Resilience to Manipulation :
The TWAP mechanism, combined with the AMM’s liquidity dynamics, makes it highly

resistant to price manipulation attempts, as any significant deviation in price would
require a substantial shift in liquidity.

One important consideration is that LP Token and PT prices are highly correlated™* **
particularly during extreme market conditions. A forced liquidation of LP tokens often
involves redeeming the LP tokens for their underlying assets, namely PTs, and then selling
those PTs into the pool, which places downward pressure on the PT price. Conversely,
potential liquidations of PT tokens can *raise® the PT price, depending on the liquidity
dynamics and the scale of the liquidation. This interplay emphasizes the complexity of price
formation in the Pendle ecosystem, especially when market volatility is heightened.

4 Positives and Negatives of Having Oracles Fully On-Chain

The PT and LP oracles in Pendle are seamlessly integrated into the liquidity pool. This
native integration provides several advantages:
e In-Built Reliability and Enhanced Security :

By integrating the oracles directly into the AMM'’s core functionality, Pendle eliminates
reliance on external data feeds and maintenance requirements. This native integra-
tion naturally reduces operational risks that typically plague off-chain oracles, such as
data delays, feed inaccuracies, and potential downtime. Furthermore, this architectural
choice strengthens the protocol’s security posture by removing external dependencies
that could otherwise serve as potential attack vectors.

e Zero Maintenance :

Unlike external oracles, which may require periodic updates or monitoring, these native
oracles operate autonomously. They continuously deliver accurate price data without
the need for external intervention.

e Predictability for Users and Protocols :
By ensuring that prices always reflect AMM trading activity, users and integrated pro-
tocols can trust that the reported prices are fair and consistent.

e Composability :
Other DeF1i protocols can easily leverage Pendle’s oracle data, confident in its reliability

and accuracy, to support lending, collateralization, or other use cases.

On the other hand, there are some disadvantages to consider:

e Limited Data Scope :
Fully on-chain oracles are restricted to data that is already available or derived from
on-chain activities.

e Potential for On-Chain Manipulation :

If the oracle relies on AMM pricing, low-liquidity conditions could allow malicious actors
to manipulate prices through large trades.
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¢ MEV Risks :

On-chain oracles may be vulnerable to manipulation by miners or validators, especially
if the oracle outputs depend on recent on-chain transactions.
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Chapter 6

Protocol Risk Factors

In this chapter, we examine potential factors within the Pendle Protocol that may be per-
ceived as risky. We discuss their implications and assess why they do not pose a significant
threat to the protocol’s core operations.

1 Smart Contract Risk

Like any other protocol, Pendle faces the inherent risk of smart contract vulnerabilities,

however an intricate analysis of smart contract code and the minutiae of its operational

implementation are outside the scope of this assessment. Nevertheless, Pendle’s track record

speaks for itself: it has operated for three years without significant security incidents, demon-

strating the robustness of its core contracts. Additional confidence comes from multiple au-

dits by reputable firms, such as Spearbit and ChainSecurity (available at Pendle’s GitHub).
Two key features in Pendle’s codebase further mitigate smart contract risk:

¢ Immutable Contracts:

Once deployed, vital contracts are immutable, preventing arbitrary code changes that
could introduce unforeseen issues. This immutability ensures consistency and trust—no
unexpected modifications can compromise the system’s underlying logic.

e Pause Function :

Pendle’s team retains a pause function on SY contracts, allowing them to halt specific
functionalities if needed to protect user funds in critical situations. This capability
serves as a last-resort measure against unforeseen exploits or emergencies. Notably,
it was used once during the Penpie hack, where pausing the contract helped mitigate
potential losses for both the protocol and its users.

2 Underlying Token Risks

As Pendle’s popularity grows, the protocol supports an increasing variety of underlying
assets. Since P'T derive their value from these assets, they inherit each asset’s unique risks.
While such risks do not stem directly from Pendle, it is crucial for users to assess the
soundness of the underlying assets themselves.

18


https://github.com/pendle-finance/pendle-core-v2-public/tree/main/audits/

In the event of a temporary or permanent price depeg, PT token holders may incur
additional losses if liquidity on the Pendle AMM becomes limited. In the worst-case scenario,
they might need to wait until maturity to reclaim their underlying asset—akin to any time-
locked derivative in finance. This situation does not present a systemic risk to Pendle but
rather exemplifies the inherent exposure to the market behavior of the underlying asset itself.

Further details on the various factors and scenarios that can lead to an underlying token
depeg can be found in ourPT Risk framework.

3 Pt token price moving out of AMM range

To provide more capital-efficient liquidity, Pendle’s AMM (as discussed in the corresponding
chapter) uses a limited trading range that, which may not always match market conditions.
Particularly with yield tokens that exhibit high speculative activity, initial pool configura-
tions might be suboptimal, causing the PT price to drift outside the AMM'’s trading range.

As noted in the Order Book chapter, while it may not be feasible to run active market-
making strategies on more expensive chains, the order book still facilitates price discovery
when the AMM range no longer provides efficient quotes. Although this can degrade the
user experience for active traders, the impact typically lessens over time because:

e PT Maturity: At maturity, 1 PT always redeems for 1 underlying asset.

e Dynamic Range Adjustment: The AMM’s liquidity range (in terms of implied
yield) widens over time, allowing PT prices to re-enter the tradable zone even if yield
expectations do not decrease immediately.

Although temporary low liquidity is not ideal for user experience, it does not
introduce additional systemic risks to the protocol itself.

4 Price manipulation

As with any market, price manipulation is theoretically possible, especially in pools with
lower liquidity or tokens whose implied yield is driven by factors like speculative airdrop
expectations. In these cases, an attacker might attempt to alter market sentiment or valua-
tions.

Despite these possibilities, we do not consider this scenario a risk or design constraint in
Pendle’s mechanism; rather, it is an inherent aspect of the product type, and traders should
remain aware of these dynamics when participating.

5 Exchange Rate Deviation from Secondary Market

In Pendle, each SY token’s exchange rate effectively defines the yield being tokenized, typi-
cally derived from a yield index in the underlying asset’s smart contract. This means Pendle
generally tracks whatever yield is specified by that contract.

However, if the exchange rate ever deviates from external references,perhaps due to an
overestimation of the underlying yield, YT holders could claim more yield than they should,
indirectly “leaking” value from PT holders. Conversely, if the exchange rate underestimates
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the underlying yield, PT holders might disproportionately benefit at the expense of YT
holders.

Because Pendle tailors each SY to the unique characteristics of its underlying asset, users
should be aware of exactly which portion of the underlying yield is included for a given SY and
how is calculated, information that is typically clarified on Pendle’s UI. This understanding
is crucial for accurately valuing PT and YT tokens and avoiding unexpected outcomes arising
from exchange rate variations.
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Chapter 7

Conclusion

Pendle’s protocol offers a robust framework for yield tokenization, allowing users to split
yield-bearing into its principal component, PT, and it’s yield component YT, while preserv-
ing each component’s fair economic value. This design opens the door to innovative strate-
gies, whether locking in a predictable return via PT or speculating on future yield through
YT. A key component supporting this design is Pendle’s AMM, which brings together effi-
cient liquidity provisioning and reliable price discovery for both PT and YT markets.

Additionally, Pendle’s native oracles for PT and LP tokens within Pendle’s ecosystem
demonstrate the protocol’s commitment to reliability and security. By embedding these
oracles into the AMM and employing a TWAP-based pricing mechanism, Pendle mitigates
operational risks and maintains manipulation-resistant valuations.

Moreover, Pendle has demonstrated significant lindiness over three years of operation
with no major security breaches. Its robust design, audited by reputable firms, further
reinforces confidence in the reliability and security of its core mechanisms. This combination
of innovative yield tokenization and proven resilience makes PT tokens a valuable tool within
the DeFi ecosystem.

As we have seen, various risk factors exist, such as underlying asset depegs, PT price
drifting out of AMM range, and possible exchange rate discrepancies. However, these reflect
the typical dynamics of yield-generating derivatives. Rather than indicating any fundamental
flaw, they underscore the importance of user due diligence and market vigilance.

Overall, Pendle’s architecture provides a well-structured environment for tokenizing, trad-
ing, and managing yield. As with any emerging technology, participants should stay informed
about protocol developments and evolving market conditions. By doing so, they can fully
leverage Pendle’s innovative financial primitives while navigating and managing the atten-
dant risks inherent in decentralized finance.
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Chapter 8

About Chaos Labs

Chaos Labs is a cloud-based platform that develops risk management and economic security
tools for decentralized finance protocols. The platform leverages sophisticated and scalable
simulations to stress test protocols in adverse and turbulent market conditions. By partner-
ing with DeFi protocols, Chaos Labs aims to create innovative solutions that enhance the
efficiency of DeFi marketplaces.

The Chaos Labs team exhibits exceptional excellence and represents diverse expertise,
encompassing esteemed researchers, engineers, and security professionals. Chaos Labs has
garnered its experience and skills from renowned organizations, including Google, Meta,
Goldman Sachs, Instagram, Apple, Amazon, and Microsoft. Additionally, the team boasts
members who have served in esteemed cyber-intelligence and security units like Israel’s 8200
units, Talpiot, and the Ministry of Defense Financial Strategy Office, further contributing
to their unparalleled capabilities.

Chaos Labs brings a wealth of experience in both the field of decentralized finance and
the stewardship of real-world assets. You can explore our past and ongoing projects for
customers like Aave, GMX, ether.fi, Jupiter, Uniswap, Venus, and more in the Research and
Blog sections of our website.
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